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ES patabase Creation Wizard

Welcome

Welcome to the database creation wizard.

This wizard will guide you through the reguired steps to create the Citrix
Workspace Environment Management database

Click Next to continue
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Database Information

Server and instance name

Database name

Data file

Log file
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Database Server Credentials

[#] Use integrated connedion (Windows cedentials)
Login

Password
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Initial administrator group

Database Security
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Select User
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Enterthe object name to select (z@mples):

OK

Check Mames
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EH patabase Creation Wizard

VUEM Administrators

Initial administrator group

Database Security

Infrastructure service account

[#] Use Windows authentication for infrastructure service database connection

[F] set vuemUser SQL user account password

Password

[
J
]
=]
]
1
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Mext
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Database Informations Summary

Server and instance name: |

Database name: |

Data file: |

Loq file: |

Initial administrators group: |

Infrastructure service seourity: |

Infrastructure service acoount: |

Database connection: |

S0L user custom password: |

. Crest=Datsbase |

Actions

o Database oeated successfully!

- 0K
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EJ Database Creation Wizard

Database Informations Summary

Database name: I' ¥ |
Dats file: [ ——— o o — -
Log file: e——TrTTr s

Initial administrators group: | |

Infrastructure service seaurity: | [ |

Infrastructure service account: | 0 |

Database connection: I--"-’ |

SOL user custom password: I-. |

- Create Database ||

- Previous —f o Mext { y Finish *
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WEM Database Management Utility

Database Management

ciinx | Workspace
Environment Management

14, ERHNAREFIIEEFR, RHR

p=3_ g

MRELIEECERIREPLESER, BREEMENIRS TR 4TI B EX 4 Citrix
WEM Database Management Utility Debug Log.log” GRERE 215 R,
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WEM Infrastructure Service Configuration == -
Configuration Management
Load Configuration || Save Configuration |
5 IE.J

[ Database Settings lm Advanced Setfings | Datsbase Mantenance | Licensing

Database server and instance:
Databasze failover server and instance:

Database name:

3. E'BRIGE EI+ L, %EEF BA Windows IKFIER, AFRET N,
aFE:

RIBEESE 2 FelE WEM BUIRERFRHAVERE, %3 BA Windows KPR 5%
& vuemUser SQL AP kP&,
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Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
[15 |

Enable debug mode
Use cache even if online

Configure analytics:

Infrastructure service SQL state monitor delay (sec):
30 |

Infrastructure service SQL connection timeout (sec):
E |

i) Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

4. BARFP%, BEH0ELN, AREHWHEE

Enter the object name to select [zamples):

5. BAEMZBERMARS KA ZE,
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WEM Infrastructure Service Configuration =[x

Configuration Management

i

Load Configuration || Save Configuration

=

Network Settings |ESEEs=skemuan-8 Database Maintenance | Licensing

Enable Windows account impersonation

Infrastructure service account:

| | g Browse-—mg

Infrastructure service account password:

Set vuemlser SQL user account password

Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
|15 | |30 |
Infrastructure service SQL connection timeout (sec):
IUse cache even if online |30 |

Configure analytics:
() Help improve Workspace Environment Management using Google Analytics.

(& Do not help improve Workspace Environment Management using Google Analytics.

6. EF BRREEET.
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WEM Infrastructure Service Configuration = o x|

Configuration Management

&

Load Configuration || Save Configuration

I

atabase Settings | Metwork Settings [ Advanced Settings

Databaze Maintenance | Licensing

Enable Windows account impersonation

Infrastructure service account:

| | - Browse

Infrastructure service account password:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
| |30 |

Infrastructure service SQL connection timeout (zec):

Use cache even if online |3D |

Configure analytics:
i) Help improve Workspace Environment Management using Google Analytics.

{ Do not help improve Workspace Environment Management using Google Analytics.

7. £ R EDE L, % 2RiIFANEIRSSRES, BALNFIEEER, AREE RERE.
AR
o XTF Citrix FAIIEARS 254, BAFIERSSBITENZTR. TLREHEE IP

Hitik,
« XJF Citrix W A[EARS 210, FIAIREOZ 27000,
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‘ WEM Infrastructure Service Configuration — |l -

Configuration Management

=

Load Configuration || Save Configuration |

G i:._J
Metwork Settings | Advanced Settings | Database Mantenance | Licensing

Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000

8. Bif B

Infrastructure Service Configuration

0 Broker Service wil be restarted to apply setiings. Do you want to proceed?

| Yes i n Mo I

9. X WEM EHitZRMARSZECE SKAERF.

SR 4. REEEEGS

1. 3B17 Citrix Workspace Environment Management Console.exe,
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| M s | Workspace-Environment-Management
Home Share View

&~ v P » This PC » Windows (C:) » Workspace-Environment-Management

~
Name
> 3 Quick access

Agent Group Policies
> SThisPC Configuration Templates
> ¥ Network &+ Citrix Workspace Environment Management Agent
&+ Citrix Workspace Environment Management Console

4 Citrix Workspace Environment Management Infrastructure Services

2. FEVFRIIICTIELLE, EEFRERFA SRR,

s+ Citrix Workspace Environment Management Console Setup — X

n Citrix Workspace Environment

Management Console
CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citnx license or terms of service covenng the
Citnix product(s) and 'or service(s) with which you will be using thas component. Thus
component is licensed for use only with such Citnx product(s) and or service(s).

CTX_code EP_R_A10352779

Version 2308.1.0.1 [_]1 agree to the license terms and conditions

Install Close
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Citrix Workspace Environment Management

Welcome!

Workspace Environment Management is a lightweight user environment

management solution designed to let you deliver the best possible workspace
experience to users.

{) Disconnected

2. EHEBMENRSHFEREAR, LERR, ARREER

Pz

o WFEMEMIRS ST, BA WEM EEMIRSSMNITENSIT. R2BEEEHE
I 1P bk,

- WFERIRO", BiAEON 8284,
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Administration Port

5234 |

Actions

Citrix Workspace Environment Management

| i Cannect 'Q Configuration set| Default Site '| @ Delete ? Backup |
|a Create | % Restore
%1 Disconnect — 5 Refresh
e &) Edit %= Migrate

T

B Action Groups

[ f Group Policy Settings

| Applications

” Welcome!

£ Printers

S Network Drives Workspace Environment Management is a lightweight user environment

- management solution designed to let you deliver the best possible workspace
experience to users.

| Actions 1

| Filters

[ Assignments

[ | system Optimization

[} Policies and Profiles

| security

[L} Active Directory Objects

[ | Transformer Settings

[[ | Advanced Settings

[ | Administration

[L} Monitoring

@ Connected to : localhost € Current access level : Global Full Access .2

4. EREBREREOS, NEEEERARVNED, ARREWE.
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onfiguration Set

[ General l

Display

MName

Description

State

Actions

|| QK || || Cancel ||

5. EIEEX b, EEERT, EEHtIBHNEES.

Citrix Workspace Environment Management

About
| B 'e Configuration set| Default Site - @ Dot ? Backup |
- @) Create Default Site ¥ Restore
[ Disconnect Q o | My config set — | (5 Refresh et

S

[E—

B Action Groups

(P

[ f Group Policy Settings

| Applications

Welcome!

Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
experience to users.

[_ﬁ Printers

5S¢ Network Drives

rlasl-Actions |

Filters

Assignments

System Optimization

BEERERE

Policies and Profiles

L

B

Security

Active Directory Objects

Transformer Settings

B BB

Advanced Settings

1
L

Administration

[

[ 7]

Monitoring

P Connected & os ® Current access level : Global

6. EEEX L, E & T, B ER. RERTER™F.
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Citrix Workspace Environment Management

About

(—— - e Configuration set| My config set

a, Create

M
= Disconnect @ Edit

=)

| Actions.
B Action Groups
[_ f Group Policy Settings

I Applications

Welcome!
& Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
= - experience to users.
Iir ..-_ Actions |
[ | Filters
i Assignments

System Optimization

BB

Policies and Profiles

!

r
L4

Security

i

Active Directory Objects

Transformer Settings

BB

Advanced Settings

I

Administration

Monitoring

€ Current access level : Global Full Access .2

7. EEFERRNIAR TIE L, &% %8, AREE T,
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EH Restore Wizard

Select what to restore

i) Sequrity settings

Actions

Previous Mext | b Cancel

8. E“Eﬁsﬁﬁnﬁﬁt7 $$ -F_ijo
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EH Restore Wizard

Restore settings

Welcome to the Settings Restore wizard.

This wizard will guide you through the required steps to restore Citrie Workspace
Environment Management Setiings

Flease dick on next to continue

Actions

Previous I Mext |i i Cancel

9. IR TIE L, B MK

35



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

EH Restore Wizard

Source
Restore from folder

I Browse
Setting Type Selection

Select setting types to restore

Actions

p Previous
10. ENEXHFREOS, MR RIAHEFIZE 243k (B& Workspace Environment
Management $&flt) , AEEE BE

Browse For Folder -

I- ). Agent Group Policies
4 |, Configuration Templates
. Default Recommended Settings
. Emvironment Lockdown Sample
. Sample Applications
- Windows
b <3 CD Drive (D) n
I & Libraries
b € Network |
i B Control Panel

| Make New Folder

1. EORTIELE, & RARLKE. REBELERE 1 RAKILE, AREE T—%.
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EH Restore Wizard

Source

Restore from folder
\Workspace-Environment-Management-y || Browse

|C:‘|, -

Setting Type Selection

Select setting types to restore

[#] System Opiimization Setiings

fings ¥ Agent Configuration Setfings
[¥] System Monitoring Settings:

Actions

Previous ] Mext || ir Cancel ]

12. B EFRIRELETIE L, T ERIKET, B ERIGE,
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EH Restore Wizard

Restore settings processing

Restore settings

Actions

13. Ao

Confirm Restore Operation

4 I\ All settings in the current configuration set will be replaced. Are you sure you want to proceed?

|‘ Yes 3o Mo ]

14. BHSER
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EH Restore Wizard

Restore settings processing
Processing System Optimization Setings...

Processing Agent Configuration Setiings...

Processing System Monitoring Setiings...

Restore Finished

Restore settings

Actions

SR 6 | AMMARERRNR (FI3%)

RO LUEREC B R, WEM RIZFEF EP12HEY Agent Group Policies EIRIENRAMN T “LIEE
VBB =R,
1. F¥hE WEM ZEEa IR A Agent Group Policies X143 § HI131EHI WEM 132525,

2. 70 .admx 324,

a. ¥3| Agent Group Policies > ADMX X 43,

b. E#IXFE MM (Citrix Workspace Environment Management Agent Host

Configuration.admx 1 CitrixBase.admx) o

c. %] <c:\Windows>\PolicyDefinitions 343, ZAISFENESI 1,
3. 7N .adml X15.

a. %% Agent Group Policies > ADMX > en-US X {43,

b. E#IXFE MM (Citrix Workspace Environment Management Agent Host
Configuration.adml #1 CitrixBase.adml)
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c. ¥%] <c:\Windows>\PolicyDefinitions\en-Us X3, SAGHMESI 1,

4. FARREERGER EOP, F3 IHENERE > KK > EEER > Citrix £ > Workspace
Environment Management > REBIEHEE, SASENT BRILEHARSSS,

File Action View Help

e nm B HE T

5] WEM config —I

4 Computer Configuration .
= P 9 Select an item to view its description. Setting State

“ Polici
4 '__;‘ .j? I;:‘:ware Settings 12| Infrastructure server Mot configurer

B [ Windows Settings
4[] Administrative Templates: Policy definitions (AL
a [ Citrix Compoenents
b [ Profile Management 1iz] Citrix Cloud Connectors Mot configurer
4[] Workspace Environment Management |i2] Agent proxy configuration Mot configurec
‘:‘I Agent Host Confi i 1] VUEMAppCmd extra sync delay Mot configurer
- | Control Panel
B Metwork
71 Printers
1 Server
] Start Menu and Taskbar
O System
[7] System Center - Operations Manager
b [ Windows Components
[ Al Settings
I | Preferences
4 2, User Configuration
I [ Policies
I ] Preferences

|| Agent service port Mot configure
1| Cache synchronization port Mot configurer
|| Cached data synchronization port Mot configure

W

<] m Extended /{Standard/

5. EBRZRMRSSR EOT, EREBEA, RAREEINT, RARE T EMIEMRSEITHE
B9 1P sthik, SRS E N AMARE.
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i

A Infrastructure server I;‘i-
E Infrastructure server Next Setting

() Mot Configured Comment:
®) Enabled

() Disabled
Supperted on:

Opticns: Help:

Infrastructure server Type the name or IP address of the computer on which the

infrastructure services are installed. The agent connects to this
computer,

HERIEEN, FTHDSI1T, AR A gpupdate /force o

=N CMD

dows [Version 18.
osoft EDPpDP::lun_

update /

could not be upd i ol ¥ The

following errors

Group Policy failed. Windows could not determine if the use
are in the same fore Ensure t user domain name m
trusted domain that resid

in the same fores e Co

the failure, review the event log or run GPRESULT /H GPReport.htm
command line to access information about Group Policy




SR7 . BREAHE
BERR:
B ERRAIARS 5 2 WEM RIB,

1. EERIHEN_LIBT Citrix Workspace Environment Management Agent.exe,

| M = | Workspace-Environment-Management
Home Share View

<« v 1 » This PC » Windows (C:) » Workspace-Environment-Management
Name
3t Quick access
Agent Group Policies
> SThis PC Configuration Templates
& Network &4 Citrix Workspace Environment Management Agent

4 Citrix Workspace Environment Management Console

&+ Citrix Workspace Environment Management Infrastructure Services

2. MEREARFAERRNES, AERERRK

&4 Citrix Workspace Environment Management Agent Setup — >

Citrix Workspace Environment
n Management Agent

CITEIX LICENSE AGREEMENT

Use of this component is subject to the Citrix icense or terms of service covering the
Citrix product(s) and’or service{s) with which vou will be using this component. This
component is licensed for use only with such Citrix product(s) and/or service(s).

CTX_code EP_R_A10352779

Version 2106.1.0.1 []1 agree to the license terms and conditions

@Install Close

3. Tj_:“ XE”ﬁEJ:’ %a-:l-F_@:o
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ﬁ Citric Workspace Emaronment Management Agent Setup — o

LSRR B DBl Welcome to the Citrix Workspace
Environment Management Agent Setup
Wizard

The Setup Wizard wil install Gitrix Workspace Enviranment
Management Agent on your computer, Click Next to continue
or Cancel to exit the Setup Wizard.

Cifrx

4. FEBMAXHFRTIEL, BET—F

ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Destination Folder
Click Mext to install to the default folder or dick Change to choose another. n

Install Citrix Workspace Environment Management Agent to:

IC:\Prngram Files (x36)\Citrix\Warkspace Environment Management Agent,

Change...

5. EERERETIE L, EIFERMMERE, ARBEL TP, HILRAF, EFEFHMBE"
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ﬂ Citrizx Workspace Envirenment Management Agent Setup — >
Deployment Type .
Select the applicable type of deployment. n

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service.

(@) On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. T EMEMRSEE TIE L, “E IERMEHNRS", BASMEIARSSH FODN B IP it
iJJ:: %E%EE“-F_&”O

p=—

M FRERSwO, iR 8286, WTFEFHIERT RO, iAimEN 8288, B X
FAER, BERARORES.
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12 Citrix Workspace Environment Management Agent Set... \;‘i-

Infrastructure Service Configuration
Spedfy the infrastructure service to which the agent connects. n

() Skip Configuration
Select this option if you want to configure the setting using Group Policy.

® Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

10.158.215.14

Agent service port (default 8288): 3286

Cached data synchronization port (default 8258): |8258

| Back ” Mext | | Cancel
7. E“%é&iﬁﬁﬁﬁﬁt ) %EE“-F_@:"O
ﬁ Citrix Workspace Envirenment Management Agent Setup — ot
Advanced Settings
Configure advanced settings for the agent. u
Alternative Cache Location (Optional)
Spedfy an alternative location for agent cache:
I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: ID

The input value specifies how long the agent application lzuncher (VUEMAppCmd. exe)
waits before published resources are started,

8. T ERZETIH L, BH'RE"

9. BEFEMRRHZERS,
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SR 8 | FREFRMBIZEIEBNEBS

1. NFFR"SREH, FTFWEM EIEEHS", S & Active Directory JR”, AFRETFIM

@2 Configuration set

- [[| System Optimization

- [} Policies and Profiles

) security

— {

ﬂ Transformer Settings

- [} Advanced Settings

- [} Administration

- | Monitoring

2. BEFRAPHAEAFR, BALY, RHHRELN, ARRLHRE"

Select this object type:

|Uset3 or Groups

From this location:

==

Enter the object names to select [2amples):

3. BEHGHEN.

46
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[ Assignments d
- [ System Optimization i

- [ Policies and Profiles i

L security '
T— |

ﬁ Transformer Settings 1

[ Advanced Settings i

- [} Administration ||| Actions

P — J fporefren | | oaddou }momecti_h Edt | | Deete 4

@ Current access level : Global Full Access _:

4. FEHEHETF £, BEFRMN OUS ARINNR LU EEEN T BN ESIZEES
o
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RFENR

b
B &I
.NET Framework 4.7.1 NES kA, LttHHEZE Workspace Environment Management CEEFRAE
. MIRHEALTE, WEEAEZRHARNENEZRE. B2, RITENETREREZRFoILEL
NERAE, TN, BEBEHENITENTEELENRIBERE, FETREEERKEFEETTH.

.NET Framework 4.8 S{EFhRA, It4AHE Workspace Environment Management ERHZ24 AR
5. BIEESIET Web ZEHISFTRER, MIREARTE, WRELTEIHEBENRTE,

Microsoft Visual C++, It4E{4F 2 Workspace Environment Management™ IZFRAER, RN &
REZE, NSENRIBLRERE BRIZEE Microsoft Visual C++ 2015-2019 AT B & 1T4AH,

Microsoft Edge WebView2 Runtime R4 98 S EmhRk4s, Ltt4A 42 Workspace Environment
Management IRSIEFTL TR, MIREARTE, WREREBEREHREENEE,

= g

« HBIRAE 2209 RESRAFTFEILAH

o BETHFH LI Microsoft Edge WebView?2 Runtime, EAMEH Internet 1A R,

Microsoft SQL Server 2012 s{EmhRA. Workspace Environment Management £ %t
SQL Server £IEH sysadmin iFIANRF BECIZEHEIRE, HREEXNBIEEEGRIEAIR
WIRFEEFRE. EEIRERIERERE, Workspace Environment Management & 8IE—1
SQL BR%, ABENBUEERFMERNEZE RS, ARSNGB ERNIR/ B
BPR. SQL Server LBMTERARX D A/NENFEFFN, TN, HIBECIRHIHRTK
Ko

Pz

EARERIE, HNTEINUERESR sysadmin fRSFABHAFKF
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Microsoft Active Directory, Workspace Environment Management EEEX} &8 Active
Directory EFIEBUARIAER, FrefFicErIREHELRAF,

p=—

« WEM M2 /F B RAZRFEMARFTE Active Directory W RIEIARINEBIEEX R 18
, WRAEREM X RER, HIMNMEEXR.

« WEM BARZHIMZ BIFERRAMEE X Ro

Citrix License Server 11.14, Workspace Environment Management 2 Citrix ¥ AJiiE,
Citrix ¥FRIIETE Citrix ¥ AIIEARSS 88 L # 1T E IR F &,

Citrix Virtual Apps and Desktops, *F Workspace Environment Management BILtbhkA, T
EREM 23R B9 Citrix Virtual Apps 2% Citrix Virtual Desktops.

ERF windows B Citrix Workspace™ N ATERF. EEEEIE M Workspace Environment
Management EIE#ZEHISEIER Citrix StoreFront™ NAEERR, TS EZESSITENMNK
B EH BN L ZEE AT Windows BY Citrix Workspace N FRTEF. LU TARA :

- EEEZFISHENL

o Citrix Receiver for Windows FYLL AR © 4.9 LTSR. 4.10. 4.10.1. 4.11 %0 4.12

o 3&MATF Windows Y Citrix Workspace N FAFERF 1808 & E S hRA
- EREEMNL :

o EZK Windows 3EU&28 R4 © 4.4 LTSR CU5. 4.7. 4.9. 49 LTSR CU1 1 4.10

o 3&MATF Windows R Citrix Workspace N FAFERF 1808 & E S kA

MFERT Transformer EEZ8ITEN, &A% % Citrix Workspace app for Windows, HE B
RER, UNIEEEBEMRIIE. BXI1FHAESR, 1B5EIA Citrix Workspace app X134,

BRIERFWEFRM

p=—
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Workspace Environment Management K& H x BXAA G (N EE G EE 2 FHINRERARA L2
o ErREREMNRERATEHAMEYT B,

BhhZEARSS
SERHIRIERY:

« Windows Server 2022 #rAERRFIZIE Ok
« Windows Server 2019 #rAERRFIZIE/OhR
« Windows Server 2016 #rAERRFIZIEA Ok
« Windows Server 2012 R2 #RAERRFIEIEH/ORR

p=3_ g

THRHEEEFERERFRANARS 2/ (BZEMARSE8) L3517 Workspace Environment
Management ERZR1GARSS . EAREMMEMIRSENRIERS, BFEATHRERANS —
BitEN L REEMENRS, FRERNEMZEMIRSIREFIEETE, AREHH R it
ZRMIARSS BRAVIEE,

ERERS
SERHIRIERY:

« Windows 11, 32 {ii#ll 64 {i

* Windows 10 hr7As 1607 RERARA, 32 {uA] 64 fi
« Windows Server 2022 #rAERRFIZIEA Ok

« Windows Server 2019 AR ERRFNEIREA DR

« Windows Server 2016 AR ERRFIEIREA DR
 Windows Server 2012 R2 #R#ERRFIEEE O RR

Web 2§15
TIFRIRERS ¢

« Windows Server 2022 #rERRFEBEE R/ ORR

« Windows Server 2019 #rERRFEEEF/ORR
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« Windows Server 2016 FrERRFEEEF/ORR
« Windows Server 2012 R2 FrERRFIEIE T ORR

RE

SEFHVIRIERS ¢
« Windows 11, 32 {i#0 64 i
» Windows 10 k7 1607 RE=hRA, 32 il 64 fu
 Windows 8.1 Professional #1 Enterprise k7, 32 ii#0 64 i
» Windows 7 SP1 T khi. AVARFIEAAR, 32 0 64 i
« Windows Server 2022 trAERRFNEIE /O kR
« Windows Server 2019 #rAERRFNEIE /O kR
« Windows Server 2016 HrERRFNEE /O kR
« Windows Server 2012 R2 #/ERRFIEHEH/OAR
« Windows Server 2012 HrAERRFNEIE A/ Ok

« Windows Server 2008 R2 SP1 tR/EhR. 1\ ARFNEEEHORR*
* Transformer EEEZ RIERER AL AT T

£ WEM 4.4 1, 2#F Windows XP,
AR

EZRIFRI1ER S _EiB1TH Citrix Workspace Environment Management fX¥27E Microsoft B9
SN FEHZIFEE (DFSS) b FEBRSHEAEREIT. B XUAZH DFSS WER, 35
% CTX127135,

SQL Server 334X A]

Workspace Environment Management z3&F Microsoft SQL Server B9 Always On BTF44H (B
ANBEER) , AXMBIBESTAM, Citrix® EEMA Microsoft SQL Server 2017 X thi#17 7
1o

Always-On 7] AR IFBIRETEE SQL Server FUBBF SR & £ M IERT B shi (THPERTE, X
BIHA1R Workspace Environment Management 43R THA T £, Always-On B] B4 £ATHEEE K
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SQL Server 3238 7E Windows Server BB 5% (WSFC) Tim Eo BXIFMER, FEH
<https://docs.microsoft.com/zh-cn/sql/database-engine/availability-groups/

windows/always-on-availability-groups-sql-server?view=sql-server-veri5> ,
¥ Workspace Environment Management (WEM) 5 Always On R AR SR ¢
1. ¥JFF WEM Database Management Utility, ZA/S8172 WEM $iEE.

« {5 W%ETR Set vuemUser SQL user account password 3£, 39 vuemUser SQL AP
KPRARE, NEIEERMEI AT AMEAR, KR ELLED,

o WFARSI]/IAEAFILIT, BAE SQL Server BT,
pEy— g
WEM #iEZEREE SQL Server ERIEER,

2. ¥HERYE SQL Server, AREMNIELIER WEM #iERE,

- BRENEIEEANBITBEYA > EEEERF T LEE WEM BUERE, EUTRAR
(EESR 1 REENEE) . Mk, BABRGEE T PHENNZEAKE, #RAES,
RIEB TR

o NEIEEEMEF TR KE RN,

3. 7£ SQL Server L, ff WEM BUEFENMBIFTAMRAE, AREERRBIEADYTESR.

4. vuemUser BRZANIE Always On HA LAFAVEEED SQL 2 LRI, EXIFMER, BER
ELFafEiaE R BB - SQL Server,

5. 53] WEM ERtZRMARSS 1B, AT WEM EaiZEMARS B KSAREF.

- BUERERRSS B MELA, AR BMEA TR BT,
- BURPERER SRS BN, FE
« BUBRERTF. BABUBERIRT.

BEMF SRR

EAlZEHpRSS : 4 > vCPU. 8 GB RAM. 80 GB FJAR,EEZEE], A X BEAZRMARSSBIFER K/IvE
B, AN BENMENA/IEEEI,

EETHE | RENRLIESS, 2 GB RAM, 40 MB Bl FARAAIZE(a] (Z2EEHAE)/ 100 MB) o

52


https://learn.microsoft.com/zh-cn/troubleshoot/sql/database-engine/security/transfer-logins-passwords-between-instances

WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

AHE . FH RAM JHFEN 10 MB, BERARZEIEN, FITEINEEM 20 MB, 40 MB AJ A ZE(8]
(ZZEHRIE] 7 100 MB) o

BUREEE © Workspace Environment Management #iEEZEVEE 75 MB 5] BREE ZE(E],

AR S5 1B

Netlogon, f{IZRRSS (“Norskale Agent Host service”) B INZE] Net Logon Dependencies 515
, UHERAERSEERZEINGT.

BrimE PRI

ZNB R T, Workspace Environment Management RIEEFEAEM RS RERIU T X% ¢
- XI2

C:\Program Files (x86)\Citrix\Workspace Environment Management Agent ({f
64 IR {ERSE L)

C:\Program Files\Citrix\Workspace Environment Management Agent ({f 32 fi[i%
ER% L)

o BEhbEMIARSS

C:\Program Files (x86)\Citrix\Workspace Environment Management

Infrastructure Services

IR A N EM B IRSS RN Citrix RE X RZBZIFEAME. (RIEN Citrix &=
FERFIpEAE, WABHRRUTHE

FEEMEBIRS ZEXHKHR
« WEM EiiZHEARSS .exe
« WEM EHi& RS AL E S B1E~.exe

« WEM ERi& IR EEIESLRIER . exe

FERBERENFRH
- RIEHEHEER.exe
» AgentCacheUtility.exe

» AgentGroupPolicyUTtility.exe
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* AppsMgmtUtil.exe

 Citrix. Wem.Agent.Service.exe

+ Citrix. Wem.Agent.LogonService.exe
* PrnsMgmtUtil.exe

* VUEMAppCmd.exe

* VUEMAppCmdDbg.exe

* VUEMAppHide.exe

« VUEMCmdAgent.exe

* VUEMMaintMsg.exe

* VUEMRSAV.exe

* VUEMUIAgent.exe
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TERMECE

TREABLENUATANSG :

« BRhZRMARSS
- BEEZFE
« Web Z#la

- 32

EhlZRHIARSS

E— Windows EHitiZe¥gAR5 : Citrix WEM Infrastructure Service(NT SERVICE\\Citrix WEM
Infrastructure Service)o ©&IE Workspace Environment Management (WEM) EZEHIARSS . MK
P : LocalSystem S {EZTEMZEMARSZ MRS R LR T EERAFPANIEERFPKF.

RIEEMEEIARS
BERTN:

o BERZeMARS FReREEIHIEHISR Lo Kerberos SRR PE LEEAL SR MRS 1E L7
SRPEBETIE

o BNIERET Delivery Controller™ BIARSS 88 E R ERMZEHIARSS .

ERRREERSER

« BRINBERT, BHZRGIRSSMUKE WEM FEHRIERMNESR D HEEE, Fi@d HTTPS iz
B EL & %F| Google Analytics fRZZ 25, D HTBUBWERTS Citrix FRFAZRE,

o TREFAREMMBEMARSSE, FEWERINEA., ExFREH, 157 WEM EiZRHARSS
FEEMIEEN BRIRE ET £, EZF FER Google Analytics #BIZ# Workspace
Environment Management™ "%,
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B RENMBEWARS, BEEMEMARSS 28 L5517 Citrix Workspace Environment
Management Infrastructure Services.exe, PowerShell SDK HEIRERIINZE, BINBERT,
HM MRS ZERILU T XM ¢ c:\Program Files (x86)\Citrix\Workspace
Environment Management Infrastructure Services . B % SDK X#4, &£ Citrix 7
ENRHE,

TR ORI R R A R B IRMARSS. a0

« \Citrix TEXIFIREIE EhtZeAIARSS.exe /quiet BrokerLocation="C:
\test\Infrastructure Services" /log "C:\test\test.log"
e /quiet BrokerLocation="C:\test\Infrastructure Services" /log "C:
\test\test.log"
/quiet o FRMFREAET,
/log o T"ARBAEXHAIE,

BrokerLocation . FRNEMZIMIIRS L EEREE,
LIRSS (5T
=

o RBEAUFE—MFRNFREEEIZEZS RS EAERT (SPN). HIRANFAEEAMIRIERSS
E s E FAMEERIARSS MK P iE1To

- HIEERAETER, PrARMILIEARS SAER LA REERARS KA BINHI TR EM

iR
» Windows B3I8IEE AT ER AD Y SQL SERIMESE R M INIEAE. B—EREER
SQL 1,

TREFTRE, NEMIZHERS6IZE SPN. £ WEM A, IR, Ei&HEARSS FifiZsas
Z BIRNIEZFIEEEE Kerberos #ITRAIIE, Kerberos EAIIEFER SPN #ARS LA 5
RSB RIKF X B, HMEEMIZHEARS LAFIRERIKF A SPN SEMAYIK A Z BEE L X
Ro EIt, ATHRE Kerberos SMWIEER, BFEAEEEIMENHSEE WEM SPN, ¥
HEB AD tkF X BX :

o INRIERMER Windows BRIIES T, BEANUTES !

56


https://developer-docs.citrix.com/

WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

o setspn -C -S Norskale/BrokerService [hostname]

Hrf hostname EEAMISHARS25HGTT.
« ANRIEER Windows B IIEH AFHFE (FE Windows BR1IE) , BERUTHS

o setspn -U -S Norskale/BrokerService [accountname]
He accountname ZFTF Windows B2 IRIEAIARSSHK P BIZFR.

SPN X9 K/NE,

PIEERARSS K

EBI 9 WEM SKREZEEE ARSI, (QMSA) BRR A ZR, @id gMSA BERAZE, mI9%H gMSA
FHREBEIRSS, HEBEEER Windows 22, BXER, 5% <https://

docs.microsoft.com/zh-cn/windows-server/security/group-managed-service-accounts/
group-managed-service-accounts-overview> o 3 gMSA B{EARS EFBT, Windows 121ERS
KEBKFEL, MARKMEESGKERE, XEHMUERT UEEIKF ZENREESVEMIE

MEARSS BCERY Windows ik AR 51I% B B FF A,

7 WEM £ gMSA fRAZE, IFRBUT S RIRE !
1. NREEBIE gMSA, ERITUTIRME
a. ERALUTRYF Citrix WEM SPN Stk 455E -
* setspn -C -S Norskale/BrokerService [gMSA]$
Hrh gMsA 2 gMSA ik B9 o
b. EAMNTRSNAEX ITENRMBIKS

* Set-ADServiceAccount -Identity [gMSA]

-PrincipalsAllowedToRetrieveManagedPassword [hostname]
Hrh BEAMZRMIARSS 8R4

2. WIRIEZRE gMSA, BEFEAVHIERIZE, SIE—1 gMSA, FAEHE Citrix WEM SPN 5E4§
Eo FRAUTHS

* New-ADServiceAccount [gMSA] -DNSHostName [hostname 1]
-PrincipalsAllowedToRetrieveManagedPassword [hostnhame 2], [hostname 3]
-KerberosEncryptionType RC4, AES128, AES256 -ServicePrincipalNames

Norskale/BrokerService
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Hrh Z DNS RS 2095 5.

irh . BEMZEAARS IR B

\

BFOE gMSA BNIFAER, 152078 <https://docs.microsoft.com/zh-cn/windows-
server/security/group-managed-service-accounts/getting-started-with-group-

managed-service-accounts> .
3. FHEE gMSA.
a. B AP LG E3ERE,
i. 73X SQL Server £, SiiF| Security > Logins, A% & Logins, SAEI%ERE New
Login,
i. 7£ Login - New window #, i Search,

iii. 7£ Select User or Group O, HUMTAHREBIRE, AFETE OKBEHEN.

o WRFER, (UREF RSKP
- IiB, % FEERSKP,.
- WREH. BALESE 1 REIEHIKF BT,
iv. 7 User Mapping TUE L, EBRENA gMSA BIEEEE, A/51%1F db-owner {ERiZEK
BENABRRSM.
v. RETIE L, BIFREEEEFE €T N BRAED,
vi. BEAELORHER - FEEO.

b. BREARMBVARS M B3N Citrix WEM EREZEMARS

i FEEBVEMZRMARSS SR L, T Windows ARS5EIERS, AERT Citrix WEM ERZRH
ARss, AREERE .

i. EERTEL, EFUkKF, 2ENE, ARESE INBE=1"FLRBPIRE
KB,

ii. BEHMWELLURH “Citrix WEM EEHREZEY &,
iv. £ Windows fRZEIE8SH, EFE5N Citrix WEM EREZEMARSS .

=3 g

FE, EoILEA WEM GUI EEKF. 1581H €2 WEM ZiEE 1 B 2 EMZRMAR

o
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B A HTE
/7 g

fEF Citrix ADC #1751 & -8 —SOFMANE T WNAIECE Citrix ADC RF U ERE WEM B
BRI B WEM LIEEREAIE R,

BERAHFERSBEE WEM !

1. 8IZ—" Windows ERIZRAGARSSIKF, #t WEM EZEMARS EZE WEM BiERE.

2. B WEM EiRER, E4ZF“6EA Windows S AT IE#TERESR M AR S3 BRI A THEE
EHZRMARS P 5. B XiIFHER, 15E8IF €& Workspace Environment Management £
1B,

3. ERESNEMZEMARS UER Windows SAIIETMAE SQL BMAIIEEEES] SQL BUEE | i%
B Windows MFIEBIETIH IR M E MRS KA K. BX1FAER, BEN REAR
BHZRHIARSS

4. ECE WEM EAEZHIARSSBY SPN LUEREMZEMARS K, 2 . B XIFAER, BEH CIZK
SRR

=

EEBE WEM IR, REREARSIKFAEZITENKA . WEM HREERE, &
EUMRER, B0, MREFEERITTENIKA ERENE AERETAZIGE, WLk
R EAKA MAZARS K

5. BIZ—TEEH IP ik (VIP), ZMIEREEHFLET VIP GENEMENRSSHHE, SNEE
2| VIP BY, VIP EHERIFAEEAIRMARSS S E T & &

6. FCEREEANEE GPO B, FrEMZEMIRSZIHREIRN VIP, MARERMBENEMMISMARSS 2
pustst, BXIFAER, BN ZENMEERE,

7. BB o SEMRORS ZENEREFTERETAL. (RESEMZEMRS 2 ENRIERFA
MARYEN, ) HINEWERE N EEEH oERERDBMRORSRSEE, MAZER
VIP,
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2 TFXHIRER SRR
B

1B R LAE R WEM PowerShell SDK #&23RGIZEIEZE, B X SDK X1, 1HEIH Citrix

Developer Documentation,
AR

o WIRIRIETES SQL Server £/ Windows BEAIIE, 1BEEER sysadmin SRR E A TS
TEUEERIZELARER.

« Citrix 2R WEM BHEERNEXH (mdf X#F) BCENRIAK/] 50 MBo

£/ WEM BB ERSBEFCIBRIERE, ZERREFEREMRARSTEIREPRE, H
FEIIRNE R,

1. NRBIBREBIELBREFERITH, BN T g hiEE Citrix>Workspace Environment
Management>WEM ¥iEEERELHERF .
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WEM Database Management Utiity

Database Management

£l

Create Upgrade
Database Database

Latabase Lreauon o pdate

cifnx | Workspace
Environment Management

2. BB BEERE", ARRT TP
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ES patabase Creation Wizard

Database Information

Server and instance name

Database name

| |
Data file

Loq file

Actions

- Previous || Mext

3. BAUTEIEERER, ARBEHT—%":

- IRSBI|B/AMLHBIR. BIREMITETE SQL Server ERyAE, I3t MRS NERZEMARS
SRBANMIIT 2 —KEAAE, FRSFMNLFABITBANITENLT. TL2BEFHHHK
IP b, FFSEEESLFFEE A serveraddress,portllinstancename, MR KIEEHKO,
NIfERAZEAIA SQL w5 (1433).

- BUBRERTR. ZOIER SOL BUEERRT.

Pz

BURELRAR DI ERETFT () MFIL () FRHHEFo

o BUBESIH : SQL Server + .mdf XA BRI,
o BENXM : SQL Server L .Idf XHEAIBRIBRE,

Pz
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BUREEIESREF T A8 SOL Server LUREREUE XX 4 B AR EIAIE, B
ZRIAJ9 MS SQL Server BINTZEMEIAE, 1EHBERERXENEEFNESEN MS SQL
Server ZEERT, TNEIEE I IIZ/EKMK,

EH patabase Creation Wizard

Database Server Credentials
|Ise integrated connection (Windows credentials)
Login
Password
Actions
|| Previous || |i .......

4. RIEASHBTLIBBUEENEIEERS SRR, ARRE Nexto XEFHRIRT TEAMIZMAR
SHERIEELZERATERIBEENERE. ENFaRFE.

HINERT, EPERAKEER ED, ERTFRSERESITEMHY Windows K 1E#EE)
SQL HEIEKIEE, WNRIL Windows tKF 2B BBEISIRRCIZEHIEE, EoJUUER BB
FREY Windows 1K P THUEEEIESHAIER, SEEILUERIETHAHIRHEER B BNRRY
SQL 1P,
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EH patahase Creation Wizard

YUEM Administrators

Initial administrator group

Seleck

ETE | | ................................

Database Securiby

[F] Use Windows authentication For infrastructure service database connection

Infrastruckure service accounk

| Seleck

[7] Set vuemlser SCL user account passward

Passwiord

| Display password

Ackions

|| Previous !l || Mexk !| || Cancel !|

5. A VUEM EEGRMNBEEZ2FMAER, ARRE Nexto ETEILLRHBY IR HEMZRE
RS EBIEEC R T ERDBIERE. ClFEERSEES.

- TABERA, LAFATMREEANEEEFHNTESIEREER, RBEEN Workspace
Environment Management EI2GMAF FEFEREEESIG. BEE—TEMNAF4A,
BB EEREEZES S,

« 5/ Windows S3%IE#{TEMIERHRSHIREERE, BRLLEm (RRINLE) B, iR

FEHAEEMZEMARS A vuemUser SQL AP K IEERIE. vuemUser SQL FAF KA H
ZEDRECE, XEKA SQL LHIERRESERZ DI,

PR IRINEY , #iEE RHAE A MZRIARSS 2R Windows IKFIEZREIE, EXMEBERT, ik
89 Windows tKF RMFETE SQL KA LIBEER%. RAIER, EFEERCIEBIEENRE—
/™ Windows fK P iz TR SRR SS o

Rk gMSA, 15:E1E51EE AD AR RS R,

* i%iE vuemUser SQL AP KPP &8, FIABERT, vuemUser SQL kP &2 EIE—1 8 NF
ANEE, EPEsXONEFHE. HFMRRFTS. NREEREA R S8 vuemUser SQL 1tk
P& (a0, WRE SQL RRFEE § 2ED) , IFIRFLE,
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BERER:

« TNRIBFTHEE SQL Server Always On B A4 2HAEFZE Workspace Environment
Management &%, MHAIIEE vuemUser SQL B P K 7 253,

« NREFULMGERD, BFISEEEEEEMIEREIRSIEERRNERE.

6. EHEBEIRTD, ERTIEEMNILE, HERET Create Database,
7. YRR BUEE QM INTE R AEN R, #E Finish BHEBES,

NRELIRECIEIERRLESEIR, BFREEMEMIRS TR BRI BE T Citrix WEM
Database Management Utility Debug Log.log”

ACEEARARS
7 7T

1852 7] LUfEA Workspace Environment Management PowerShell SDK &3k g & B At ZE AR
£, A% SDK X4, i58i#Citrix Developer Documentation,

ERRZEMIRS TITZH, EAZER WEM Infrastructure Service Configuration S22
X E#ITERE, EEAEN TR,

1. M Frea s ik Citrix> TEXFEEES>WEM EMEMRSECESSAER
2. EBUBEISE AT FHPRAUTIFHAER !
- BURREARSS 3L, F£E Workspace Environment Management £{#&Z#Y SQL Server 52

BIRYHIE, LEHNERATT S MERLZRMARSS SRR AR UL T L —5, B LAIMHEE
79“serveraddress,port\linstancename”s #RFIEE IR, MEEARIA SQL wmOAS (1433).

« BURPEHERBIRSB/AES, NREEEERBIEERE, BEIIEERELEBERS %
Hust,

« BUBRERTR. SQL 32k Workspace Environment Management 23 2 BY£a 5.
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WEM Infrastructure Service Configuration

Configuration Management

Load Configuration || Save Configuration

L E]

I Diatabase Settings ] Metwork Settings | Advanced Settings | Database Maintenance

Database server and instance:
Database fallover server and instance:

Database name:

3. IE'MEEEB AN, BAEMEMRSERNROD !

RO, thisORTEIREH S EEDEMZEMARS.
RIEBRSHO. iR FRIEEAIEEDBERZEMRS
FEERTHEO, iEOFTRERSSHEEFSEMEMRSES
WEM $#5%0.
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WEM Infrastructure Service Configuration

Configuration Management

B

Save Configuration

L

Load Configuration

P

Ta

| Network settings |ERENE A

Database Settings

Administration port:
3234

Agent service port:

82306

WEM maonitoring port:
8287

Cached data synchronization port:
8288

4. ERERKEXTFH, WARLANBERIFIRE,

B Windows IFIRElL, FINERT, HETRFREFRE, EMZEMRSERESE
XEMIEERIBIEE (EREBUEECIZECIERN SQL IKF vuemUser) o SNRIETE
BRI ZHAIEIERE T Windows ERZRMIARSSIKF , N4 BUERR IR 15 E HERIAY
Windows 1K/, WA{EEMZEMARSEEREREIHI TR, LOEFIKF SR EMIMARS
#r ERIAHIETE 5,

EiEE gMSA, 15 EE51%EE AD BFRFEREINS E,

* I%iE vuemUser SQL AP IKFEWE, SIFERANEAMIBEMARS ERIEECIZAE
vuemUser SQL BFECERBENXNE, XIEERIEELIZMERM T BCRERNF =
2] Srin i

- EMFEMRSEFRIFEER, EMEMRSEIFEEZE CANE (U AEA) . R
BhbZRMIARSS TAEREE SOL, NIERETR.

67



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

- EMZEMARSS SQL REEMEER, EZRMARSERZ111H SOL ARS8 BIRIAE] (X
MWREBAL) .

- ERIZEMARSS SQL EHEN, EMEMRSZERIRE SOL iR R EILERISFITFRI &)
(AR REM) , B ERRIEZHFF IR,

- BRAREKRN. NREA, BiZRMRSHFKENFARTIEREI.

- MfERELSBERET. WREA, EMRNRSRANEEEFFIREULRIZE,

- BRAMEMRL. DITETEERAEREBIRERNE (BUAN 200) NZRFMICIERE.
Ite, RIEEEEG OERD 2RSS PRI B B,

o RDTIFEER. EEATENREENRD TIELER. RIELRERLER
30-3000 SEEIAMNE, RIBEZENAERERTEZE. RABRT, RV ILIELERS
200,

o RORY 110 ZEH. BELENMRZUENRDRY 110 X2 F7T 110 2L
&7 30-3000 SEEINME, RIBEENREBERERTEIZE. RAERT, RVBRT 10
ZF2809 200,

BERTR

SRES BRI S e gk th S B EMARS T EREEY, thTheealBE A,

AR

e BRAMEMLFERPIRERNEEH G RA BN RS BT ERLIZCIEMERN
BiEZEER. BXIFHAER, 15218 <https://docs.microsoft.com/zh-cn/
dotnet/api/system.threading.threadpool.setminthreads?

view=netframework-4.8> # <https://support.microsoft.com/en-sg/help/

2538826/wcf-service-may-scale-up-slowly-under-load> o

- {#F Google Analytics #Bh&# Workspace Environment Management, #15R%EH 1%
I, BEMEHRRSSFNERDITEIELZIXE) Google Analytics ARSS 28

« RMEH Google Analytics FEBIZ#H Workspace Environment Management, 1Rkt
I, BEMEMRSANERDEIE%LIXE] Google Analytics ARSS 28,

=
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M 2212 FF#R, Workspace Environment Management 1R#EHEE B MI RS AT EHH
XA E B iFHED, MNRITENATFIERUNXIE, MEFE— R, MRITENVAL
FROMXIE, MEFEZ MR, ITHERTFERRE,

WEM Infrastructure Service Configuration

Configuration Management

L

Load Configuration || Save Configuration

Enable Windows account impersonation

Infrastructure service acoount: Infrastructure service account password:

| | || Browse || |oooooooooooo

[7] Set vuemUser SQL user account password:

Infrastructure service cache refresh delay {min): Infrastructure service SQL state monitor delay (sec):
15 | |20 |
Enable debug mode Infrastructure service SQL connection timeout {sec):
[7] Use cache even if anline |3IJ |

[7] Enable performance tuning

Configure analytics:

(@ Help improve Workspace Environment Management using Google Analytics.

(™) Do not help improve Workspace Environment Management using Google Analytics.

_
5. AT LU FI SRR P TR R B AR L 4

- BRAMRINERESP. WREA, iRERTEHMNSIEEFRIRIBOSITHERIER.
- FIHERRER. BEAFMNAESITEENERENE. FRIMER 365 Ko

- RAEERBH, BERAMCSIHERNRENE. BIAMEN 90 XK.

- REERER, M REIMBESERIEFERRENRE. FIAMEN 1 X

« BITHIE]L. FATERITEIEELEIFIRIERIETE, RAIAEDY 02:00,

"R
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RIEMER, BINEEBITIEEEEL P LU NGRE N HSE MR E R, (IRED
WEM EREFB S MEMEMARSS, NRA—PEMEHARSS S AL,

WEM Infrastructure Service Configuration

Configuration Management

|ﬁave Configuration

T

L)

Load Configuration

]

Advanced Settings l Database Maintenance l

MNetwork Settings

Database Settings

[~ Enable scheduled database maintenance

6. R LUAZEER R AT -REEMSEMARSECBHRIEHETE Citrix FAIEARSS8F. MRTIEE,
N Y EIBFH| S B OREERIF R Workspace Environment Management #3EBER, SRS
BEHI S INREX A X Fr s A Citrix FelEARSE 23 E1B. TEXFFIE R T, Citrix ¥FalIE
RS 8815 BN EEBUIRER A —AIE,

- 2RFANIRSHEBES. EALETAI A Workspace Environment Management /B
Citrix ¥ A IEARSS 288954 T, IEIE LA BEARYE 2 IFE = Workspace Environment
Management #3EEFREBBIEA Citrix FRHERS 2R 1E Ro
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WEM Infrastructure Service Configuration

Configuration Management
Load Configuration || Save Configuration

'y fa

| Nebiork Seffings | Advanced Setbings | Database Manienance |[JESI]

Global license server override

Citrix License Server name:

Citrix License Server port:

27000 |

EEHEMERE T BRWRSE, R RERE UREFXEIRE, AERHEMIEMIRSECESE
AR,

EEEHS
REEEEHS
AR

INRITITEMNEIRIEFI S F Citrix StoreFront BERAZHINZRIEANBREFRES X2 ACHA
Workspace Environment Management, JEHREEIEZES It EVAMAREENITEN LRE
Ti&EATF Windows B Citrix Workspace N 2R, B X IFHAER, 1BBRRAER,
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EIEMEIR R EH BB HiB1T Citrix Workspace Environment Management

Console.exe,

EA LOE R R R R B AT R B SRARSS. 40

« .\Citrix Workspace Environment Management %5 .exe /quiet ConsolelLocation="C:

\test\Administration Console" /log "C:\test\test.log"

* /quiet ConsoleLocation="C:\test\Administration Console" /log "C:

\test\test.log"

o /quiet o RINFFRAEIV
o /log o ﬁﬁ'\ELuYf#T_Ll_o

o ConsoleLocation . FBIEIEH|IGHRERE,

SR EMERMARSS AR EE

7T FFoA s B %R Citrix®>Workspace Environment Management™>WEM Administration
Console’, ZFRIANBERT, BIEESIS UM ERKRSE,

EINREX AR, Bl EE LT R R R AR AR B .

B3 rew Infrastructure Server Connection

Infrastructure Server Information

Infrastructure server name

Adminiskration Park

G284

Actions

Conneck Zancel

WAMNTE, ARREER

“ERNZeHIBRSZ 88 FF . Workspace Environment Management EitZe#IARSEZ 2509% . EHAE
TESEZEFSHFERFRANGITITE2 K.

B, EEEHoERDBMREMIRS RO,

BERERIFBIEEN, EFIUTER, EARKREEESERITFAIERN Citrix FEIERS S -
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License server configuration reqguired

h A walid license server with appropriate licenses needs to be configured befare you can start using Citrix Worskpace Environment Management

{68 ARV ATIEAR 55 A5 B B BB RF

BFERFAIRSREENIEE, BEBEEN SEXPEE XTFT, REET BEBIFAIERS
BRI ASEH Citrix F e IEARSB2RIFHE S, Citrix F ol iEfRSZ it S MG @M ANRNERE —,
F o NEIBZES| S IR R AR,

ER Configure Lice

License server information

Citrix License Server name

Citriz License Server pork

27000

Actions

SAREAMLE

Workspace Environment Management ‘@& XML X1, 7] LUFE XL 4T E Workspace
Environment Management #3EE, UEEFFEEA, "TRAFBIRIEIE. XML XHiIF Workspace
Environment Management 352 @Y Configuration Templates” > 4,

BSARRAMZEXH, BEERNERPREEER

Citrix Workspace Environment Management =-|0 X
| }
\g/ Home About
2 connect @ Configuration set| Default Site - & oot £ Bacup
@&l Create
e Disconnect @ it [} Refresh | ¥ Restore

T RRERRATH, EFRE, AREHT—T
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[ Restore Wizard x

Select what to restore

() Security settings

TRRAESH, ERISREAMIGEXEF Configuration Templates”XX 43, SARIERFIE IS
BIEE,

Web Z5#15

BH— Windows EhtZR¥IARSS | Citrix WEM 223 API iS5 (NT SERVICE\Citrix WEM Public API
Service)s TR HTTPS BRZZLLZ#F Workspace Environment Management (WEM) Web $#§&
5 WEM EiZRMARSEE. KF  —MEEREARIKS,, ZiKFEE WEM £/ 2 AR
IR, HERETFTIT Web 1Z£H|5ARSHY Web #ZEHI GRS SE LNEEGAFH, FHITZICF Web 2
B IRS REEITIT WEM ERZEMARS AT EMN L.

R Web 55 RS
BERdE Web ZHI588RSS, 1E51T Citrix Workspace Environment Management Web
Console.exe, FAIANERT, EMBEWARSZERIUATXHI ¢ c:\\Program Files (x86)\

\Citrix\\Workspace Environment Management Web Console o,
ERIMERUTEHBEXTE !

ApiLocation : &% Web #ZHI&RSHE R,

ER] USRI R R A R B SRMARSS. HIa0

o \Citrix TEXIFIEEIE Web %5 .exe /quiet ApiLocation="C:\WEM\webconsole"

e .\setup.exe /quiet ApiLocation="path:\to\install" /log="path:\to\log"

o

setup.exe, FLITFEGFHBIRANLEEZFHNAM.
o /quiet . RILZEHBAE AR RH,
o /log o *EH_TEEK1¢TTLEO

o ApiLocation="path:\to\install" ., }IEEZZE Web ZEH|SRSBEIMIE,
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Web #ZHSEE

B TE R RERFEPRUT TERE Web 55, WEM Web Console Configuration.exe

Fo R
tEARAAY Web 12§85 WEM 2303 MBS RALEES.

FFETF 2303 BIERE, FFLE] 2303, AEACE Web 45,

ECEBHERD Web #5l5
EREHERH Web 518, BRRUTSE.

1. 7£ Web #ZHEXHEHZE) WEM web Console Configuration.exe T2, RAERETLTT—F

o

B Citrix Workspace Emvironment Management Web Console Setup - *

Citrix Workspace Environment Management web console setup

The web console provides a medemized management expenence with a native web mterface thalis generally more
responsivi than thi legacy console (Windows-based console)

This ool guides you through deploying the web consobe 5o thal you can use itlo pedom yow configuration and deployment
management tasks

To continue, click Next

Note: If you already have the console set up and need to configure cedificate only, you can skip to

I Mext | Cancel
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2. EIEE N W SE R R 2 pvm O REEEZEH SR 0. AIARE A 443,
E B IRMAR S5 5 B REC B AR SRR SS
o WFEMZEMARS AR, BA WEM BERZRARS2RITEN RN, TE2REE R 1P i

ik,
o WFEEIRO, A Web 1255153 EMZEMARS RO, EIAmOA 8284,

= Citrix Workspace Environment Management Web Console Setup - >
Console port
Specify a port for the browser to connect to the console with.
Port
443
Infrastructure service
Infrastructure server name Administration port
Enter server name | |8284
Service impersonation
Specify the account for the console service to run under for improved security.
Create new
Username
|Exam|:|e: domainiusername | Browse
Password
|Ente|‘ password |
Data folder
Specify a folderto store data-related items such as databases, cerificates, and configuration files.
Data folder path
|| Browse
Enable console logging
Back Start service Cancel

4. H Web ZEH S RSELFTERF LIRS R LM, FRRERSER, EAUEEM AR ESEE
WERF.

- QIEFAFRHEZBARPANE WEM £B=2ih R EER4AH,

76




WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

Create new account - O X
Service impersonation Domain
Specify the accountfor the console service to run under for improved security. YSIE COM) -
Username
Username Set user name
|Examp|s. domainlusemame | Browse
Password Password
|Emer password | Set password
Add userto WEM Global Full Access administrator group
Data folder
; . Enter group name Browse
Specify a folder to store data-related items such as databases. cerificates, and configu
Data folder path
|Emer or browse to path Browse
Create Cancel
Enable console logging

- NWEM £a5eihRERRATERFENERF,

Service impersonation

Select User hed
Specify the account for the console service to run under for improved security.
Select this object type:
Create new |USer | Object Types
From this location:
Username |)'antest.ccm | Locations...
|E><amp|e: domainiusername | | Browse | T T e T
Password | Check Names

|Enter password |

Advanced... oK Cancel

5. WIEE — I XHRRAZHIEEMEEXAHFEIEE XD, NmicERHEX 4.

BRI (/len-us/workspace-environment-management/2311/media/web-console-data-

folder.png)
6. REHERIARSS-

EBhBR%% (/len-us/workspace-environment-management/2311/media/web-console-start-

service.png)

7. Web #ZEHIGRSHINEME, BHEBIEBUREILH, BRMAERINUEEIESR.
° gﬁﬁﬁﬂE:ﬁY#’:a iﬁ%fﬁmjﬁo

B2 & IE P (/fen-us/workspace-environment-management/2311/media/web-console-configure-

certificate-1-a.png)
- ZOIEBERIULD, BFRLEIBEAERIES.

Bl B & 41k (/en-us/workspace-environment-management/2311/media/web-console-

configure-certificate-1-b.png)
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- BEgEIE.

& EIEH(/en-us/workspace-environment-management/2311/media/web-console-set-up-

certificate.png)

- INECEIER/E, BRETEK.

5ER¥ (/fen-us/workspace-environment-management/2311/media/web-console-configure-

certificate-1-finish.png)
o EFERIEBFEPRIES, HEEFAFENIEHR,

A2 & IEF (/fen-us/workspace-environment-management/2311/media/web-console-configure-

certificate-2-a-from-store.png)

« Rl REIES.
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B2 Citrix Workspace Environment Management Web Console Setup

Configure certificate

O Use a certificate file

® Selectfrom the certificate store

Certificate

Browse Selected: *wem.com

Bind certificate to port

443

Setup certificate Cancel

° E‘ZIHEEIEEE:FBE; /lﬁxa-:l ;T-'Gﬁﬁo
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E= Citrix Workspace Environment Management Web Consale Setup

Configure certificate

O Use a cerificate file

® Selectfrom the certificate store

Certificate

Browse Selected: " wem.com

Bind certificate to port

443

@ Cerificate configured successfully. When accessing the console on a machine, for secure access, make sure that
the certificate is present on the machine.

To access the web console using your desired URL, configure your DNS settings to point your specified domain to the
correctIP address.

Finish

8. BEMATIRRG GPO. WALES. SHMTENRXY, TATEE—PHTFHH

p=3_ g
BIREHEXHRINER, HEBUTAN :

- BMEREVE-TAPHHAEXHXREERE2WIANR, BFREESNRIEISFER
HIA R,
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« WIEFEE Web ZHI SRS BV EANRAILULRHEX 3,

- WNRECERIAF S Web ZH SRSELBIAFERE, ERILIE Web ZH| S HECEH
EXfENERRERE. BN, BIEERE. BERRMAR. ATERZEEH
RAREMEDE, BRABERGINEZXHREBINRIIKFHE,

$5) Web 514, b CANKAR, A ZHEXAS, HEEILE SVB BE,
RE
ZRMEEBENE

SR

o BNERBERMIARSS 28 £ %22 Workspace Environment Management™ (WEM) X2,
o BENER—EITEN %% WEM R EEESI S,

o INRITENEIRIZHIENT Citrix StoreFront FER R HBHZRRENNBIEFRIEA D E
B WEM |, BREFREEZERSMREEN EZE TERTF Windows B Citrix Workspace
NARER. BXFAER, BFERRAAEK,

SR 1 iCEA%R (%)

o] LU EARBARKREREERARIEREARIE, WEM RETHAZIER, ERXESD
A admx XHMFHETFESH adml X, BiIEEEZERIZE ERBAHRR,

ERMREEVEERE, BTRUATSE .
1. FF WEM ZEEEFIR{HA Agent Group Policies {43 & HIR1EHI WEM 1325125,
2. 7N .admx X5,

a. %% Agent Group Policies > ADMX X3,

b. E4&IXFE N (Citrix Workspace Environment Management Agent Host

Configuration.admx # CitrixBase.admx) o

c. #%3] <C:\Windows>\PolicyDefinitions X3, SASKENGSTIE,

3. ANN0 .adml X4,
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a. %% Agent Group Policies > ADMX > en-US X {43,

b. E#IXFE NG (Citrix Workspace Environment Management Agent Host

Configuration.adml 1 CitrixBase.adml)

c. %] <c:\Windows>\PolicyDefinitions\en-Us X3, SAGHMES 1,

£/ AR EIRRIEE ICEEB U TIRER GPO !
= Group Policy Management Editor = | = -

File Action View Help
e 2@ HE T

5] WEM config . ~ Agent Host Configuration
4 & Computer Configuration

Select an item to view its description.  S€tting State
\=] Infrastructure server Mot configure

=] Agent service port Mot configure
|i=| Cache synchronization port Mot configure
|z Cached data synchronization port Mot configure
\i=] Citrix Cloud Connectors Mot configure
|i=| Agent proxy configuration Mot configure
1] VUEMAppCmd extra sync delay Mot configure

4 || Policies
|| Software Settings
B | Windows Settings
4 [ Administrative Templates: Policy definitions (AL
4 [ Citrix Components
[ | Profile Management
4[| Workspace Environment Management
|5 Agent Host Configuration |
- || Control Panel
I ] Metwork
| Printers
] Server
] Start Menu and Taskbar
B[] System
[ System Center - Operations Manager

b [ Windows Components
L5 Al Settings
- || Preferences
4 R, User Configuration
I || Policies
I | Preferences

< m >

w

Extended /(Standard/
7 setting(s) |

BRSHMIRSS 2R, WEM ERhEMARS SR, BATE T BMEMIRSHITENB RN 1P it
tik,

<] [T [

RERSHO, RIEEEDEMEMIRS SR, RERSIEOMASEERMSNIRSECER
B ANRERS RO EEREOMER. NRKIEE, WiwOFKINT 8286,

EEFHERS %O, (GERT Workspace Environment Management 1912 RESArA ; BV
Workspace Environment Management 1909 & ERRAFH EZEL GO, ) RNIBEERT #HIZ
EEREMEMRS R IERESEMEMRSSRRATNR . FEHIERSIHEONNEETEE
MEEMARSE BRI AEEFERIER Ym0 (WEM EilEMIRSERE > MEILE) iEBEimOE

[ IHMAZRIAN 8288, FtWF cachedDataSyncPort E5{TEH., =E, EAIUUE WEM RIEH
BRLEPERAMDSTATIEERO. i :

e citrix_wem_agent_bundle.exe /quiet CachedDataSyncPort=9000
Citrix Cloud™ %28, &R T WEM BAMARAE, FERESRE R RECE,

REAREIE, N&EAT WEM BIARhRAR, FFREFRE N REE,
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VUEMAppCmd SiNEIS R, 167 RIEN FATEF/S5hEs (VUEMApPpCmd.exe) TE/EE Citrix
Virtual Apps and Desktops B A HRIRZ BT FFNEMN . XATHRERLENREBEIEFELTM. &
WMEH 100 B 200, ERIAEH 0o

SR 2 BEAE
ERRT

RE NET Framework AIERELZEREHIRE, ERIMNBNVEEREZAEBZHFHRE
Eo. G, BREBEMEMITENFEAANERE, HEARFERRKEFETM.

18] LUTE B P IR 85547 Citrix Workspace™ Environment Management Agent, &AL
REREAMBITRENE, RIAMERT, REBERLREIUTXHFKz—, EFBURATERIE
R4

« C:\Program Files (x86)\CitrixX\Workspace Environment Management Agent (1£ 64 \iR{ER%K
)
« C:\Program Files\ Citrix\Workspace Environment Management Agent (7£ 32 fiig{ER% L)
BHUREARTZENRE, BRUATIE .
1. 7EIZM9ITE N _E3B1T Citrix Workspace Environment Management Agent.exes

2. & RERITAURIMES, AREE BE.
3. AW TIE £, $& Nexto

xR
ST E A R EE— LA a| FRE B . U FMERGHEE S TER, SHIIEIE
\F\o

4. EEARXMHRTIE L, 2 Nexto

« BINBERT, BMMXHRFERRBMEFTARINARBE, NREBFRERERHM M
*, B8 T Change SMENLX M3, FAFHEE Nexto

« IREERE WEM R, NBERXHRFERREERNE ZERXFEEE,
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5. T EREXETIH L, EEEHANIERE, AGFREE Next, ELREIF, 17%EF On-premises
Deployment,

ﬁ Citrix Workspace Envircnment Management Agent Setup — >
Deployment Type .
Select the applicable type of deployment. n

(") Cloud Service Deployment
Agent will connect to the Citrix Cloud service,

(® On-premises Deployment

Agent will connect to your on-premises infrastructure service,

6. EBAEMRSEE NE L, BEAEEEINEMESDIRS, ARSE Nexto

- BhEECE, MRCEECAARKEE T IZRE, HERILET,
- CEEMESHIRS. LIFEEIRARMENARSSH FQDN BX IP bk KACE B AR

5o

° 1%&5&%%['0 ?ﬁi}\'r%;R-F; 15?9 8286,
- FEBERY RO, FIABERT, B 8288,
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12 Citrix Workspace Environment Management Agent Set... \;‘i-

Infrastructure Service Configuration
Spedfy the infrastructure service to which the agent connects. u

) Skip Configuration
Select this option if you want to configure the setting using Group Policy.

® Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

10.158.216. 14

Agent service port (default 8288): 2236

Cached data synchronization port (default 8288): IBZBS

7. ' mfigETNEL, AMNERESRRE, ARRET—F

- EREFEME (A%) . AT EARBEFREEERME, BE N USMEERIXH
¥, HE, EULUBET EMRAITIIEE, Ak, BEEFZLE Citrix WEM Agent Host
Service, FARIEATEMERIN,

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\ftIEE#1
% #5: AgentCacheAlternateLocation

R I REG_SZ

8: 28

FINBRT, ZENZE, BIAXHEFF ¢ <wWEM agent installation folder
path>\Local Databases Set . HIBXE, FIEEHEMNHFLERE, BEFEENEN, EE
#Ezh Citrix WEM Agent Host Service, BIREREM, U TFXHRHFEREXHFFKAP :
LocalAgentCache.db #1 LocalAgentDatabase.db,

p=3_ g
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RNEWRIEIMRAIESSETENE, AIEFEERLEIRFERS. Citrix TAR
IER] AR AR ERAER MR miERMS BRI, 158 1TAEERIMRFmERN
M2, TE4RIEEMRZAT, BSUENEMR.

« VUEMAppCmd SIAAEISEER (A13%) . AFEiEEREN ARSI
(VUEMAppCmd.exe) TEB AN FR R ohZ fiEFMNE, 8B ERJRENENRIE
TEESTER. BINMERN O,

xTE

ERFNET ERERRANELARKTHEFTENEL.

ﬁ Citrix Workspace Envircnment Management Agent Setup — >
Advanced Settings
Configure advanced settings for the agent. n

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: IU

The input value specdifies how long the agent application launcher (VUEMAppCmd.exe)
waits before published resources are started.

8. HABRRETHL, BHRE
9. BEHFTENLORERZEMS,
}E, ERLURERR TR WEM 32, AL, BFERUTHSIT !

e "Citrix Workspace Environment Management Agent.exe" /quiet Cloud=0

"R
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. HTFLEAM WEM SEFBTORE, BHA Cloud=e . HFIE WEM RSHBEIEST
E"J'T_EEE) iﬁgﬁ/_\ Cloud=1 o

- EARFBREFNAEXHEUFEREBZERH, RIAERT, BRLERELENFREE
ERNBEXHRTE BWTEMPY% FEIEE, EaJUfERA /log log.txt MHIEEHEXHH
RFALE,

TR LUMERS BITIETRIEE BE XS, XFMANUEREIREFEEXRENRAIR
Bo BXFAER, BB,

iR, KREBIERN Citrix WEM Agent Host Service (LABI#FJ9 Norskale Agent Host Service) #
Citrix WEM Agent User Logon Service i&1T. fRIELA LocalSystem MK iE1T. 1A 2=t
Fo ZBIRSZEE log on as a local system Y[R,

SR 3 EFEITENUSERZE

FoRFAFMEW

AR WEM REBIEE TF, RN TRRZAMEN

FoRGM
WIER T HEUTENX !

« Windows ARs5 System Event Notification Service B2 & N1EE IR BEHE .

« WEM 1{IEARSS Citrix WEM Agent Host Service #1 Citrix WEM User Logon Service B2 &
EEEEY BEET.

- REBEEFNRAREEERAMNE FRIFKAEZFUEARIZSEEANEEFRYE. 3%
BB EIREER. R,

Bl
FEEAT PR INUARINSMENRE
« 57F 5hi2{E Citrix WEM Agent Host Service, fIiIEREFHEA, FLEREHEE

Citrix WEM Agent Host Service FHIZ{ERIEEX T I Netlogon ARSZSELETE, M5 IREH ML
FBEFaYaRL,

- BIERERMAZE U RN CMD RIUAE, BN, RLINeErsETEAER Tk,
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REFEHT
« Citrix WEM Agent Host Service 7EiRZ E e = BlEFMNEEZ Group Policy EZ&HRY Cloud

Connector & &,

o NRRIEFHNRSEERERIAEIRESD, Citrix WEM Agent User Logon Service = BzH/E
&f) Citrix WEM Agent Host Service, ItL{TARIHRAFEBSE ERLIE,

« Citrix WEM R ENIRS FEESIB BohiE U T AMBIEESN Y | LocalAgentCache.db
LocalAgentDatabase.db o JNRELINIEFIAC B AMMBIEE 4R BEMREK, NEKIBEX
T BhERR.
« Y Citrix WEM REENARSS E5hEY, EEsIRIIREAMEERTERFTEN. NREGFE
RN EEENEERTS I EERAEN, WRIZEETSERF. F, RgRIAMLIEEERTERE

79 30 2. MIREEFELE 60 DHAKREF, NIE Citrix WEM KRB EMNARSS BoiEI1LENFE
278

o ERESIED, WEM RIBLZERRFESTF Windows ARSS System Event Notification Service fg
BEHNBE,

« WEM RIEBHLTERE, WEM RIBZEIZF=BaIEE Netlogon ARSS.

REEEFLARERFER

Citrix WEM REEHRS Bt BRERFNEFRD . (NEFBEIULRFIZENETEFHIER
MMERRIBEELRBIER,

FEAGDITERIBRE G KFTIT AgentCacheUtility.exe, ZAIHITXHIES U THHITE !

-help @ BRAFHNEHIIR,
« -RefreshCache T -r @ flAEFMEIRIF
« -RefreshsSettings I -s :@ RIFHREENIKE,

« -Reinitialize 3 -I !5 -RefreshCache EIM—iEANEFHVBILHIEEZ.
BXNEERBSITINFAER, BEHUTRA
o RIFFAIEEMNIZE !
o AgentCacheUtility.exe -RefreshSettings
« FERRIFFAEENIREMRIEER :
o AgentCacheUtility.exe -RefreshSettings -RefreshCache

- EFVIREREEF
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o AgentCacheUtility.exe -RefreshCache -Reinitialize

A
REFTPTIHETEENEY, NRIBIE N RIIIE A P,

KEBIGE
WEM RIBIRESIE .

* AgentLocation, SBIFEIEERELEME, BE—TEMHINXHFEEE.

 AgentCacheLocation, RIFEAREBRFIEETHAMLE, NREE, MEAMEFTXHFIRT
IFEEME, MABRIEBLRREXHEEHR,

« AgentCacheSyncPort, RIFEIEENIBEFES HZEZEDBMEMRSUNRIEEESE
htiZE AR S5 2R A AR o

« AgentServicePort, IFIEEE AIEEERE EMENARS 2rMiHE O,
« InfrastructureServer, SCIFFISE T TREMSEIRS VRS HIARSS 2589 FQDN ¢ 1P ik,

« VUEMAppCmdDelay, FtiFEIgE IR AIZFE5I28 (VUEMAppCmd.exe) TE Citrix Virtual
Apps and Desktops A ZIREMZ AIERFRIETEl, BAIAMER 0 (BH) . ERENESERIE
[RBANEBEHARATHFTEEL.

EESMN TS

- NFBIHHITEEBIRE, WEM {EBLZEEFMEARLBENILZE,

- MREKRBIMBTERERE, FEFEUNRENRE, WEREEFFERUMEENLE,
- MREFBIMTITERERE, FRREUMBERNRE, NWEEEFRHERARIANRE,

RFRE
SREIHNXENRFIKEILE

 GpNetworkStartTimeoutPolicyValue, 7¥F{EERE LA E0IERN
GpNetworkStartTimeoutPolicyValue ERIAVE (UM RREA) . BBIEEARKET RN
RESAMIRERIE) S REME R BB BETE, ZEHER 1 (R/IVE) T 600 (RAME) SEEAH
EEEH, RIAMERT, LER 120,

« SyncForegroundPolicy, 7CIFZERIEREHAEIALE SyncForegroundPolicy JERIE, LR
IRIGEMEHAFERMIERERS, BEZHE 0. 1, MNRKIGEXEHHZEIZEN 0, Citrix
WEM Agent R ERRSARERER, HEAFARKIEETESLIE, NRMZEIZEN
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1, Citrix WEM Agent BFERIRSFIERER, EFAFRHERBIKELEM. AIABRT,
ZERLZEHREAREL,

BERT

NRERAVIBAFERIGE, Windows Shell (Windows &REIERS) AlREREFAE HKIG
BENBEFTRZEIER, Fit, EERBERAFERERNARERASEN. IREFLERE
REIGBEEAFPEXRERENEERNIE, BHZEIREN 1.

« WaitForNetwork, 7OIFREDE R EHREI IR WaitForNetwork STMRIAIE (U AE
i) o BEHIEERETNESMETLSRLA ] BrEE, ZEKES 0 (R/JVE) P 300
(RKE) SCEAMNTAER, BABRT, ER 30,

A=K WEM RIEARSS7E Windows BERBESHIMCAIE . FIBX="RETLZEHET
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon £
2, XLEFEAERAFPIFEESRaEREEMEARS 281 GPO, 1E Active Directory iigii%
HERARS RN R IBHNEIFIEF, ERFELIMZAIAEER LN IERE], FKRITEINERF
GpNetworkStartTimeoutPolicyValue $#2HEIRENE 30, UFEEE,

« ServicesPipeTimeout, 72IFRACE ServicesPipeTimeout ;FMARINAVE, ZREEREREE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control T, ItLEMRMIEIRS
EEHRIEIESRW AT RS WEM RIEBIRS RS ZBIARIN T — MR, bR @ IE X IEAR S TE M
L b2 BB shRLERIBRK, WEBIRZEME, UZWNEA, NRKIEE, WERR
JA{E 60000 (60 ) o

=
MNBERERGSITREB LRIZE, WEM RIEBREEFEREHRRSLET ],

BN
EAUERU T TITRIEEIRE !

e '"Citrix Workspace Environment Management Agent.exe" <key=value>

BN

o IER WEM IBRER R LD E T K%
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o "Citrix Workspace Environment Management Agent.exe" /quiet Cloud=0
- AP ERMEEFEIEIZE N 60 7

"Citrix Workspace Environment Management Agent.exe" WaitForNetwork=60

HENAENSTEESE

Workspace Environment Management™ (WEM) & A AFEE I ERE MK, EiFE WEM BIFIE
A ERZEERY, EEBEEHIEEEEE. Active Directory I&E. BHAEMNIZE,

WEM B RZEMEBUATFRIBMBAFRNHRE, JANEMZEMRSREZ, WEM AT IEM
BR#EE, BEMZEMiRSHBNESMERAH (SQL Server #1 Active Directory) SritHéAH (B2
ZEHeMRE) B,

RIGEITEMZIAR S 20T ENVER LTS -
e 4 VvCPU. 8 GB RAM #11 80 GB AJFIRLALZE (A,

EAUERU T AN ERERENEMENRSHREE, ZANBRERLEZT PR X SR
paw1:

o BHZeNIRS 258 E = (RIBEE/1,000) + (A #(=/3,000)
p=—

o TE1ER NTLM S5 EIERIHRS, £ Workspace Environment Management 2006 K5 2
ki A FRARER B F LM AERIEL, LR Kerberos BAIIERT, RIMERF)X L a]RR,

« 7£ Workspace Environment Management 2006 & E &hkA$, NTLM H4HIEIFF
Kerberos S 5IE BIARMERMREER.

« W WEM 2212 718, RENEFTEN THEERE, HIBRINEEIFH EEFEM RN
AR R A HIFEZ K 50%, FEE #TiBTEE. TR FRIEALE 2212 HESMK
x, UERFBULAE,
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FRERE

=T

AR

M WEM 2212 FHiR, RIEBNEFREN THEESE. HIERINEErIFH E HFEME At iR
SRR HHEZIA 50%, FBRFIBINEE FITEWEFREALRED 2212 EFMRA, UE
RIFULR S

& A LU Workspace Environment Management™ (WEM) EREAHREIEEA, MEEEL
REFITEN SIS, XA,

A MIETF Workspace Environment Management 4.7 BYRRAFLH AR EIIRA 1808 L E S Ak
X, EMNEAIXLERHRAFAE, BRELEARIRAE 4.7, RAEBAHEIIBEITRAE. B XiFHAE
B, BBRTER

M BEtRhRA SRRt
4.6 NERRRA 4.7 =
4.6 RBERRA 1808 HEEARA T (EFARERIBIRRAZH,
BREARBIRAE 4.7)
4.7 1808 HE=ARA =

=3 g
« WEM £iEE. EMiSHIRSANEEZTHI BN NL B RER—hRA.

o IHEIFETF 2006 B9 WEM ZREFAKER] 2209 s E SHRARY, HICEUTEIN © ABG e
FEFREM, BHHLKE 2103, AEBHEKER) 2209 HESHRA,
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TR TN 7+4% Workspace Environment Management 2845 :

1. BhZRMARSS

2. BUREE

3. EFECEREMIEMARSS
4. BEEEHIE

5. I

SR 1 | ARBRERMARSS

EF4k Workspace Environment Management EREZRHIARSS , 1BERMZEMARS 2R LiE1THH
Workspace Environment Management 2RSS ZEERF . ARSI EESZEIIEMER,

FHREMIERAIARSS AR BV R IER S

EAREMIMARS RPRIERS, BEAEFRERENS BN LT XEBMEMRS, &
FRHERNEMZERMRSIREFHECET, AR R BiiZRIRSIRIER,

p=—

F4kE) Windows Server 2022 5, WEM EMiZRMIRZ AIsETT AN ., {ERA—MEERAE, 1B
ERTEEMIIMRS FRERENEERSR WEM BUEE,

SR 2 | AHRBIERE
BERT
BORETHBTIR A, ERAARTEL Y, AR RNIRESA,
T -

1852 7] LUE A Workspace Environment Management PowerShell SDK #&RA L EIEBE, B X
SDK X1, 52 Citrix Developer Documentation,
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5/ WEM BiEEEESLAEFERMERE., LXAEFTEMBEMRSTRIBPILRE
Workspace Environment Management EiZe#ARS5 25 £,

p=—

WNREFT SQL Server £/ Windows B2 3IE, BEER sysadmin NER B TE1TEIEE
R RER

1. WFFRSsad, ER Citrixe>TEXFETE > WEM BiEESEBLAER
2. B HEEURRE
3. EHIEEAERES, BAFREER

IR E TR A S (/en-us/workspace-environment-management/2311/media/wem-database-
upgrade.png)

o PRSBEEMIFILTF. FEELRIBERN SQL Server\SEBIithit, #7NBER NEHZRMIARSS 25 £
IRl P A BB
- BUBRERTF. EFRHBURERST.

- BEZEHIRSEER Windows BRRIFE, ZNBERT, HEITRES, EXMERT, EHit
ZRMIARSS1E A vuemUser SQL FEFP Ik P IEREIBIEE, (vuemUser SQL FAF Ik 1E % 2Ed
B, ) RIEREN SQL LAIEA T EEERZH I,

WEFRIEIR S, EMZEMARSZISHER Windows IKFIEESHIERE, EXMIERT, EEHN
Windows kP R1FETE SOL LA LB ER %, aigil, B7ERRTFeIERIEENR
— Windows 1k P ST EMZRAR S

EERE gMSA, EERESEE AD BREENT R, iR gMSA EEHIERERY db-owner £

- ERERERE. RIAMERT, WAL TFEFRS. ERNAFESERSTRSHNEMNH
Windows M &S] SQL Server HEIEEIEZE, 2NRIE Windows tKkF&%E B HHINRER
BIEHIERE, BUEE BENRA Windows tKFSITHIEESIELRIER, HEFERILIE
I EAER BB SQL KF.

4. BE“Upgrade” AFHaBEEARIIZ, BREARMINTTHRE, BEHBESF.

MRBIEFEAFIEFHIMEIR, B5HKZE Workspace Environment Management EAZEMIARSS 22t
X4 rhig it VUEM Database Management Utility Log X 15,
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SR 3 . EFEcEEMAMARSS

£ WEM Infrastructure Service Configuration SL 2 EFHECEEMEZMRS. BRI EEM
MRS .

SR 4 AREEERD

FRrEEREIEZEH S A ER Workspace Environment Management 1& B&RFHETEEUEES, FHEFH
RHAEIREE

EAREEEG D, BSTEREFZEARITXE. ZIRESZEIEZER.

S5 | HRAREE
BEERR
o EHLMRIECE], BAREXEAFPER, XAARALIETUELZITEN LB HE,

« WEM ERZRMARSRANNF T ET WEM RIEBVARA, Citrix BIERFRIEARE
ERATHRA, LUEIE R LAE AT IhRE,

BARAIE, BEBRTEN LSITHINAELT R HIT 4

95



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

P {ELE

- A

B EEEH S

1. M “FFER S AR Citrix \> Workspace Environment Management \> WEM
Administration Console”s FINERT, EEREH o U EEIRSER.

2. TEREH AR L, BEEE
3. FEFTEEMIEMIRSRER EOR, RASMBRERSRMAL, AFRIEE

OB RS

EEEERES

1. BEATHERPNXED, UEH EANERPETETFED.
2. BEFEABUAERAEANABETEE X,
3. RIEFEENEE, AXAEANKENERSER, BEHRAFREESE,
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IR FEHESE

ERUTYERITRERES !

« IhEEX

.« 1M(E

« Jhitas

«

« R

« RESFECENH
- B2

« JEENERIR

« Transformer i&&
« BRIRE

. BIE

o M¥E

« EHMER

TheEX

FTLETF
FRETED ST

ik, FEEEFOERIIEENEMSNRSES. THEBMESRARS SFERNEED, B5E

- ERISHMIRSS AR, BERNEMEHRSISHFIILT.
- EHIRO. BEEDEMEHRSHmO. FIAE 8284 BFUETT.

EiFER, FEEESO5 SREMEMRSEHTER, XNITEERBIHNAS— M IRSHER
HEZRS—TRS, NEMERISEES P EMEEIRS.

ACEEE., M— Workspace Environment Management™ (WEM) 55 (BE@B&) HIREIS—1
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eI, T CIREEESR BN, RITEEREZ T WEM it (BEES) .

- B MR (BEEH) &, WEEMERPNEESRSIXRPHAT.
o fi, Ui (BCEE) M, sEEMRmEEOFAR.

« BRRE. VR (BKEER) B EBAERERA. H'EXAN, WEM RIEETAEEE
b (BEES) -

HiB. I REREREN, HkmE5 el@iERE O30,

MiER. MERiE=m (BCES) o EREMRIALR", AANER WEM [EESTARUEN. B2, &
AUESAT,

R RIFiES (BCE&E) 75K,
AR
UNRENEEIEF SR =Y, JIRASBEIRIF

#3. TAERES, NHRENERNRIARER WEM BB S8 BN
E. 1RE. ZLIREM Active Directory (AD) 3R,

o #BME. EMEER WEM #2F, SMERBR(FESH BRI XML XX,
< BB, BMEER WEM IRE, SMERRNIKEES BRI XML XX,

« BRIRE, &N Xe B FENFABEIRE, SMERMNES HA BRI XML X &AL
BN SREEXBKNUTHE :

> AppLocker Mg E
- WEREAIZE

« AD X%, &1 WEM BIEMNAF. T8N, AMARLEM, FRRASAFTIEEEEHH AD
WRIER, AD WRBEMWIHSER !

- M. BMEPHEAA
- B, SMHEH. HEAEH oU

- ROELR, SMEEERN WEM ELESE, SMERENEERHSH NI XML X, EHEE
PERRES, EAUENSRESEXKIUTIHE -

o HRF
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o AppLocker

o D (GERIEFIZIEHMX)
o fihitas

- FF

o B (WEMIKE)
BEEEHUTAR :

o SHBNAEXAAD MR (BNHEN. HEAAN ou)
o WMERIE (FITHERMIRE)
- BIEAMEECESERNE

TR, THARRBES, WERDE) WEM IRSEBINATIEMIRE. LIRREN, ERas&MNEIE
(XML X14) B9ERSHE3,

- REGE, KR Z2 a0+ EWREIRE. FMXHPrgEREHRLFicBETNINEE
B, HEUMBRIFFRLSIET RN, OV THHNEAEFREMN, XL S snibR.
ERFREANETERS S, EIUUBREESHZIREG. ERASAFTEEERFENNA !

o AppLocker MN&E
o WFRIEFAIZE

- BRUAFIGE, ZEHEFTIRNEEESNENRREARE.

ERIANAEFRZEMMNSENEET, ERRNEUETEREERRFUALENAREFR
RN DE -

o REERRE, EERNZHRANSEERESmMRPNARMARSE, NE&HAF
HAFETERMRE AD Fi, EFDEF M. EARTERMMNEBFFERERETAR
DERS, HEEITFERSHIEETR, ERTLISESHER Csv &1

o WIRIEERR, ENTHFRERNESRER, EFANELEE=TRARMAR A,
« AD R, FEMH AD WRIEFRFNFIER, BRASAFENES AR AD WRHATTIFAE

Hl, ERREXRRN AD WRIE L, EAILUEEERLREREN AD WRUKETEE (Bi) WA
A WEM AD 315,

- iBBE, FEHMEEBEILRE WEM, E—XREEXR— 1 EBE, WEM EIBEHI SRS
FE—LatalF e RMIEEENEES, EEELRENRES, EMNIERHPI R EE REPIE
Be., *REEEN, REBEERLEES, WEM SEIFEEM% S <configuration

set name>_1 o
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= g

T RAVE R 7R A ik = 1R E
k& RgER EA A RIRE.

RE B AD MRE FNEIN BN B R AD WR, ERRATEZEETIMERSTHIAD
MR ITEPIER T BHE.

INRIEER T BEERN, FIEIE AD WREKEIK & SIZF a2 F0MIFR.

T, {TATERMAS, LUFARBISR (GPO) B zip EREHE] WEM.

BERT

o EREFTRE WEM ZHEFRIEE (GPO),
s BIEEFEIRSRECRENNEIRE,

BEHITU T ERUE R GPO !

1. FTFARBRERER 2.

2. FARBEESEOS, ARSLHEENH GPO, AEERER.

3. EERMAEARBUREOFR, EEBREFEMOMUE. (Fik) ERTLOAEMRMITEA.
4. BEEBLUFFIEER, ARRHHAE.

5. RMEIENXHRX, REFEES N zip XiF.

= g

WEM EZFEB a3 %1 GPO &1 X 43R/ zip X1

RRINER GPO f&, REHTEBLUF GPO EHBE WEM, EEIBNXGIE L, SEXE, A
[EFBRER X fFo

- BE, TRAEAERNEEZENE WEM I&E (GPO).
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- B, FEWN GPO HikIEETFA WEM B XML X4, HNREFLENESANGEHITIEA
PER, ISERILETN, RRMIhTEE, ERERRAFFEHFA XML X

p=3_ g

TR M an it XXk, B EEIEE B RTFRINAFRI BT

X FiEm-F

XPEM-FI TG

BCEBYFRAIEARSS28. SOIFEISTE Citrix FrlEARS 2389E, MR &EZMUL, SEEFEHAHF
IMERERNEE, &, BAILUEA Infrastructure Services Configuration St TR AV ENE+
RIBEXLEEE, EXFMERT, Citrix FrIERS 2518 EEEMEERIBEFTERME.

RENFERD, 7 Web XIS 238 O HFTFF Citrix 7= mm X A%,
ET, ST AEEREREIETIHEE, XERTFE T IS IBIEH] & A At 526,

- BREERER. NMREA, EEEFISREREN B EES EOERINEMISERS.

- BRAREEKRN. AEERZFEERFAREIER. BEEHFAA UsersXHRNIRE R E!
2o

- EHIEAM. IR ERER SRR A,

- ®OS. DIFEEEXEEEH &R EMIERS RO, LisOX5n5E2aigERkSEE
HRECE RV IR EPRAC.

XFo. FHEEZFISMNFA (FrREEE. EMANHE) BEIRAURERER,

R

Workspace Environment Management™ @312t 5 FERARVIRIEREC TEX BT TR, XLig
EIEEIENRERF. FTEINL. MERRnes. NAERESSE. S ERDERERENBAA TR,
Workspace Environment Management iR igfitimikss, ABFIRIE LT 3EAREN D ES.

- BIFEEEE

o #R1EA
o HRBRIRE
Eid

o NF3TE
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o FTENA

o MLRIRTHER
o EBIIKEHER
o JEMERIN

o IETE

o BRI

o Ini X1

o NERIESS

o NFRGIRIE
- FAF DSN
o N XEX

shfEH
hEAINEERIFIEE e X —AmfE, ARTE— T BREEATREEXNEDECLAF
RBP4, fa8hitInee, BEXFBEZ NP P ERTEENES T EF. Flt, EIUE—TTEH
DEZ T,

"R -

IEAI RIS S B Workspace Environment Management ZhfE, {EHEINAEEIR A,

sh{ELETIR

ahiEH
ETRIASFANTIR, ERERERIN. BRBIaEiEniHEsR.

B1F

EERTR
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- IFANIEBNELRS] (NAERF. FTENANRNKZEES) PEFENEF. F
o, FRIFEER MNAEFFIRETF ERINT NAER, SN EEARIR ET-+ B
AR R EREMAEEE NARE T O RN ARER.

- WIREECE T EDECHFAPEIEEI EHIEATIR > 4% > BEE) , NECERIEDR
NI EC T EAR AR,

“BIfE"ER D BN A BRI R, &R UBUATIATR(E

« BN, RVIECIRA BN AP A AP A SRR RN R,
- “YREE. VFIERREBIATHIEA,

« “EH. RWFENIBIELE FI—DEhtEH,

o« “BER. RIFEMIBRINA NIEL,

ZoIEEAH, BIRBUTIBRIREE,

1. £ EREFS >z > ZhE4H > BiEATIR AT F £, BT
2. EFEREASE S, BAFRFER, NTHIIRPEREHED, AFSEEHE.

RURIBIRIEAE, BMIIRPIEFERA, AREEHE.

BErfRRFH, BERBERENG, ARREER. 5IE, 2EEFEcEMtIERE. mER
WPARFIRERI RIS, HHEEER -Copy’. EeIUR EHRIERE LB,

= g

REREAERN, RIFERTESEIERPARWES FEARHRS LT, TNE5MEMELIEER
= X BXBVIR(E (WRB) FafRxiE. EEAZAY, BRIBRIKE > BE > ZFairEE
I+

ZMFRIRIEH, BMTIRFIEFERA, ABEEMER.

p=—

SNRIEMFRERIEE D ECHYIRIEA, NAMRRIESR R0 ES T X ANFRER .
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TR
AW BIFANE TR, SBFEATIRPERNBIER.

fid, SIFIEIEER X RFANEMER,

BRIEARES. EEANEARS ZEEEH, BRAE, BMEEZRFEANEKLBRIAR
H, REEAILNBRELAPIZHIRME

[
RIFEERESENERENRERIF. ERERERAM. BERAaH:DmiEiE,

AT, XEZERILIANNEIFT e 2R EA PRI RIR(E

BHNS AR E RIESER TRYRIE. WEEMEFRR T TR A DB EUE D B %% Fo
Pz

o NREFHRERNNDIEDECL B BRIEA, N EFEoNRLXERRF,
- NRIENEDECL A BRIEADHRIBRIENE, NZIREFBINXER P PEUEDEC.

BiE. XEEENRLECIENRIFARNIZE. ERUBFREMEEUNEHITRE, EE
A UERES MIERIENED ; fla0, NARFRESMUE. FRINTEY. RiEsF.

g
=

MREEBHEERTD, TRIESEETF LECEE D ECIRIEAPIRIERIEDT, NE BRI
Ut Bah# i o BS 7z RER AP,

TR > 2(FA > BIFATIRETF L eRUR(FARIRFECESR, SRR EREERNRIED
M%@%W%Fﬁ%Fﬁoﬁ%,m%ﬂﬁﬁ>&¢ﬁﬁ>&¢ﬁﬁﬁﬁ%oEﬁﬁﬁ%t,
WNEAFSAFAE, UETAERTEELIECIEMNR AN RMEAR TR, EalBaE &
AT REURINS UEEECIER(FE, WHRFAS R I KIRAUD EHEBUE 2
Eo DECIREN, RARRTEERERTRZIREBRIEAFN,

BXNEIFREMNFAESR, BSHDE.
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DECIRIFAR, FEEIRUT/UMER !

o NREDE—MEFA, WERIZTHFRERIFERRRIE,

s RS MREATREERERREEATES. NTESVIRFE, KRELENARERCHILGE
BI4H,

o MIRIREATRBREE, BERPES S —MEFATRNZEESAVIEF. EXMEBERT, X2
ECRR PR BRI ENIRERE, SEHRELEMRERDE. HRFERISFE,

TR

Flan, BEERIRIEAINEE— RN BIER (iexplore.exe # calc.exe) DECLEEF, BRBIULT
L BIRE,

1. BIEEEHE > 8E > NAERF > MAEBRRIIRET £, AERINNBIZR (iexplore.exe

calc.exe)o

......

S9* Network Drives

we# Virtual Drives
&) Registry Entries
ﬂ Emyironment Variables

- | System Optimization
I ﬁ Policies and Profiles

[ security

|| Active Directory Objects
ﬁ Transformer Settings

. [L Advanced Settings

L Administration ||| Actons

[ Monitoring

© Current access level : Global Full Access

2. HIEEEEE > BF > BFH > BEATIRET+, AERERMUSIEIZIEA,
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Action Group List

Action Groups

S Network Drives

Action group 1

e Virtual Drives

&) Registry Eniries

ﬂ Emironment Variables b
D Actions |

- [ Filters |

Configuration |
| [ Assignments Il |
| ﬁ System Optimization | Available: Configured:
. [ Policies and Frofiles |

[ security
[ Active Directory Objects | | <
-iTmnﬁormerSettlngs

| [L) Advanced Settings

| Administration i

- [ Monitoring

@ Current access level : Global Full Access -

3. EEMEAFIRETF L, WHEEIENEIEL, UE AR BEE B EREENIR,
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S¢* Network Drives
W Virtual Drives

&) Registry Eniries

ﬂ Emyironment Variables

- [ Filters

| [ Assignments

- [ System Optimization
- [ Policies and Frofiles

| [ security

- [ Active Directory Objects
-ﬁTmndormerSelmgs

| [L Advanced Settings

- | Administration

| [L) Monitoring

Actions

Configuration

Il Avaiable:

I+ Appications
| Printers
B Drives
| Network
LS Virtual
| Registry Entries
- Environment Vanables
o Pors
L IniFies
-~ External Tasks
-~ Folders and Fles

v

e B EATIKRITTR IR,

4. EHRAERT, NEETNAREFLUFEZ DD BERE SR
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Iy Applications
{3 Proters

%9 Network Drives

W@ Virtual Drives
] Regstry Entries

&) Environment Variables

Actions
@ Ports
B e focooy o foadd o o Bt o Dok o
T External Tasks Configuration
S— | Jlrna | cen |
||| Avalable: Canfigured:
pibGac e | [Formm o
= 2 -~ Printers : @ Caadator
5 ssignments = Drives 4@ Creste Desktop
f R |~ Netwark "4 Create Quick Launch
[ system Optimization S Vil b < i goem Start Menu
| Regisiry Entries : Pin To TaskBar
| [ Folides and Profiles | Environment Variables @ PinTo Start Mer =
. | Ports @) Auto Start
A Security o
-~|_ IniFiles @ Internet Explorer
— . | External Tasks & Create Deskiop
[ Active Directory Objects | Folders and Fles 4 Create Quick Launch
-~ User DSN -4 Create Start Menu
| [L] Transformer Settings -1 Fie Assadations & D To TaskEs
- 4% Pin To Start Menu
- [ Advanced Settings i @ Auto Start
= i~ Printers
i Administration = Drives
[ Monitoring .

5. A BREERD, EESTNARFRED, EIRFAH,
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3 action Groups
2 Applications
§¢ Printers
= Network Drives
wwe# Virtual Drives
@] Registry Entries

&) Environment Variables

Name

Description

State

R RENEA.

Actions
@ Ports
[ InFies o Coov o | o fpoEdt o [ Dkt
E] Extemal Tasks Configuration
| o red J|ocier
- Avalable: Configured:
[ Filters = -
A B B Appicatons lad
. A2 Printers = Calauiator
nts
[0 Assignme =1 Drives @ Create Desktop
|2 Netwark "4 Create Quick Launch
[ system Optimization 12 Vet b < -8 Create Start Menu
| Registry Entries % PinTo TaskBar
[ Policies and Frofiles &8 Environment Varisbles & PinTo Start Menuy =
B h | Ports [l Auto Start
Security | IniFiles i - Internet Explorer
i L= External Tasks i % Create Deskiop
[ Active Directory Objects | Folders and Fies ) Create Quick Launch
| UserDSN 4% Create Start Menu
[ Transformer Settings | Fle Associatons -8
& PinTo Start Menu
[L) Advanced Settings
v
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(& Modeing Wizard

- [ Actions

- [ Filters

- [ System Optimization

- [ Folicies and Profiles

[ security

- [ Active Directory Objects

- [ Transformer Settings

| [E) Advanced Settings

- L] Administration

- [L] Monitaring

Priority

Assignments
| “JFd || dear |
Avalable: Assigned:
[E-|_ Action Groups ¢ Action Groups
ul---:j Action group 1 | > =1 Actions
= Actions i
(¥ Applcations i
| Printers | <
[#-|.0 Drives
| Registry Entries ‘| Envronment Variables
| Environment Variables |2 Ports
L2 Ports 1. IniFiles
L Tni Files 1 External Tasks
| External Tasks 1.2 Folders and Fies
| Folders and Fies L4 User DSN
-~ UserDSN ey | File Assodations
“| . Fie Assodatons

o IEWRILOEEEEIFA, ARBHETIRRTMUIEREF
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(& Modeing viizard

- [ Actions

- [ Filters

- [ System Optimization

- [ Folicies and Profiles

| [ security

[ Active Directory Objects

. [ Transformer Settings

| [ Advanced Settings

- [ Administration

- [ Monitoring

8. T pEcimikdR EO T, EEWEN True”, AFRLHE"

Assignments
| “Jlrd | der
Avalable: Assgned:
[=1-__ Action Groups | Action Groups
o [T > | = e
=1L Actions . Appications
[#-[ " Applications {4 Printers
-~ Printers | < 1
[#-[ Drives :
-~ Registry Entries i~ Environment Variables
| Envirorment Varisbles (12 Ports
| Ports 4. IniFiles
| IniFiles i~ Extemal Tasks
| External Tasks {12 Folders and Fles
- Folders and Fies I~{2 User DSN
- User DSN ‘- Fle Assodations
| File Assodations
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‘ Citrix Workspace Environment Management =-|0] X
" h Home

o ... | Confaratonset|Defat stz

'|ﬁ!"a=|ph= ¥ Badwp
5] Refresh || & Restore

nhauration S ceup

¥ Action Assigrment |

Assignments
Selected Fiter
{Always True v|
Avalable:
=1 Action Groups Jtion Groups
| Actions 42 Acton grof  AEONS tions
[=EFS mons ! oK ! h Cancsl 4 Applications
E'—‘ Eilters - Applicationg Printers
| Printers < [ Crives
@' Assignments %~ Drives
1 | Registry Entries | Environment Variables
—o —— |__ Environment Variables ]
|2 System Optimization 4 perts
. -~ Tni Files
[ Policies and Frofiles |~ External Tasks Folders and Fies
=i . +~|__ Folders and Fies L. User DSN
i Sec_ilnty — [ User DSN i~ Fle Assodations
- | File Assodations
| Active Directory Objects
[} Transformer Settings
[ Advanced Settings
| Administration

0. HIEERFS > BE > A > HERED+, ARG RIHF
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Config.
Statistics
@ Administrators et Semay

& Users Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24 Hou's Total Agents Last Month

24 agents I | s | [t | [ |

Agents History

| Actions

[ Filters

[ Assignments
- [} System Optimization
[ Folicies and Frofiles

[ security
[0 Active Directory Objects
[} Transformer Settings

[L] Advanced Settings

10. ARBELARE, ARELTEREFIEZFRIF Workspace LI’
1. FETRENTEN (KEXH) £, BiFkERRFREER.

FURAF, IR INARFERNDESREEN, HEClNRESAENMIZFISEHEER)
E51=,

4R RERIS B
BERER:

WEM BeifNZEFRINM4IES HKEY_LOCAL_MACHINE F1 HKEY_CURRENT_USER FEREC
BE T X BXAAREISE,

EUFINMRAAF, EHEEFAREE IR (GPP) T E) Workspace Environment
Management (WEM) 1, B XiFHER, 1FEIR Ribbon PERE SR, EINER A LUF
ARBKIGE (BT EMRELE) SAR WEM =,
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SAKRER, ERAIUERAEDEM D GPO a1, EES5E1 GPO XEXRISERIFAMNE, ERIX
£ GPO ZECLANERY AD 4B, BRI ECHMIEF—1F. MREREFT GPO DELRETAF, MIRE
ARER. —THAINUSLZHEAMITEN. MRBXHENETZE, WitBENRREER. R
HRIAF BT %A, WAPRKEER.

"R -

BETENBKILEILENER, IBEHEB Citrix WEM KIEBENRS . BEEBFPRIZEILEE
X, BREITEHHERER,

ARG E
xE:

77 € WEM FERIEMMRARKIGE, BRIEEEREEHE EEHR Citrix WEM AR B RAR

o

ERASERIGENE, 42T H WEM RIBAFIRISE, RIAMERT, ETLTFEZRAR
o ZFBY .

« BLEREBARRKRIZE,
- BfEERRISEEDEICLRAFSAFPYE, WEM EREE .

HIRBEIRIIFR
ERIE GPO MFR, ERAEHIRRIFEHELIHIES] R,

° ﬁu%?o ﬁ'J%ﬁ GPO 5']13—‘%0
« A, FTASALARRIZEENS, ZASAFTNALRKIEES AR WEM A,
- mi8. FEEEIE GPO,

« MR, MIFREEER GPO,

SAHERIGE
ESALRBIGE A, BTEEER SR L&D ERARRKRIRE !

1. FTFFERBEEERER 2.
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2. THARREREOFR, ARPETESMHH GPO, AREEREH"

3. HEMARBMREOR, HEBRFEMIMLE, EALOEZEANEM RN,
4. BEERFEER, AERREHEE .

5. SMBEIENXHRX, RAEFEESEN zip X+

AR
WEM £ #HS A S S GPO & XHEFM zip X5

ESALTNARKIGE, BETHAUATHE !
1. FF WEM IRSB“EBEEM-F3 BRI B IhEE, ¥ GPO B zip X4 Lf£F) Citrix Cloud 8
BRINZ 1K,

2. SMEEEREGS > #(F > ARBIGE AT F, 2 BERARKIELE, AERHT
N LFTASABF.

3. AR ARSHNESANXH TIE L, BENE", AENIIRFEEEBIINM. EHAILIE
AX 4, REEHEEHRUREITE,
- BEURISAN GPO, ZEHERERIE GPO,
4. BHFHRESAN UFBEATE,
5. SATHE, BEHTR . AN GPO HERTARIRIGE EI+ L,

MEMRXHFSALERIGE
RO LUSHE A Windows SEtRRIERR S H AV FMREIZIRN GPO, UEHITEEM DAL, WNRE
K AR RS A GEMRIXMED, NILINEEER U TR S ¢

o SOUFIRTE HKEY_LOCAL_MACHINE # HKEY_CURRENT _USER TS AFMER(E.

o RIFIEE A REG_BINARY #1 REG_MULTI_Sz ZERHIIAIR(E.

o ZFREMSEE reg XMAHEXBEMRIAEM X BOMBRIEE. B XA reg XHMIFREAM
KRINAMERER, 1525 <https://support.microsoft.com/zh-cn/topic/how-to-add-
modify-or-delete-registry-subkeys-and-values-by-using-a-reg-file-9c7f37cf-

abe9-elcd-c4fa-2a26218ala23> o

Friazan, FERUTED !
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o M zip XHFEAIREN, ZXHTUEE—THIZNEMR S I5HERBES G ARNFE
i 30 Mo

o B reg XHEFERN— GPO, ERILUFENRIRGH GPO MA—EFMRILE,

« FPRIEN GPO WAFEIRIBEHENE reg XHRBFRERMA, FIE0 : 20R reg XHHIAFR
& testi.reg , MEMER GPO WAINE testl o

- B[ER GPO Wi AZE, HREMIUNEERAR (8EFICENR) o
ESALRBIGE, BTRANATTR

1. EEEERaH, HIEMF > AKKILE, SR BERAREKSELNE, SHFASUNRT
fisk, AREERSATERERXM.

2. FHEIMMESH, FEBEMRER zip &5
- EEME GPO, THITEREHEREEBEME GPO,

3. =i FFESFA.
4. FATTRE, R FTle MEMRXAHEIRE GPO HERE HRIKIZE .

SRiBLE RIS IE
WEHFIFRFH GPO, FAIEEHIRERFAREE, AEFERREXLEIRE,

EfZ GPO, FAERTLZ GPO HFMNREDEE §§l, 2& 8§ /5, =RIBMEE, =ER
YRR GPO W&, HEBERL-Copy’s ERILUER YRIE REL B,

BEgEIE G, BET FEAFERER 50,
%%, GPO 7£ GPO FXRHFEREEFR.
i, FIFEIEER * GPO MEMER, XEFEEMERTE GPO FIEH,

AMERBEIE. B GPO AEEMKRIENF.
TS
BiRtmiE. ANABRE T EMRENKEF RSB EREER P FERRER,

o A FUVFIEAIEMRD
o iR, UIFIERIEEMERIL
o« MFR. SOIFEMIFREMRD
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EMNNLEMR, FREAMBY F. U TREAA :

o IBFF. FIFIEIEEEMERIAIEREINF
o BE, RIFIEIEEEMERIAVIRIEAEL,

o IREBE, DITFENEMRIUKEE,

o MIFRME. IFERBREMERIBIE,

o BB, SUIFEARIEARTN FERIZBVAE S OIETL
o MIBRIL, JSCIFIEMIBRIEMERIT FRIIL

o MBRFRAE. IFERIFREMRI FRIFRE E.

o I, ¥FHY{E . HKEY_LOCAL MACHINE #1 HKEY_CURRENT_USER o

o FRFE, FEERMACTIMERINTTERE, Fla0, 0R
HKEY LOCAL_ MACHINE\Software\Microsoft\Windows Z;EFRIMAITZELERE, M

Software\Microsoft\Windows Z=FI&ZE,

o B, RIFENEMKREREST. TEFNREERMBARZ— N ERKRE,

Mame Type Data
I REG _SZ {value not set)

- A, RIFEIEEENEIEREE,

> REG_SZ, IhZEERATFRTAEMEXAENITAFTS,

- REG_EXPAND_SZ, IW3RZEAY BREEF &, HREZE—1TLE, ZLEENARER
AR RER. Fla0, MFLUTE, FFHE%SystemRoot% FFRE R NIEIERGH
FHILFRLE,

o REG_BINARY, ERIFIAY Z#HIEIE,

o REG_DWORD, — 32 =, WHEEBERFHRE. A, ‘0RTEM, “I'KRTE
Fo

- REG_DWORD_LITTLE_ENDIAN, XA/\mEEH 32 (i F,

- REG_QWORD, — 64 =,

o REG_QWORD_LITTLE_ENDIAN, XF/N&EIH 64 fEF,

> REG_MULTI_SZ, tEBZRZFHRER, ATFRRESIIRIZSNMENE, SMFEHH—

ZEF R DR

o BB, RIWWERASIMRENNNEIE. NTFARNEESEE, EARFEUTRNBIEA
R ERVEHE,
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ENEN AR E— L EFREER. FEEUT/LR :
* 5 HKEY_LOCAL_MACHINE JEAFERECE SR THE X HIEIE Citrix WEM Agent Host Service 5
S FEER) SQL Settings Refresh Delay BT 45,
* 5 HKEY_CURRENT_USER AMKRECERTHEXNENEAFRERINER.

EIR LA RIRIGE

B LUERmERIBRICARBITEN SR, NMELARBGEERRMH T, Hikssadad— TN
MZ 1%, WEM RIEBRTEETTE B P IR ERE R AN R RIFRE RIS F A 2 EcaV A SRR IR E.
AN, REERFIHRITRESRN S XEIRE,

EARBIREERG R MENEATIERZNT -

1. EEBESIEH, S1%) Filters > Conditions HE X EBHZ M, iEE17 Conditionss
BERR:

B X A AMEREHNTTESIR, BB Filter conditions, (ARG E SIEAFIGEMIT
BIRE, REMERFKHFNERTRFAIRE, NREFXEMERFAENATITENK
E, WEM RIEEFZBETHiESRFEHNAITENIRE. B X FERTHEIIRERNThiLS

SHREESIFR, 5B Filter conditions not applicable to machine settingso

2. SM3 Filters > Rules HE X ERITHiEIS N, ERILUFT B 1 REXMEKERSEIZRN
., 1B5EIH Rules,

3. §#n% Actions > Group Policy Settings H B ZHAERKIGE,

4. %] Administration Console > Assignments > Action Assignment F52 L FI2E :

a. WEBENEDEIRENABFRRAFA,
b. ERNBER, ARBEHEFTK (=) LUHITHE.

c. E OISR EOR, EFETE 2 PEXHIMN, AEREHWE . RERMN TR ER
By B B E R,

d. B EBARERTD, EEIRENMLTR. BA—NEBHRUIEEM SR BEEKR, KL
o MALRBERIKERHENE, MBREFE PRI X R ENER.
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FERATIHENRENREREN

sz BRATIHENRE
& P ina Rt ED £
&P P itk PTAR S
AMERETE INRECEMN HKCU FRAGEMKRE, N
RECE THikes N AT it BVIS BN RRE
Fo
FAF B3R/ X PTEg £
FF Ul iESTEC £
FAF SBC HiR#EHE £
Active Directory E&fZPTHED S
Active Directory B ITHE =
& P ima Rt AC £
TE i P #istPCAD S
FTEMTRETE £
T F P E SR/ X AR £
FTHAF Ul ESITEE &)
T Active Directory E&fZPTED =
T Active Directory /&M PCHD £
B P inii iz @ RS ED £
& P imEiR R ER ST £
Active Directory £HPCH B
T Active Directory £H Tz £
BEAMEIRAT £
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ETRIRNIZE

B A eI B 4R SR BR B IREARACE Windows 1&E. ERINTEIHENMAFKFIEE GPO.
EECEE TRY #81F > ARBRIZE > BETER B, EeTLBITUTRE !

. ERRIREIE GPO,
. BIRRIR,

- SAER,

. R GPO 7%,

* 448 GPO,

- B2 GPO W9 EL.
7fE GPO,

R GPO,

EAEREIE GPO
EFERAERAE GPO, BETRIUTSE :

1. ERE=A, B 818 GPO,
2. T EXFRE G
« 71 GPO #E8E—"1% R,
o (AN%) IBEHEMEBLUEBNEIRS GPO,
3. EitBRAERER B, IEEENATIHEIAEE (TISEERIIXLETEN)
4. 1t AFPEE b, REEVHETHEFIER (TIetNEREHESIHEN) -

5. 7 #E &, EELERBIES.
6. STR/E, Bl FEMo

£ iHEAKE 1 BPRE B, EF—MREHTRE. ERUEMTENIIRNEFERHRE,
FIIRAEF, REEEFRINFHE, ErILI2RPAFRRIRE,

BEEIRE, BRBAT. —MREFERISSNARKED, RIEFAFIVRAZE, ZIQERTUZE
SIRAE. AR IARSEFENEA) « EEFE JIRFAS,

B FXEGEMER, iEM Microsoft F& GPO BZ& K,
EIEENR

ZEERR, BTRMATIE

120


https://www.microsoft.com/zh-cn/download/details.aspx?id=56946

WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

1. TEigfEiEd, B8E EEER.
2. 71 EEBRKR mS+H

o & HENEE UEREZNATIHENNRE (TREERIXETEN) -
- % AFERE NEBEENATRAFPHNERE (TEtIERIWSHEN -

1. e, BEHEFR

T HENRE N AFRE S, EFE—MKEHITEE, ETUMUHAENSIRAEZ R KR, £
HIRMEF, RERFHINFHF, EALIERAERRE,

EEEIRE, BARERAC, —MREVARISZSITARET. RIEFAFVEAER, ZIRER
MR EHEAE. AR (XATEFEREA) « EF JIRFAS,

EXIEEMEER, iFM Microsoft TH GPO &£ XK,

SAER
BEERR .

¥ ADMX XfHRA WEM LUBFIRIRES, IBHAR zip XEFRRIFRE .adml XAEEERERRYE

o

([

RO LU ADMX XHSE A WEM LUBERENR. AE, BaUERXLEEREIE GPO, ESA
i, BERUTEE
1. EREER, PHERER,
2. TBERER PSP, BFBA
3. FSRIEE ADMX XHH zip X, HREMNREXHSZE 5B ERERIERNIZEAM
« “REAN BUEE Ao
o ‘B IIERH S AEREN
 BRUEER ., BEEraBEXREMAERIRN XEISE, FHEXERERLIENIE GPO
A28, B2, HEREIEXL GPO N, XEHSENEKX.
4, BEHEFHREN UFBREATIE
5. SeRlE, BT LOREE“EEER M S,
6. TELLAERENR, HBEEFTHRER.
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BXNAERSANRRXENER, BEAXME, FHLAERENN, BEZEUTER

« BIFR GPO EERRMRAHFF I S RTRIR MR X BXRIIRIE, ERAXERIRCIZNIE GPO £
i, B2, HIREEXLE GPO K, XEMIRENER.

‘%38 GPO
ERLE GPO, BEMUTHE ¢

1. 3% GPO, ARBHIREEPH%EE.
2. TEFRERF, FEBIIESR,

3. EHENEEY, RiEITENRE,

4. TREFEEDR, HIEAFRE.

5. EREF, EEEFHBER.

6. STRE, BRERTE.

xE:
R GPO BERECL AR, RETHEMXLRF,

P GPO I ER

BRI BB FEREREIER GPO M EE, MREEET IMRERM GPO —1%, AXFEHMER, 155
FEIE GPO K9 B,

& GPO
E& GPO, BRBUTSE !

1. %8 GPO, ARTERIF=PREL R
2. REZFR GPO RENETEMRY GPO EEETIERH GPO,

p=3— g

HeEAETEMRE, GPO MM IMKREHERE BT EMRRET L, EaJX
R DIFIRER GPO MIA—AEMKRIZE,

3. RABRAFAIED,
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4. FERER GPO RN BEE,
5. BT LU IR T pRIT A,

kR GPO
EfiiR GPO, BERTE, REERIEEDBEIMER

Pz

SN GPO EXECLARAF, NMFREREMXLERF,

BA{LESIRE

5 A S TUE _LFRE AT AR EES. A CESTEREERIST. EIR, EaE
BN ELERAMLERMAES. BREBHACES, BHRIFALES.

ECEIALES
1. EHACESEE TE L, HIMAES, KFHRS, AEEEEE
2. T EEWFLES WSP, BREUTKE, RAEEERE .
EEMT
- ‘BRLES . EREANYUFRESRER (B) 22EA (B WAES. NREAH, AEFFL
BiZES.

o ‘WIFEHR", EREEESTESZARIEER. SRR CESHIRT2RNREY, 4%
IER R R,

o IEEN, ERETAESIEEEN (USRI . BNRER, FRFE5aHIER, X
M : 1-60, EATBINAESIKERBN,. TN, FE5fea—EE1T, MMELEEMESS
7o

. ‘THkRR . ERETENERHARKEELES, ERHERE, ESEHERiERPH
FRB R IETT, ERIFRILEeET, BE R TEM ¢
o MNRMFARITENERTHAEZIEME, WREBESTES ZaHGHiEsnBhd X

2, BXAERTHAREAESHRENTEYR, BRANERATITENISBRSEME
&SR

- EBEESHIMASR. ERILRITUU TR
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o ERBESES XKML, BUEE, XEMABRRERPEFREIES.
o ERRERXETEATIESIARK SR,
o B AER. BBREIEMAS.

p=3 4K
RRIBIAMARR, 1FHREIAL SR,

EBHF

- NBREBLEHAES. ERETHSRERLHAES. BRE, ERINUTETREA
FRASHTERMAMANES. XFMNFAR, ERIUEFRERERRBRIER TEEHHA
LESHITH. ATESHAETA :

o BEL, T 123,

o PfF#. T . hello world o

o #§/R{H, True I False,

o FfFo T co

o FFXo. True T False,

o YHEEZFREL 7B 1.023,

- BHAFIBY{El, /"B YYYY-MM-DD HH:mm:ss o

o NHRRE, MABL®EL System.I0.FileInfo FEMRRFR, HIFFETE, REFEBECSE
MFERF: * 2 <>,

b=

o IMRZULUELE 20 M.
o RT“HX"IERNBEHIN, BINFERERIEN,

o PowerShell 2R3 2L, EREDSHRRIE, BHFRZBIEHE—H — NH
SNESBBMED AR, TF | LTFBHATM T PowerShell S 2R © -t
-ti M -title o EXMERT, BREERBHNEHRRIFHELUFESHMESH
X3 FHKo
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T

- BHXE, ERETERETSHENXE., NREH, NENESERNRSTESEEX
HRR. ARG, EAUERETEERHXHERS, MESiIHEAFPFERIRE X

- BHEZEHETR, ERETEERHXERATMZEF SREPEHEERELRS,
o BPHETRXBF, EELCFERERHETHNXET, BAIUBAZSNXERE, BES

fBo BAXEFG, 1% Enter #4, IRIEE, MWERBREFSER X BRFENRERN
AFTRHXFARNE MG PR E B

o RHERENREAICET, WAETREZREBTRRNENEMNRER. EMRELAHIARTF
& NET ENFREXFEIBE, ZiBES PCRE #8, BXFER, iB52i% Microsoft X
. <https://docs.microsoft.com/zh-cn/dotnet/standard/base-types/regular-

expression-language-quick-reference> o

o IEMIFRET, HARDEZEHETRARAIENRER,
o BEEKNE, EEABTRECTTEEER/NE,

o ERSTE, EEREREAZITIE, HP WM \$ ERSTHFXNERE, MAEE
NMaHABRRF KSR,

o (R BE, RERENERMLAH, BRABIEENRENEXPFERIESTE
Yo ftH@id (?<name> subexpression) EZEEROERMTIEF,

o BEALTXERAZTHTH. HEEEREETRFIEN LT XARI I HICET /)
M2 ERITE. <#HIE © 1-10,

o IREPRIAFTEVRARCEDT, ZFHIZERSPLSEMHAS, E2NEEE5E
NMFRANTCERRR. BRIEBEE D MEHE Citrix Cloud NEIEE. BRLED/S,
TEEN X RFEMN 4, “RHERXBF WREBFAZEREARR.

.« BRE,

o MEREETHEIRBIRERE. ZEREEESTESHAERIR, RS HERERHXXHR
BINEH 2 H.

EEHNALESHRE

EMACESIGENE L, RAMACES, £RES, ARERERRS. £X, SFEIR
M > /ENE, FHNELESEISESHEINRE WRE) . BPHERSUTEEEFANGE
Bo BXFARR, BEHEKRS.
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R AR
FEHI N AR R R IE S TURY B

R -

o« IRAEJLAER Citrix Studio 4RiEN AEFIKE, FAREAIMIER VUEMAppCmd.exe BYRTH1T
X{HE&E, VUEMAppCmd.exe HfR Workspace Environment Management fXI27E 2 5h
Citrix Virtual Apps and Desktops Z# N AR ZAITTRIFMELIE, BXIFAREE, BEENH
£/ Citrix Studio 4RiEN FAIEFIRIE.

o IEAILUMERTHASSHERY B Workspace Environment Management &€, {EEINEESER
Ko

R FRTERFTIR
NENAREFRFENTIR, ErRIUEREHR BRI ID X AFFHIMIER,

AN RTERF
1. £ LT CREFR AR 5o
2. EFENBAEF WNEEBERFRRARAER, AERRETHE"

FEEM
H

e

- &5, MARFREARNETSH, BRENRREFRTIRF.
- i, WFBRNERECIZASHETR, RFEEESR X ZRNMNINER.
- MAREREE, REAXEINNAERFER, U BLRENNBRER. XHIXH
. "URL"Z"StoreFront lE"Z—. RIBIEE, FEUTE :
o WB1T. BFIHITENERNEARTHRITSXHIERR, N RE AT TN SRR 50
AT HAT o
o TIEER. REARTEER. NREHNBRARITXY, FENEHER,
o B, NAREFNEREHEH.
o BifR. (XH/SFR) RFARZFFTFR BRSNS R o
o BR#EAT URL, (URL) ZIEERMBINAERFIRES A URL,
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o BZFAFEE URL, (StoreFront™ WAREE) S SEEMNRES NS EIHIEIRR StoreFront™
[ FREERY URL,

o MABERR. (StoreFront NFEE) StoreFront N AREERFEMNIREA RS EIHE
TR WA DR S I RIZ R R

"R -

ERIET StoreFront N AEENNAERF, BH4IREERNEE. 8XREENRE
UEENABIER RN, FHIL—DIEE, ZEESRTERARTER Citrix
Workspace™ app for Windows BB, <&, HHEMNARERREEO, HPER
T BT WEM BIBIEHI 8184 _EiB1THY Citrix Workspace app for Windows 102 E)8Y
B&ENAEFSIR,

« “FRRVREERM, ERT R REPIZNAREFRESANMUE, FINERT, FHRESN
iR eI,

JET

o ERER. RITENRRERXXAHNENNAREFRER—TER. RIABERT, KEFERN
RREFEHRITXHNER, BERILOERERERIET. BRI EESIEET.

o (NERBEIARER. TEFEFNET HD Eir.

- NBAEERS, ZTHINARERRESACEER. Z2HKN, IFEERNESRLEBEF, KBRS
WHIEE,

o PR, BUEH, RERMBIERAFETNREERREAR. RESRXBIr2EBRAETE—
EEE, ®RzBERATR, #FENRBFERESINBRER, MIsKE—&EEER, &
MBI BEFEATH, XEEEEEIEEEAGNAEFLTHIFRSHNG R, MEEE
SRR R FR A2 R A T3 TR

o BTRAM, REARNERAPIFERERATT.

- BR, RDEFEANBREE— T AERESINERER. ARXSOANE, FUUTEIHEA (F
) :Ctrl+Alt+S,

o HRERT, M FIRBISERL,
BRIKE

- BREDBERER. &FE, MRAABIIMFT NAREFREAN, REBEIERFNEHE
HelZell
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- SREIEMRGE. RITEEENAREFREANTAFR RELNBTUE, EURRNEIL
- BOEN. EHARFERR LRUR/ME. ERREREACEO .

- FEBBERSHETR. YRFEARENU U RNSTH, MRLAFPREFRSEZERAIEEE
AR5 E, RESMNZRERBNARERF. XEEEL T ERE RN ARER BRI RN E
EBNVARERREFREE.

« ERAPBEEXGRPLIBRESN. ERERF BRI RREIZENBREFREA .

ERNIMETF StoreFront BIEMNNBREFEZE, THNIREBERIVERE, UEREE WEM EEEZES
BitE# LM Citrix Workspace T2 for Windows BRI ERE RN FAERFYIR.

“Fro R
TR B R ERN AR RES VR R E R E,

RlFT. RIFTN BRI
B, 1ITA—1MES, DIFEERBTINARERRES ARE,
WiE. THANBAREFRERNS.

MBR. MIFRIERE RN AEFREANE R,

{8 Citrix Studio fRENFHEFISE

Workspace Environment Management (WEM) RIFIREEFIHTE, UHEZBRIRI6E,
VUEMAppCMD T & (VUEMAppCmd.exe) AJffifx WEM LIE7E Citrix Virtual Apps and Desktops
BEAMHNRNBRFENZEITRIFELIE, EATRIEBLZEXXHFEF | %ProgramFiles%

\Citrix\Workspace Environment Management Agent\VUEMAppCmd.exe o
AR
FTF 64 MHRERY, JBXA %ProgramFiles(x86)% o

BB LUE A Citrix Studio 4RiBNBEFIRE, SARNINIER VUEMAppCmd.exe BIRIH1TX
HRZE, Ak, BERBRUATSE :

1. SMEF Citrix Studio VM AREFIZE > iIB " T1H,

Citrix Studio I FBf2F1& & (/en-us/workspace-environment-management/2311/media/citrix-

studio-application-settings.png)
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2. MARZLRAFBRERG LAMNAEFRIERE,

o MALLTARZA | %ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd.exe o

3. WAMBITSELUEE BT ARNNARER.

. WALRLET VUEMAppCmd.exe EEINMARFHSEERKE, MEREOST, 55
WFIINE | IR PR I ST THEASE

o BE0, FBRIgEEEE VUEMAppCmd.exe E5) iexplore.exe, ERJLUBEH AU TAAR
SERLIEIEE ¢ "%ProgramFiles%\Internet Explorer\iexplore.exe" o

FTEDAN
BRI FE T EDH 0BRSS o

7 7T e
IS UEATIASHE ¥ B Workspace Environment Management $#1E, EEINREEIRA,

P TENHISI R

METEWRIRTIR, BEEM— D, ERIUERERIRIENAFTHRIZATE ID HikiT NS
Ko (BRI AERINEEX EBY~+S AN ITEIARSS 28 SAFTEINL.

ANNFTENA
1. EMETENFIRED+ L, BEHFFMN, HERBEEZEAKE, ARE LT ICREFEERM.
2. EHEMSITENE O R, RAFRFER, ARREHRRE.

=Bt
. ITENRERR, FTEISI R,

i, WWFRNEREBCIZATTET, RWEREES X ZRNMINER.

BRiEE. FTENHITEA PR R ETREE X

FTENNRTS. THUTHINIRERERER. AN, BEsReRAF, REBEHAZRIEE,
NERER. IFEIEER T ERITENBGE R,

BREE. UIRRERFINEE AR BEhEFRCEZITEN.
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HRIESEL, BRI FRAVIRERE, WTERIGERAHTENX M, FEIRBEIEE XML 1T
SIRNHRENEE (FEEAXMLITENSIREE) . RIERFEEY, SR XML XHEUERK
EANRHREASIBYFTENNL

SAITEDMN
1. YRS, BHSAMEITENARSSR
2. T MNPISITEHRRS RSN FEEFHARAER, ARREBE" -

=Bz
FTENBRSS 8R4 Fh. BEMF S AITENHAYFTENBRSS 25 AY % ho

ERAEAKE. RNBERT, SAERIFSITTEREH SR Windows tKFRYEHE, EFIEDTR]
NERBFTHIRS SRiEE A RBVEE.

PILEIXEh#R
e PRI AN OB

7
IZE LUERTIASHE kY B Workspace Environment Management 1#21E, EHINGEFEERA,

P48 IXzh AR5 &R
B MBENERTIR, ERIUEREHRLTIIE ID H W XARFRF B HIES Ko

AINMB IR E) 2R
1. A EFCEREFRB AR 5o
2. 1% FEMKZRzER WEELETFHRRARAESR, AERE BE,

FEHIEF
¥R, RhBRE TR, MWEIRENERSIERFPAR.

. tFERNERERIZASTETR, RIFEREES X ZRHNWINESR.
BRiR R, MLEIXchEsTE AP R AEATRIEEE.

MBI, VIIRNERREEAEEEM. BAN, BEENREAR, RBELAINE

Eo
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SERER. SUIFIEIEE B T E R MR 2R E R,
ERBHBRES. VIIRIERFES NAF BohERCIZEMEEER.
R EWEDER

BRIEEEL, B RIRRVIRIESEE, FNINIRGS AR BN ERo

EBIIKRD 8

PEHIERIIRTh R RIBRSY . FEIIEEDERZ Windows EERIIRTNEREL MS-DOS & &4, AT RAMX
R ARG R IR BN S o

77
IRE LUE RIS S REEY B Workspace Environment Management &1, fEEINAEEIR A,

EBIIRXEDERFIR
BRIE RMIEEENTIR, ERIUEAERRLINE ID fHiksIR,

AN D ECEBRERNEM TIERZNT

1. REEREHE S > 8F > BRIERE > ERIERRFIRETF, BHRN. HE, ARES
EEXE, ARNLETXCERERERE TN NS R FEERREEE & o

a. FEEMETF L, BARREERHERRS R ERIREDZIZEN EIREHER.
b. BRI HEREFEIIRH FEERIRENZRE .

2. RREEEFS > 2 > RO RET+F,

a. WEBNEDEELIRE3RABA A A,

b. EFRELIRTENEE, AEREATXK () #HITHE,

c. ERiMERNENRS EOF, EF LN True”, EFE—INKoRS, ARREH
E'. EHIRER TN AT E R E B EE .

DECFIRERE LB REER, BEARATEE BRILE > BHE > IRSSEB LT+ £H"SQL %
BERFERTEENE. IRFE, BRITUA TS BUEDECIEIEY,

1. %I EEEH S > €8 > AF > SutEREN+F, ARRERIF.
2. ARBHNE, ARELTXEREREZRBIH Workspace R,
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TR

“CHEMIETF
&, B ETRN, SEEELREERTIRPERHN—F,

. RIFIEIEER X BRI EHMER. ERNEREBHEIZERNSFHTET.
BtREEE. BAREMIKENERTE R PR R AT R,

ERIRzNEBRRE. RELRREEALEER. ZAN, MEERESESAF, ABEFAS
EE,

REAEERER. DIFEEERSRAEREN TR,
“EIN " E R

BESEEL, BRI IRAVIR(EAEL,

AR

EEREMRIBI LI,

77
IS LUEBTIAShERY B Workspace Environment Management 121, {EEINEEER K,

AMRENR
WEEIMRIGIR, ErRIUERER BRI ID HHNXAEF R HHLETIR.

ARIERRIN
1. R LT XERERB AR NS,
2. EEEMRENEELET FHRRARAESR, ARREHEE.

=B
. AMKRBEREIN, MERRITIRPAR.

i, FERNERECIEEDSTETR, DIFEHEES X B RIMINER,

AMRERT. VHIMKRIZERERER. £AG, IEEDKLAR, REBERIAETE,

132



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

BIRRER, HOIEIMRINAIMRAIE, Workspace Environment Management R AERIZE X &1
PEMRI, HETEEERIEMNLE %ComputerName%\HKEY CURRENT_USER - X2 Bz
FERAY,

Bi5a5. IMERENSTT. EREREEIMES (B0, NoNtSecurity)
BIREE, FOERAEMRITAVAEE,
BirE. FMERMEIZEFNE (a0, 03X C:\Program Files)

{GET—R. ZRIAER T, Workspace Environment Management™ S7E A IBE KRBT 61251 A
RN, AL & EHER]E Workspace Environment Management 1% 7E B R R ETES QI 2 — AR
I, MAREESXRIFEELE, XSMRAIBRFIE, LHRENBFOE T FZIMERN
B,

BRIESEEL, IR IRRVIR(EEEL,

SAFEMTRHGF

B LU E MR A 3R A R I 1T Bl HEIhEE R LU TERS :

« ©f¥3Z#F HKEY_CURRENT_USER THRUEMFRE. FEREMIRININGE, EREEDED
HKEY_CURRENT_USER TFHIEMERIGE,

« EA%#F REG_BINARY #1 REG_MULTI_Sz ZERHIIMRE.

Bt X LR, BINEEAARBISETHISAEMRXFETR EMEX A S AR WEM, B X
FHAMER, BERNEIMEXHFALRKILE,

BEIANEMERXM, FHRITUATRE !

1. EEEESaT, HIRE > TMRA

2. EINRERH, BESAZEMRNMG

3. EMEMRXHSAEOF, HEBSEMRIME,

4. BEABMUIFRIEREMR . AERITRE, HEREMRIEETIR,
5. ERESANIMRIZE, AERELESAFERABTUABSATE,

6. BHAERE,

7Bzt

AMBRXHR. FME reg XEHBH TG, KFRZEIER. reg XHAZTES AT
WEM FRGEMRIZE, reg XIFBAMNREA T BSFAREMFRIKERN TEIFIRRER.
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A, 1 reg Xt, ARETEZXAHLSHEMKRIRETIR.

AMRETR, FIHES AN reg XEAZRIFAEIMERE,

BRASANTR. MIRER, WHSANEMERITFIALTRERARS.
ASANTEBIFARMEISR, NRiER, WALRASSARNREEMERIERIFANGIZ (B
g0, “XP ONLY"8¢finance”) o XEHHEIAERAAMIRAIF BT RN,

p=3 g

BSTESARGIERRD, NREWN .reg XHEAELNEREMRD (A0VEMRRET]
K'FFR) , BEREP—TIHITEA. MRESAHMI, BESLEN.

HRTE

EFIIFIET EMEIEE,
7N
IEELUER 5SS HE # B Workspace Environment Management 21F, fEEIHEEER A,

HIRTENIR
MAEMRREMIIR, EAIUERER AT ID #XXAFR B ks &Ko

ANFIRTE
1. ERA LT CREFR AR5,
2. EFEFREE WNEEENFHRAFAER, ARRETHE"

FEAIEM
2. TEMETREH, SIFREESRHEBTRNBIMER,

i, WFERNERERIZASTETR, RIFEREES X ZRHNMINER.
MRTERS, VIINETERERAEEEM. £AKN, BEENKLRAF, REEFRAEE,
TEXW. METENINEERT.

TEE, MRTEE,
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HRIESEL, BRI FRAYZEE,
AT

|

ImOHEEIF R F i COM F LPT imOBREt, EEr]LUER Citrix Studio SRESEFHE COM i [OF]
LPT IO BohiEE. EXIFAER, BEEREOEERERKRIZE,

SNRIEE RO ThEEFhIZRIE MmO RIBREY, 15I2(ETE Citrix Studio FEAE F ik COM IHOEE
[MEE s LPT inAEERKE, FAINERT, COM imOEERM LPT inOEEMERLER,
"R -

ISR LUER A S EERY B Workspace Environment Management $&1E, fEEINAEER A,

iREA5R
MAEHORYIR. ERIUEREHR LI ID fHiEdIxR,

AR NNwE
1. N ETEBAEERE AR,
2. EFEEOEFEEMFPRAFAEE, AREEHEE"

=Bz
&, IHONERS, WMisA5ERFBFR.

i, (NERESIEMSHTER, RFEEER X B RIWMES.

WORS. VitmORERAEEREM. 2AN, BMEENESLBR, RIEEARLIEE,
mO%F5. s RITIEER R,

wOBMR. Bintwo

ET
BRIESEEL, IR IRRVIR(EEEL,

g0, EALERINT A B ERIRE !

o BEORM  EFECoM3:”
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o BEOB4F : A \\Client\COM3: :

ES New Port

[ General l
Display

MName:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Paort name:

COM3: |

Port target:

| \iClient\COM3: |

Actions

Ini X
e Lini SCHHRIERVEIEE, AU IRIESR ini XXM,

77
IEAI LUEATIASHE ¥ B Workspace Environment Management $#1F, EEINAEEIR A,

Ini XTI
WA ini XEHRIERNTIR. ERIUERERIRIER I ID HIXAF T HIHESIR,

ZRN ini SXFRME
1. ERALETXEREFHRIND S,
2. TEFE Ini XHREXZEENEPHAFAEE, ARBETHE.
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TR
2FRo ini KR ETRB, NEEIni XHRIETXRHERBVARE,

i, WFERNERERIZASTETR, RIFEEES X ZRNMINER.

Jini XHRERES, U ini XHHREREREERA. AN, BMENRLAF, ABHARLE

Eo
BREEE, XIEET .ini XHWUE, ZXARIRIEETR P FRRRBEITEITIES,
BART. XIEE 7 HIRIEAREXIRY ini XEHRIB DT, MRBEAFENT, NWREIEZT,
BirERM. XEERERNNENSET.

BirfE. XEE TEAS

fGB1T—X, ZRANER T, Workspace Environment Management™ & 7ERIEERRIFTBSHIT .ini
X 1E, AEIHERIE Workspace Environment Management (X {T—Xi2{E, MAEEEXR
FETERRIT. XRMRAERIFERE, LHREENARPOERT TS ini XHREN,

B, BRI IRRVIR(EAEEL,

HNERESS

ZHINEMESIIT. AEESSIESTHANNARER, fileeREBENERETelIFrErE
NiEF. & BAMEIATIE  .wbs 1 .cmd A,

EENSNERIESSTIRE, SR LB EMISEITARMESS . XiF AU ER R EERF R,
"R -

1REIUfE R shA&5hE i B Workspace Environment Management #2E, {EEINAEERA,

HNEBESTIR
MBENES TR, EIUFERERRIFILIZTR.

ARMANERES
1. R EFXCEREFRB AR 5o
2. EFEANBES WNEEERFPRAFAGER, ARRETHE"
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TR

Description:
| |
Target
Path:
| | prBrowse, ..o
Arguments:

External Task State

|Enabled - |

Options
Run Hidden Fun Once Execution Order: D

Wait for Task Completion Wit Timeout: IEI

Actions

|| 0K || || Cancel ||

AR, DITFEEENBESHETRRM, ZBRIFERENTESIIRS,
i, RIFIEIEER X AEBESHEMER,
B, RITTIEENSESHRE. ZREERAAIEDENT. BHE

o EEIRIEENBESAEEN 3
- REENEESITZESHENER,

B8, DWTHEERHERIEEE, EAIURA—INF T H. RFTHRAFTEL L BITHA
NRAEFNEE. B X ERBRENSHRFRIVRA, BERNSES T,

NEESIRE. EHNBESEERERER. BAN, EESESESLRAR, ABEASAE
ZES.
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BRRETT. RER, ESREREEET, FETERRABFET.

BT, AREFR, WEM FRBITRES, TREEMEARRET £ LSRR, b
REZEEHEE. MINERT, ETLTFERRS.

WITIRRE. RFEEESMMESHETIRE. HEEEMSOERAERAF, FEEP—LEESEKH
FHMESFREMINETTH, WEMRBER. FRINERT, BER 0. HITIMFEN 0 (8) KES
BET, ARREN 109ES, ARREN 2 NES, KILEH,

FHESTH. TIFTREERESFFHES AN E, FRINERT, FRAEREN 30 ¥

HBRIEE, RN ERESBIIRIESEEL,

E3 New External Task

s o |

User Session

Refresh (7] Logon (7] Lock (7]
Reconnect & Logoff e Unlodk e
Disconnect &

User Process

Run when processes start 9

[7] Run when processes end (7]

Actions

|| QK || || Cancel ||

RARRIEMA SR INERIFERUTRIEEHEENNBESHIARL SR

- BlFT. ZHIAARFRENZSEITARES. FINERT, EILTFERRS.
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o EFERE, 5 AP ENEEIETREMNTEVNESSTABES. ABERT, IhiEmat
FiEPIRES. 1R WEM RIBLEEYIE Windows 1&& £, NIETAE A,

- BR, ZERIARERNESTITAMES. AIAMERT, R TFERIRES.

« A, EFIAPIHEREDTTINNES. RIE Citrix BRPERIRSEEEST, SNIETARE
ER. BIABRT, IEBARER,

o WIFFERE, EH AP ASTTRERTT BB A ERNESTITAES. RIABRT, ETR
P,

o B, ZEFHAFRNESTRENTENNEESITARES. RIABERT, HEDRER,
o BB, 25 SAFESTAENTTENNERSITANES. RIAMERT, HEDRER,

DI

fERETFERE. SUEMMAEIIETES, HERUATRS

XLEETAYSCIE T Windows E, ERLEIFER, XEEMAEL AR T(E, fi0, =F
i51T Windows 10 Z{ Windows 11 2&1% VDA WEEH, KA EEENAEER, 1EXEBE
T,  (FltpsEdt, HOIWRIRERBIE"S )

o BINEXE®ENE Ul REB—kfER. RRBEZ .
o HITXEETNS CMD RIE—EEAN, SEREMENEHR, RIEBEMaTRPIFERE
fl, L ENESEEIBITo
o CMD REBEHAESIRP O EAREEIT.
P #EZAA R, WIEERIFERA P HIZEBANSESHARARR. F£ALLTIEE, ErIUE XN

ERMESS, FENEREHIZSTIHRERR, AEHRESRNAEXER R, SEERICEHENL
EBNEMESALL, ERHEEANNEBESHARR S e ARSI EIRA A IR,

o IEFERALITIEEZRI, BRITEEHEU T REME :
o WEM RIBU Ul B B EhHi517.
- BENHESERAFPER—BFRIEHEIT.

o NEERENNBESRER, BSLEBHRLE > il > B EN EH -+ LiEE BRAE
shRIFT

- HERBRIET. EHEEEHERMNESTITHEES.
- HBRERIET, EHEREEHEERNESTITHEES.

z
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R

E RIS, WEM RESERFPEXEHEINEIE— 1% Ccitrix WEM Agent Logoff.log HY
HEXH, ZBEXHFMUTRFPHNEREXHIEXHFEF, WEM RESEAFRFSXFHERHEREA
HEXMH, XEEEFTEEMMEESASBESHE X B9aH,

NEBESTH
JFFHIA (a0 PowerShell BIZ)

« MRXHRBEMMARITERAAZTER

o EBEFERP, BAUTARE: C:
\Windows\System32\WindowsPowerShell\vl.0\powershell.exe o

o I BEUFERH, BEALTAZA | Cc:\<folder path>\<script name>.ps1 o

59, ERUERT BRE FRPEAMAHFAIEE, FI40: c:\<folder path>\<script
name>.psl o B FRYP, REFTEREESH. BR, WAXHETITEREREMZFTT
FEURATRAPIFEPEBER AR XK. BXXHEEXBENER, BRI XK,

« NRXHRBEIHRALITAZTER !

o BB FRP, BAUTAR : c:
\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe o

o IEBEUFERT, BALUTHE | -file C:\<folder path>\<script name>.psi o
MFNATER (40 iexplore.exe)

o E'BBFERF, BALUTRZA © C:\Program Files\"Internet Explorer"\iexplore.exe

o

o EBUFEH, BAZITHRIMLEAY URL ¢ https://docs.citrix.com/ o

X RGHRF
PRI SC1 SEASC 1 5 40P P B S5

R’ -

IS USRS S K3 B Workspace Environment Management $&E, EEINREERA,
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X RGHRIEIIR
WA XN FIRIERTIR, ERILUEREHRIEGTE ID XX AT 1T B kT Ro

AN RGHRIF
1. ERA ETFCREFRB RIS,
2. EFEXGRFBRFEWNEEETFPRAFARER, ARREHE"

F AR
AR, XA FRERNETRBIR, WFIRFFAR.

i, RIFEEER X HRHMMER. LFERNERENCERNTHET.

XURGRIERE. ZRNHRFIREEEAERER. BAN, EENRLAF, ABHAR
RIEE,

R, 28 SRR SRR,
BiRiEE. 28 IR R B IR,

MREFENBERBIR. ERXGIXAREFEESESEEMUETERREATHNIE XXM
*, NRBIRIET, HEBMMIEEFERBXAHXHR, WAR & FIREMAIH.

fGB1T—X, ERANERT, Workspace Environment Management™ SR IB&E X R EFHIHEITXHE
RGIRME, AR ILIETATE Workspace Environment Management {SGE1T—/Ri&1E, MASESNRK
RIFTBTERETT. XRMRAERIFTIRE, FHREENARP DR T T2 XHRFIRIEN,

BEER, R e IR ERVEE | §). PR, Bxh. EMBUTSEHETIRE. WTH
SHEESE, FEEN Windows FEF#ES SeCreateSymbolicLinkPrivilege #NBE, UfdiFeliE
FS5EE,

BTG, BAERERSTITIRG, RIFREREEEMIBEZAIGIT. BITIRFEN O (F) HUERE
B T, ARREN 1 0RME, EEREN 2 BRI, MKIEb3EH,

AP DSN
I FI Y DSN HIOIEE,

"R -

IS LU RIS ShERY B Workspace Environment Management 121, {EEINEEER A,
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FIF DSN %%
HBERAF DSN B7&R, ERILUER B BT ID 3 XAF A BB IHETRo

ZMINFF DSN
1. ERA ETFCREFRB RIS,
2. FEFEAF DSN'MEIERIFHAAFAREE, ARREHWE

FERFIEH
%, AP DSN WER%TN, EREHRP DSN F&RH,

g, WFERNERECIZASTETR, AFTEER XX FENMMNER.

FAF DSN &, Y- DSN BEEREERA. BAEN, BEDESLBF, ABEAILEE,
DSN %#5. FiF DSN RYINREFF.

IXzhiZRF. DSN E=ptERF. B, X5z SQL Server DSNo

BRS88%FF. FAF DSN E#RIM SQL Server I,

BUERET. FAF DSN E#ZINH SQL BB BT,

FERRERREEE. T TIEE R T EEDIRS SR ENEE,

BET—X, BRIAER T, Workspace Environment Management™ S 1EIEE KRR EHE IZE— A
F? DSN, 4)%ItbHER] 8 Workspace Environment Management X8I —XFBAF DSN, MARES
RRIFEER QIR XSMMRRERIFNIRE, R ENBF 2 7 #% DSN B,

BEER, I RTRAISESEE,
X X B
BEERT .

TECENX LR XBXRBMMARMIAXRE. B2, SEITHERNNXAN, AgNaE
RYRAREINEFT AL ? " B0, RREEFE—TNARFRITFEX . BHHEE" X 7
ZEO, MREFNEBREIRLCNED, BHRITUTIRE | THARREER, ARER
FEREREHMNAER SR (GTENEE > BEER > Windows A > XHEHFE
B o

143
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PERTE R PR RSB X BXo

7
IS LUEBTIAShERY B Workspace Environment Management 121, EEINAEER A,

X R BTz
WA XSz, SRR ER R/ ID fHiks R,

AN X Bx
1. R E TGRS,
2. EHEXHXBEWEEENFRRAFAREE, ARBLHEE"

. XHXBIETRRM, BREXHXEIERP,
o, FRNERELIZMNSHET, RTFERES X B RIHINER,

X XBERE. X XBEZ2 ERREREEA . BAN, EENRLAR, ABHARL
EBE,

XU BB, BT AEE XENYT Bo. MRMNIIRFPEEHYT B%, WProgID"FRE
BT (MIRXAREEETSTEERZFIaNHENL) . BUANERRBAT BR. B2, X
TRREEREK, BLTERBAYT B, BXIFAESE, BB 5EE XK.

ProglD. 5N FAT#ERF (COM) X BXHEERIRIRTT. JEMTIRPIZEXHT BAE, WESB5hE
Fto IBHWAIAEREREA ProglD. BERIMBLRNATZREH ProglD, FIUfER OLE/COM MREEF
8% (oleview.exe), HTE“XWRFK/Ole 1.0 WR"HEH. B X ProglD HNIFHER, BESREFITIRR
(ProgID)o

HE. DITIEFIRIERE | $THF. RIBEETHI

B ARERF. RAFEEERTIHXHT BRI HRITX . BRATRITXHNTERZR, fiu,
FFF UltraEdit XAZR%E25 © C:\Program Files\IDM Computer
Solutions\UltrakEdit\uedit64.exe

N, RWFEHEERS FTHRITXX M XEXRVRIESERL, flin :

o IFITFHIRME, BA “%1” o
o XFFITENRME, A /p"%1" o
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IREARIMRIE. T X BXRDIRENZXAT BRBEINME.
BE, R XHXBREEESIEET RANEMIE XK.

BT, BINERT, Workspace Environment Management™ (WEM) £ IEB&E R EFH IS4 6
B— N X B RO — R M eI H X BX, MARTERRIFEECIE, XSmMRRE
RIFTEE, LEHEEENBFRDE T TS XH X BB,

HRESEL, HdIbFIRRVIR(EAEEL,

BlaN, BRSAR (txt) XERMFROXAER X, UWERFTUERTAENER (Lt
iexplore.exe) BIEHFTHNANXH, BFEMUA TSR,

1. EEEEHEE \> 80E > XX > XEXBRAURERNF L, SEFRM.

2. 7 New File Association B9, BAEE, AFEd OK,
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EX new Fle Assocation

I General _

Display
Mame:
| File association example |
Description:

File Association State

| Enabled -

File Association Settings

File extension: Progld:

b [ |

Action:

| open A\ |
Target application:

|C:‘|,F‘mgram Files (x8&)\Internet Explnrer‘l,iE| || Browse...
Comrmand:

"% 1" |
Set as Default Action; Overwrite Run Once

Actions
|| Ok || || Cancel

o XfEXRBIKE. %5 Enabled,
° x#l:;rﬁ%o %E)\qu:?rﬁ%o E.IHSH_TWJEP; %E/-\ Xto
° ﬁ«ﬁo ﬁi% Openo

- BRI AERF. 2EEHRUASMBEANATRITXHE (exe XH) o FIRAFIF, KL
F C:\Program Files (x86)\Internet Explorer X432 H187 iexplore.exe,

o IR, BAWLHAERANE IS %l 1EiEER,
o EFIGBAERINEE,

3. RIEEZFES > DE > #RIEDEETF.
4. MHEEDECIRFRIBR AR A,
5. ®REEEEFS > BE > 8 > KHMERET+, ARRERIF.

146
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6. ARBHNE, ARELTXERETEZRBIH Workspace R,
7. BRAETHENTEN (BRWFR) , UIESIEBNXHEEXKESER.

LR, REBERZLBPIMERNEYT BSA txt B9XH, ZXXHFBRH7E Internet Explorer
T

A

5385 X BX

WEM 3z #5790 T3 B3 25 6138 X Bk
o BHUNIYEER
« AN
- BEXAA

|E %25

M#R Edge

Microsoft Edge EF Chromium B33 53288

BN 2R X XY, BIEEU TR ¢

s BXHTBRFERT, A http 3 https o
« E'ProgID’FE&H, RIFBENERBAUTRE (K9OANE)

o 5&FTF Google Chrome BJ ChromeHTML
o JEFTF Firefox BY firefox

o Opera /J OperaStable

o S&AT Internet Explorer (IE) B9 1E

o S&FT Microsoft Edge BY edge

o S&FTF Microsoft Edge Chromium B9 edge 5 MSEdgeHTM

EFF{LARIRTT (ProgiD)
EABREEEUTFE | BF. ‘BRNARER e’ RELEIRMHIERDN ProglD, FLAIIX
FhXLFEREZE, TESIETEBNARERED ProgD :

o Pa5e T E4F%)1%85 DC . AcroExch.Document.DC
[0

 Opera i¥|%i25: OperaStable

« Google Chrome JI%i28: ChromeHTML
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- HEXFINYEER ¢ htmlfile

- BEFIR: textfile

- IBEA: txtfile

%X Word 2016: word.Document .12

* %X PowerPoint 2016: PowerPoint.Show.12
o 3K Excel 2016: Excel.Sheet.12

o {#3X Visio 2016: Vvisio.Drawing.15

o {#ZX Publisher 2016 : Publisher.Document .16
BE, BYIEEUTFE (BF. BisBERMNGS) , WX

o IBEERMEIEHR ProglD,

- BARNARERF (B0, UlraEdit XAYRIES) EREIRERRETIMRTIMEBSH
ProglID,

e
fhitercl S MMM, PSR ERHLAR (DERIEFE) . EHREDELRAP 2R, 1B%
REMNFNZRF.

A
MRS MR, EAIUERMNRE AR R T R

iiprincz WU EIES

WEMNNGIR, EOIUERERHRGIE ID 73 XAFRBFIETIR
NI RR R

1. fEA L FCREP RGBS,

2. 1R NSRRI HEER R A AE R,

3. MERUMNPRENZEMNTTATREHE BERE TR,

4. BE WBE,

FRAMRY
B, MM STRH, MRMFIRFFR.

i, FERNERERIZASTETR, RIFEREES X MNBEMESR.
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AR, RN EREEER. BAKN, BEENER, REEASAIBEALINA
1%,

ATASM. XEBRIAMNEIMNAYmESRMT. 5 | “BRAREhiEssFEZUTRIANER :
YYYY/MM/DD HH:mm

ZNMEAUESS () 2R, SCEAUREFFDR. HisER—HERHE N E ZERSEEN, B
AN E S EEER RIS, FE0 : 1969/12/31 09:00-1969/12/31 17:00

EBEEERY, XE2ERNBIFN PSRN,
= g

XEEMHE AND i54A), AR ORIEA. AIMZ MM, FrARMGEOIMARE, Mikisd
SRMANEMEK.

E S
RERBENRER, RMFERBREEAMER THARSRARA,

Tk aRR IR
MERMGTIR, ERILER B RIENAFF BB/ ID fHiksR.

ANk
1. R ETFXCERERB AR 5o
2. EFEMERFE WEFEETNFHRAFAGE, RRBEEHE.

F RIS

B, REBNERS, BRERMTIRMAN IR/ HRERS o

i, FERNERECIEZEDSTETR, DTFEREES X RAMINER,

TERRRARE. RThiEsREERAEEER. BAR, EAREREINEIR/ HIEESH.

TR SR AR, EEANTMERIAMEE, BFEAMERKMS. IR | €A BENE RN
Fia &

BB, XERZSTRUENFEIRE. BBATHESRRET.
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p=3 4K
WA P #uAERY, AILUERE SR it EE,

If you specify a range, both bounds must be specified in full. Use the dash character (-) to
separate IP range bounds (for example 192.168.10.1-192.168.10.5). Separate multiple
ranges or addresses using the semicolon character (;) . For example,
192.168.10.1-192.168.10.5;192.168.10.8-192.168.10;192.168.10.17 is a valid value which

includes the ranges .1-.5 and .8-.10, plus the individual address .17.

Hc
2 -

TEHRENRARP ZH, BRATEIRFHRTUTSE

ECEBAF, 15505 Active Directory MRFHIAF,
ENXNEM, BB,
TE X TEERN , EEFEFN,

BCiER(F, Lbibsd,

ERDECERIFRIMHARER, XEETUBRAFERAN—E7.

BRIEDES

AR
XEEERENAFMATIR (G550 Active Directory MRFRIABF) o WERAFRHALUETR D AR
B, ERAERELIIE ID jhikdxK.

"R -
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737 81t 79 Active Directory FRIFRE BB P D ECIR1E, 1B{ER “Everyone”BAIAAE R D ECIR 1o
1R ERLe Everyone BUAAMNIRER TR N AR NREEERSTHNERBRELATFLE
To B0, TERF actionl S EC4A“Everyone’ RIS, EulgE= &I actionl RERELERE
EiEIm& Lo

ey v
IFIERHREN A REN AR A, EREHRBII ID jHikdIR,

AR, BRAIHEDECLS AP SRR,

WEE MR R LT RHAUNEHNEBCEDE . SEDEREN, RARRREEZE—THRN
A EHITIBER .

ESE. RRESRALAARANRIE. CTURFE ML LETRE (LRRFWES
B, BIATEN. BaHBSH)

RS TR P14

EARES, RERARA. REITT SRR
AR, EE—MRE, AEREETX () il

AR TITED, HE— AR AN, RELEBRE

A BHRTIRD, TSR R R TSR ERMIES R,

=

N

w

IS

p=—

EEBEEBIFF MR AR, BHRNAREFRESNEFET HRREXHEF, 0
RAHE, 1BFENE R SIBF IR %,

fgn, RKEDE T —TNEHEEANERE. T EDEYIRT, RET BRIEEED, 7
BRINKENER. MRERBRAENERABMED, WIAFABHERXTHNEAERIE
Y, i2EAX (VDA LHAMIZER) REMER (HRETHAMBE, KIEEAZBHE
&)

BERT

“BRFBRAS XETAERAPHRZEE (ERERTAH -
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F RN
“BRIFEERBIRAF . ERRHAEFBIKS B,

“BRARIE, DECLLRF AP FBARERE,

‘AR, APFEBRA.

R

Workspace Environment Management™ RZMAL ZIEUATAR :

- CPU B2

- RFERE
110 B

o BRREH
Citrix f{t88

XERESEREAEIN LNFRERR, SlNEBTRERKNZFRIBTREMNARER. X
AT LB TR —RS B L[ ESAP KRR AP EE,

BARARFAMACRERETHENN, FERTRERARIE, BHBRMIEUAR IR0, XEKE
HEMNHETHAR ANRIERMA CPU IBERIFEY, ZEMHNWAR AZR. HAF B EiAE
—#iEN, HRRMITHXERAF B RIEFBHIZMKL 2R E,

CPU B3

XERBERNEERI CPU AR,

CPU EEigE

IR UERFE %O 51T, HuUBEFEREEZH CPU, £ Workspace Environment
Management™ (WEM) #1, CPU BIBIGEBIFEREHIE NMEEILUERAR CPU B2, CPU IEE
RIPHIEEERERA CPU FRAEX, EEEBIRGGHAES CPU FRAEMNHFERAD M BFE
ORI,

B CPU BERIFE, MNRHIZATHEERE, WEM RTE—EEA B hFHEZERZLTR.
e, SERMFNARERFN, ENRNAREETRARRENHE, RARBREFIRET.

CPU IBERIPRRERIRCES NHIE, MR FHRHEIEENFRFNEIRNEBIIEENE
FARE, HEARRIUAEE, EEENEGE, #1280 CPU AR E BIELRINE. #EFR
W R 5 CPU BRBIRE, REEMALZFE,
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REYEMHEENED— LB IHEN, FREK CPU IBERIF, RAIEN, BIES CPUHE
HEIIEERE, REEVE—HELMBIRE, SNFRAtA CPU IEERP, B2, Hizi#
fELFIf%E CPU IRERIPE, MRERA T BASEE CPU ML XM, NE—H#HZMNFHIGIFEIT
(CPU) fiifko

BENEHIZMA CPU IBERIFE, ZEFHHIRBREAENAMBIEER, AESERERED
RAPIARLSEMNH. XERETRT userl FRFTEHIZER CPU UIEARZRM user2 BYE—#HIZRITT .

80, 402 Internet Explorer Y& &5 50-60% BY CPU, ERJLUER CPU IB{ERIP(NET X ARLE
BERD VDA M4EERY iexplore.exe 326, (#BLb=2 T, CPU RSN FRAE#HE, )

HINBNEZEIRAERENE, MAEESEMENREE, BFAEMERTF— VDA HEMA
Fo

CPU IR}
=

o UATFEEHRHCPU FRARETYIERELN PN ZIELIESR" . CPU FMEMLOEH
MA—MIZIELIERR, 5 Windows FWAMEAAERE. Flwl, —8E2F—1 6 &% CPU B4
ENHIANES 12 NBEAER (BAERARKEZOHENSE . — 82581
CPU (81 12 %) HYIENIESR 96 MZiEIESR. ICE T 4 &% CPU NERINES
8 MIZIEAIEER,

- FEFERTFELN. flf0, RIEEE—EEF 81 CPU (B 121, 96 MZIEALE
28) BN, ZROENZRIE OS VDA Edll. BTELWNEE T 4 % CPU (81
BIEAIERR) o ERBITEELV AL CPU IBERIPHEEERAE -0, 15FRE
CPU #UMERRIZE N 4 (EBIWIEIELRIERRN—F) , TAE 48 (MIENIBELIERRN
—3) o

BR CPU IBERIP. MRHZE—RIEIAN (EREIRFREIFRTIEE) BIEEN CPU
fEAEAEDLL, NE—REEA (ERRNTREEFRFIEE) BHEE CPU LR,

- BEbPSLE CPU IE(E, FERALIEINA] BafEERE CPU S EAFHIZN CPU &R, LIRTMAIRE
BIEAMESE (CPU D) MEEBDhTEAA CPU IBERIPHEE. F0, RIgE 4 Ml
ERILETS, NREK CPU FERAXRET 23%, N HABIE 15% Bk CPU FRIHIZN
CPU AR 2B, [, 8 MIODHBERT, MREME CPU FEAKET 11%, ML
FA#8d 8% CPU HIFRIH#TEN CPU LRk HRNEE,
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- BEX CPU IEERIF, RIFEBENX CPU BERIFHIRE,

o CPU fERARMRHI, TAHELFIMIULEIN CPU FEAKRE DL, FaEfA CPU IEER
P. WRFITEARS SBRNFIEEIENIER LRER/M, HIZLF-HZEMBE, EHE CPU
IEEFRIPALA R, A—#HEMNZ DL CPU ERAEE D LEAEM. NRHFZLEIM
FKRBILEERS], MAR=fbA CPU IEERP, B0, ERSE: VDA £, EENHARIETR,
RIZBITZ iexplore.exe KB, B NERHITE—ERBIEINATILT 35% BY CPU ERAXRIEE,
tERFTEER, iexplore.exe FHEUHFES B DL CPU AKX, B2, MRIEENF CPU FEAX
PREIIZE N 35% HEK, TUKZEFAREE CPU IEERF,

o PREBISRAFR[El, HIZAHET CPU EAXRRFINIERKE, Z/EHE CPU LAY RfFK,
o ZRRLITARETIE, FHIZRY CPU R ERNEEKE, ELtitEfE, MARFIRE 9
Tz—:
o FNRAKRTECPU LI AT+ HIEEHIZM AR BREREF BAEEE CPU AL EDT, M
NEINEF (EF) -

o YRTE‘CPU RELRETF LIEE T HEM AL, MARELS, TILREEET BH
E8E CPU 1L,

o IRIEHIZIT RMERFENELT, HNRKIECPU I AT £ HIEEHIZ LR B IER
T EREEEE CcPU fi{biEm, NSHIXMER, #iEfA CPU IBEFRIPEIIIER
=, H CPU R FIIE,

B CPU RIMERRIRG, Frita CPU IBERIFHZRFINITEN LIEEHRERZEL IR,
BA LR XSEERANBE, Hb X BR0OSH, MNREBANEHAT X, WEM RIAHREHIZ
BYERATHFERSIA Xo

- BBl CPU BMERR, 1EEMA CPU IRERIFRHZFAIREIFIZEMIERHME, W TRER
M, ERANERRFHARREIANEDNFNZELESBE, MASEEYIERFPREELE
B E

EREHE CPU ik, BAE, RIESBEMIAR CPU IBERPIEEN CPU 5% ELM
% CPU I ERPHIFZEB I 2R AT LITHE RSB CPU 5%, WIE, WEM
FRMLUTFRIGEIRIIT CPU 1L

. ESEER

. REZRIRE

. Rt

. BEETE

* LSASS
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* Windows #J#a{t i1z

- AR5

- BPIRRSERTITHFRR

- BMREERE

« MsMpEng

* NisSrv

« NETETTHHRLILARSS

« VMware DRI E
BRE 0 filt. BRE, KESERMILMEA CPU IBERIFAIHIZER 110 AR, EEME
CPU IRERIFIVHIZTE BB R W D ECLL IE BT TRIHIZEER 1/0 K5k R.

HEBRIEEHTE. EMABRT, WEM CPU BIESHIBRPIERE IBY Citrix F1 Windows &/ ORSS #
12, B2, EAILUERILETNE D AT %R (Fla0 notepad.exe) M CPU IE{ERIFBIHERRS
RAPFMAMEREIE. BF, PHRBSHESHHERR.

"R -

o ATHIEHREEAESBRIEPEE 110, BRI UABREHIZEIKERFRSHE /0 L7t
&, BB BIE,

o HFHIEAA CPU IRERIFE#IE CPU L7t ARFER, WEM X[ E#HIZM CPU Lk
BN RIER—FES. EEHHENNAERNRS BHE THWEM RIBRSH, &
#“Initializing process limitation thread for process’,

CPU IE{E{RIFIEI
TR FE LU0 3L CPU IE{ERIP

- BIZIBALE CPU IE{E, fEAIEALIAEERS CPU AR (BXF21 CPU D) Bl
90% E##2 CPU AEX (EXFHE CPU D) BT 80% BT CPU IEERIF,
« BEX CPU IBERIF. IFEBENX CPU IBERIFHIZE,
o CPU fERPRS, EH#HELHIMIEEIR CPU (EAABE DL, FHEMA CPU IBERIF, LIt

FREITEARSS 2 PR BEIZIEAESETEL2R/M, HIREF-HZWE, ZRIEET CPU D
ERSEEERS, BEAENTEN CPU BRI EFREE,
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p=3_

o TIFBRHEMIERKE, N, BT AIERENE 37.5%, ERILRBIE\KFEEL
A= DR HZ,

o HEFFEN CPU BDISERE, FIFEIEIESRE CPU IMEAEZEILE CPU FEHIR
Hll, Z{ERILAAT 100%, fFIE0 200% BY 250%, =~ : HEIGEN 200% K, KBS
MALEBRR N HES CPU RDRIHIE, IFBMEMIERKE, BEEEH WEM Web
ZEHEEREEMN TR CPU BISEBREISE,

- ECEHENX CPU IRERIFE, LXkELBE CPU FEARKIZAEAXNTFE CPU DAY
CPU fERAEHI (MUEXBIENE) B, [tk CPU IBERF,

XFARA CPU IRERIFBIEE, IERILBITIATRME

« NRKRIEFBA CPU B OEARENED | AIERHEXLHIZA CPU 5K,

- SNREFRTBA CPU BIMERARBIET | RIERHEXLHIZN CPU LR, FHIFERHIAN
R LIEEBENZELEES,

FCE CPU IREMRIFET, BIREMT/LR !

« TEMAE CPU IBERIPAAZRET, FE—#HZMZTRAER CPU EABZLEAREM, MRHEE
SERMREBILLIRE, NAZARA CPU IBERF, flgl, FEBZSITHARIENZRIE VDA
BERT, FEZ chrome.exe #12, EiTHE CPU EAXREY, TR CPU ERRARAENM.

CPU IE{ERIFEIRFF Y E]
KERERE, #HELIEL CPU ERRFEINEIEKE, EFRBHEIT CPU IEERIF.

CPU IEEFRIFRIM SR PE{ERTE]
TR IR E, HIZH CPU AR PHMERB B KE, 7ELAtECE, MARFRE AU TZ—

SNRTE CPU LI RBANERRISE #HIZTR ERIEZEBAERE CPU MILED, N ARIAES (IE
®) o fIRTE CPU M RHMILFIEE T #HZM TR, WABERS, TLERDEETERERE
CPU fLLiET, RIEBHIZITHITERIBENIRS . MRAKRTE CPU AR FIEEHIZM AR E L
ET7ERAEEE CPU fiLED, NHIMXMER. #Hightk CPU BERIFAIIMZERS, H CPU
R R,

FLAH3ZE
EH CPU BIMERRS, EAILEIANGAL CPU IRERIFPIVHIERSI NI EN LRSS EREN
IR IEER,
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CPU {54k

MRHABEAFARER, WXERERER. SIIUTFERICREHREZR CPU LR EKs!, MMmE
$ A CPU AR EFEEFA SRS, HHEHERSEE, MARRENHIZZEM TR
RenHMHIZZERERS. B, SR KA8E SR ALEAIBEER CPU JEFE,

TR B HIZ M R N EIEFIFAIB LAZEL T BAMAR s LAZBISEFRE SRl LKA
BEER (BEFRETEAMER . AZHETIHTEN ST, QLEREEISIRIER CPU L%
REFEENZBHE, #HIEHN CPU MARRSHES, HELERLIERITEIMEZ,

p=3_ g

IMRENFEHARIRERER CPU LR FF, BiX CPUBEA—ERMRE, AIEEEH
iz (BEBEERR CPU L5kK) MHTERMNE CPU BBt

EBR#EMRTER. EhfE, RTFEFNKEHREN CPU LK.

AN

1. BEHRINHERIMER CPU ALK FHEEPRAEME R,

2. BEHME" X AMIEE,

3. BENMAUNAIRE, FELLIZER#HIE CPU MARAERIERKIINMGEHEREMHZ
IS
HEAW. T BRANHEBEIRITXHRIT. flg0, 3TF Windows HIFEIEER

(explorer.exe), #A“explorer’s

CPU Rk, #HZPABLENEXRNER. #ENNEAREIEE, ERFHLIEENER
BZ, WK B\ “SFES". “ER". BFEENEFEZE

IRIBHTE
ERHEH SRR

il
EERHRE, ARREEHER

CPU X B¢

BRA#REXRKY. BRE, ITLUENXHEZERN ZENESRHE. FIW, AL VDA LEHNE
MEFARLAIRFIAE XN E.
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CPU B4

CPU [RHIRIBALE#IZE BT CPU AMBRENRIEE B DL, HUHIBKXRTIZEMIETE CPU B L
B, WEM &“FR&” (SR $HE") Z#F2, XA UBALE#HTZEFERE CPU,

p=3— g

« CPU REIR—MITERASENRENTE. AT RKEFHEZESN CPU EAR A NIRRT
BUEKT, RIFER CPU IRERIP, FIFAXEHIZDECFHS CPU LM CPU XEX
£, CPU [REIREE AT EFIFL T RERENRAEBXFRFHEMTRB#HE,

« JHENA CPU REENHNENT BN, RAEXAE—#HZEKE T AENBEDLLE, 17
R RIRAEENIRE U EE R EN.

IFEEBERRHEIE O LLERTIRSSBPEAED CPU NEIIR, MAREASMEMENR
%o, (A&, MHi% CPU LR 10% 2 CPU 1Y 10%, MAS— 1T W 10%) .

ERHERS, = RHZERS,
e FAMITXERINAI#EIE (B0, notepad.exe) o
IR, MERHIZIFRARIPRIEE B REV#HTR,

WiE. RENATEHERARE,
"R -

« 3 WEM [REEZRY, ERRZHARRNINE WEM F P indlaab Ry R B, ERILGE
TEEISIRREIEHIEE R EIRE,

o EEA BRI EEHZ EMEEAHIA CPU BFEMREIREI B LERIIE CPU REIZS
BT

S
=
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NFEHE

INREAXLEIRE, WEM R EHRBIERERNAFEEURERREARRREMENER TARENR
INAEFE, WEM FILEERNNZRATF. SHBEZERE, WEM SFHRHEHENS RAEREREIR
EXf4H, AMCzHEUHESED. 8%, NVARFERIMEEIESENIEAZRRS.

LNVAREFMNESEIRER, ENRNURIERESETT, BrUREFEERECHFEIMNNANE,

i, WEM St AFERSESE B EEEROFEN AR, NEES MRARIERESD
#ie, FERRINE ST IRER, R TNETER—RSS LR ES AP
PEE,

RALZERERNRFER, BHEEEREBARKTZERNHAERKRSRAEF, EXENFBEZER.

EREENE (9% . AFEIEEHERMAZTRMNNEKE, FitNEZE, BRI
ZRATF. 7EULHAE, WEM St BE#HIEEEFERNREEURHEERRRBEENBER TSN
=R/NANEFEE. FAMEN 120 55,

ZRRERE (BS) . AWEEE CPU EAXMNED L, BT B2 HZRBEMAZER,
AINMEN 1%, FATEBWEREERKRT 5% BE. &N, EFRRERNERRAIESHIRIAANZRZE
WEY, MMSEEREFRER.

HETARTFEYD (MB) B, R#fTL. RIFERE—TEERS, EFUIRFIEN, WEM R
L= B FHIREER.

MNREERRIERHRHERR. RIFEFHENREFERMLAPHR. EEHZAT, Fl

notepad.exe,
WEM A=A T RGHEZNN AEFREFERBER

* rdpshell
e wfshell
* rdpclip
°* wmiprvse
* dllhost
* audiodg
* msdtc

*  mscorsvw

* spoolsv
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smss
* winlogon
svchost
taskmgr
System Idle Process
System
LSASS
e wininit
msiexec
* services
° CsSrss
e MsMpEnNng
e NisSrv

e Memory Compression

77 A PR
NEEHERARFEARS. RIFEEEnHIERDERENRFIRE LRKRGHIZHAEFER,

'S
MNELEHIEN ARNFERRFIATESTERNTIH, SERAMMNERETIR,

o Ao RVFIERINEN FBRFEARHIRHIZ,
° ﬂﬂ'm}l%o JAbitF;fgﬂﬂW}%IﬁEo
o FEB, WFIEREBIE.

o HARE. RITFEXNIEEHZNASRG. iREISREIDEAIEEHIZNAEFR, NRN
A, MREFTBAEFRGFIRITAEERRSE. Hit, EEHIEEENAFIRIBEIEER.

- BSRE. RITENEEHENARSIRE. hiRBRAREDEAEEHIZNANEE, NRN
A, WEErTBAEFENM, ZRFFIZERINEFNEIIEEE. Alt, EEHEHENRNE
ERRAIEESE,

ENIEIZ
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1. T EBEEG > Rk > REEE > REEARBNEDF L, SE9Rm.

2. EARMAREEOS, BAZRNHAIESRT (B4, notepad.exe) , EEERNFEARE, AT
AR BREFREIEN, ARREHEE"

BREIE, FEFZNE, AR WE
EMFRIE, BEFZmE, ARG MR
EWIENAISRE, BEFZmE, ARS G ahASRE

BEWTENARFSES, HEFzmE, ARREESEE

/0 E18
XS BRI EMRACAS IR 110 (hiek, LUESRBREMMAE 10 JBEEHIER S SRMALHA
W, BIEN, EILUER /O BIEG ERIRE 5 A R A R AR TR,

EELR BB HIR MR EREHIFAB SRR T BAMRITR s LAZRYKFRE SR LR
fEEE (BERRETFEAMER . BE, Windows RIELIFRLAERRENEE, AEEIFNE
RARIBIERI LR,

110 54k
ERH#RE 110 AR, ERFHZEHE /0 ML

FHHERNA 110 RERFIR

1. BERI, HERIHE 10 RER HEEFRAFMER,

2. BHAE" X AXEE.

3. BERMAUNAIRE. SEIMEERNHE /0 MARIERBERIRERHRETRERS
N

HEEGW. THT BLIHERIRITXHRN. FIg0, 3FF Windows FHIREIESR (explorer.exe),

# A“explorer’s

110 L5edk. HIZFFABELAIER BRI R. HIER /0 LAKBE, HEIZRE /0 ARNRE
RERER, NS “ERE B FERE R

YRAEHTZ 110 RFKIR
TR, AT wE

M 1o RS R+ MBREIE
AT, ARREI R
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RE T
REEH A AARSTRRIEN HOX™ &, ILARRRREELMEA. B2, JEAFRE
VDA EAMESHTRIEEHME

AR
IREE (NS HF Citrix Virtual Apps™ #1 RDS &R,

RiE
BRREIH, NtEREETHNFAERFPERARETH. ARRUAEHE, MREIHESRER

J_\QI_ L’f-_ro

PR REA. TS E R P AMNRE T R,

Citrix ft{b3s
Citrix optimizer (AL A FIMZ LIRS EFRIIERE. EXAPIMEHITIRERRE, ARNAETIRR
LR ErILEImMHANRILAF R !
- EARNERRAITH. Alt, HEFEERTRIERSIIER.
- BE, QIEEACHBEENXER, ERAZERENFEMNLL, ARFXERRAFINE
Workspace Environment Management™ (WEM),
RIRIAI B E X RREMR, BERANUTE—FE:

o {FAIHRIIRR Citrix Optimizer IEHEVIENRIEEZINE8E, £ <https://support.citrix.com/
article/CTX224676> TF#HEIHIIHR Citrix Optimizer, HWEARMIEIFINEERIFEHMEB B ENX
1ERA_E1ZE WEM,

 EREEN (ZE7 WEM REITEN) L, BB <c:\Program Files
(x86)>\Citrix\Workspace Environment Management Agent\Citrix
Optimizer\Templates N, EFE—PEOINERN MG, HHRHEEHIFIAENXHR, BEX
RIRS AR ISR BAER, RN EEXIER EEE WEM,
RE

[E A Citrix Optimizer, ZHIEEREEEA Citrix optimizer,

BRET. NREF, WEM FEEBTMIL. MRREFERIET, WEMBITTHAT !
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« BRRMIERAINE WEM BY, WEM BTN, WEM Ris1T—Rfitft, FRIFEMREN
ZIEREITENR. FNAEFARERERN A TRIERS, URERAANEEBEREBN
E=3=F

o BRIENENRHAITERE, WEM H5BIT— RN,

=3 g

SHTFIERFAM VDI IF3E, WEM BEEREIITA - VI2sEHESIRY, MIFENFIEEXREINE
%K. FF Citrix Optimizer, WEM SEN S XEFHEIIEITMRAL.

BEhEFEERANER. NRETHEZERAM MR, BEALIEDLL WEM AT MEER
gt iR R EICEC

- BRAEHEFRLISENRTLINER. NREEXRREERENLIMEIN, BEALET, #
A—TESDRIIRIRSIR. BEXIEREBUTHIEI

prefix_<os version>_<os build>

prefix_Server_<os version>_<os build>
Citrix Optimizer &I+ 2/ 7 oAl A FHRITRAMRLBIRIRFIR, EBIEHRD BT oI ARVRE !

o Zh0e FUVFIEANAN B E MR,

- BBR. RIFEMFRILE BEXER. EFTEMRREER.
o iR, IFIERIBIAER.

- R, RIFEEEPMERRAIHIMILSRBIIFESR.

ERMNBEXER

1. EEEZHE > ML > Citrix Optimizer > Citrix Optimizeri&Ifi+ +, 7M.

2. EFMEBAEXBRREOF, SHEXNHLOEFGAHRNR, MWIIRPIEFERVIRERS, KER
WRPAZHE, AREEHRE.

EERTR

« Citrix Optimizer N3z # 2 BHE X &k, MIBEXERE, BREEAMEI X,
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BRERNR, BEFREANER, ARRERE,

EMFFENR, FEFEANENR, AFREHER
EEERREFARER, BEFERIRE, AREHETR.
B

R PMERREYERA.

BRBERS, BERFIIR, ERE—NHZMERCERINRERS, ERILURIDERFHRPER
A Windows 10 I2ERFAHIBE X 18R, BT BAERNIBRAS RN LEARIER S, SME
B2%S () 2R ERY. #la0, 2001;2004,

EERTR

TR B — MERN A FE—RERS.

H, ATRAERETROENMIEREIR, XEFBRENDH, WERTHIR LTI KIRHU
EZRERA

K&, EEANEARSZEIRERR. MREA, KEBEFAILERR, WEM BRRETE5ZERR
X B

Citrix Optimizer IRENERFTE— LI F LN, BEARRRTEERARE > BB > RSk
B+ £ 9°SQL I BRIFTEER E TS E A {E.

ERFEWRIAEN, FEMIEE > AE > FIHER SR ETXRE, AEEFE LR Citrix
Optimizer”,

2
o EWATRTELEEN, BiIEEEZEHE Citrix Optimizer’z Bk BIFTHIEEN,

RE

FRENL
SRERERGTBENN—BHENSETZIRE, URAARPXNYARFNEH. HAEENS
ERFPEIIRS, HNAREFHSET. fAEENRERSAR—aIEN ST EERERE
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MNAREFFFENRF. XEQERIFEMEERRAERRENSRIERERFITEN, UHE
RIER AR,

RiE

BRZIENRE. IREA, WMLEFERAEREIIENSRIERERAHEN. RNERT, 1t
EAFREARS. ETE I RET A EERIER LU A RERNEEERRENRAF A
. REMIFER—DME, WEM RERRESZR1E X EKAVHIZSN AEFEY CPU A 1/0 fifk
Ko Afa, RERRFIZETLUEENAFRRE. WIRBAEMERSRIE, WEM IR E LR
FEUHRSo

HRIEEH. NITFEREEBNSRIERCPHRFRNE, EEED—14H,
FEREERE. IFEIEEENSRIEMCPIIRIER. BARBRIIERENGTT. BEED—

i

ERESMECE XX 1F

XERQEDIFIEBIRAR GPO HECERFEREX .

\l_

o IMRIRE
« Microsoft USV 1&&

 Citrix EEXHEEIRE

HiRRE

XEETER AR NIFIRIRE, ER—LRnEERAE, M5 -l buid AERIFTIIEEE
RIEFRHTo

Froass
XERITE S F B FF IR &

LEIFFRIRE, R IEERTVIRRERTHIEFEILE, MRBUHIER, NARLIBERIFEL
Bo

HREER, (IREA, EREEED), BARNERRMIEFRISE,

AP FRE : FHaRE, XERERGIRIERRMLE IR A6,

BEERR
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£ Windows 7 USV\EVIRERSE L, AP RE @ FFREE TRIRTATENE(ER, BRERS%
B SN BE X FH EAER Y

BRP#E : A, XERERITFEEEXAFH Windows TEMEH, RREELITIERMN
RRMIRIRBA TN Ao

KMH|

“HPRE . KH. *XEREEHNEZAWLEREE TR,

BAF5M : Edge Ul, XL ERIFEZA Windows 8.x Edge FIFR REMIR LS H,
Windows #HREESR

XEEG B IR EE FAIRLE Windows B IR EIR2SINAE,

BFARE : AREESR, XIEETIFEZAY regedit 5 cmd BIifIE], FB2iE Windows ZiRE
AL TE,

MNBFREEBFRRIEERRE. WREA, JIHERFMNEF B RBEBRRERERE. R
ERAE, IR LAAR,

MR FREERBPRFEERRDIRE. WREA, JIHNEEFRAEL, AR RENREFEHTER

mell

FEHIER

PR ER, tETEIABA, MRIFAFIFER, (NREZEMA, AFRLUARRE Windows ] EH
o

RETREENZEERNERF. MRS, FRILLIIBAVNERS, FrEEHER N EFER A
F . ERENEAMANEMER,

PRRis BRI IR/ EFF. MNRER, WREREYHAERERERF. EREMELIANE
I \ig,

BEHERENERER REIERT.

BAXHREER
BRAREENEMXHR, HIEEEEX 42N BIEENA R RREX A EMX X,
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SBCIHVD fiift

SBC/HVD (BEFRENIHEATERBIERE) MILARFEMILTE Citrix Virtual Apps and Desktops _E
SITHRIENMRE. RASERE MR, EXLENAIRERSHAF FIEEE T,

BPFFE | &b, XLERMAFEM SBC/HVD IREHRIIERE,
RRABHEALED. Z2REDNRACED,

BERYERD). ZANKIERBYEERR.

BRANARANR. ZANIRRIRS SR,

£ M MinAnimate, ZR&/IMtHEARILEORIIEBR.

EF AutoEndTasks, EESENEEMERES.

WaitToKillApp 8B, ZRNAREFNENE (UZWREA) . BRIAER 20,000 2,
IRBARAFER, BLOLIRANRESR,

REXRPETIER, EEEREREHMANER (UZWAHRLL)

RERXERIER. EEFRBEHMEINEERE (UZWRENA) .

Microsoft USV 1% B

XLEG B AR Microsoft PR ERIE (USV).

BHFIEEXHIE

XEEIGE R IEEIE Workspace Environment Management 5 Microsoft 3&iFEC & KR o
AEAFREELLERE, EHAESEAIE USY IRE. MREA, NARLEEMR USV &iE,
PIREER. (IREMA, FEERN USY REFTEHTEER, ERIEITEY, FE RN TE

- BHEEXGEETRFLENRAEBRLTF LRIRBERITENANN, TiEEEERAIZE
I, el JERHesER.

 XHEEEBEN £ LAEBERAPRIIN, ZETIEHIX LG BERRERATEER,
I&EB Windows @A BXHBE. RIFFIEE Windows BB XX I4HAIERR,
I&EB RDS EIFEEBENXHRE. RIFEIEE RDS EiHiE X,

%E RDS FARKE, IFEIETE RDS TEARMNBEURCERAF SR ERNIKREES
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BHLEEXEREE
WP EX L%,

BRX4IHR. (1REA, JHHNXHEASEERFIEFIREX ST, XAFEEHRREL
CBEREHEEARPAEZEENEEFIRENXF—OIRNEXHE, ZIKRNLIER T AW
Windows 7 BERRIT, HRIIUAFAIETTERIARY Windows XP HEFRIIL,

RERSFREXFNEFRIE, MREA, KEFHRERFEEXHFNEFREIR.

BEERRLAFNBEFAFEENXH. MREMA, BERABRIEAMEENIZIEHFAFEE
XfFo

FEEFEEXHXHRNAFRAEN. NIRER, ABEERTIREZIFANERFAESRE
EIFECE X X Ko

FEANSEMEEE, NREMA, FPLTEEERE N,
FZEAPREXY. NREA, RENEFHCZEAFEEXHATETH, ARFTAREHRE,
REXHRE, {THEBEXHRERAS, ZRFOITFERRREEREX F,

EMFIMEREX N, BFRENEUSMBIEFERFEEXAFRIXAE, SEAMECEX 434 3%
, AREEREX RS EOPEREFENEENHXHR, ZfE, BHBBREEEXGUFIEE
#,

BERECEN o IHIRHIARYE XK HFRIR BB IEIEE RIECE X o

AHEENA A, EREEREFIRERREEXHRUERAREREXH, ARETFAEK
FRVECE X o

ECE AR R, ERIR A REXABIRX R, MRFE, EHa LIS 4%,

BRE), 5 AP EEXHERIEITR .

XHREER

AEXHXREEMRE. I8 HRERTURAERSAIEXHREER, MRKEH, NALIEE
A HREE M. EFRETAER RS UK AP BN REERE L.

BFFAMEERXHR, NREM, RIEFHIRAEE REFRI A RBAME A

Citrix BEXHEHIRE

168



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

p=3_

HUSRIR(GE R FRERRAR Profile Management, B *FAE R, &7 Profile
Management 344,

Workspace Environment Management™ (WEM) 3z 2 g0k Citrix Profile Management B
IhEeFI21E, 7£ WEM BIBHEF|S S, Citrix Profile Management i&B (£ HRIRFEBEX
reh) TIFECE HEIRRZA Citrix Profile Management FIFRE IR B,

BT f£F WEM EZi& Citrix Profile Management ThaES}, &R BILATE VDA EfFF Active Directory
GPO. Citrix Studio ZRB&EX, .ini . TR NIEHRXERERNG o

FE Citrix EiEXHERIZE

BN BEAIGEFRER Profile Management, ERIZEZIEEANIENA. BIRRINA. BREHE
%

S A Profile Management i2B. EAE, ZaIMUEBEMNAILE. ERLEMKERFPIFESFE
#5 Profile Management 8 X B MR, thiETHZES] WEM @B F SIS PECER Profile
Management i BEERINIE. NREZH, NAREANKIESBZE( Profile Management % i&,

E A Profile Management, #Z#|Z2EERIETTHE _LEHA Profile Management kS5, WNREMA,
Profile Management ARSI F5E T 1Eo

EA]ge R Ec 22 Profile Management, UERBLEERERRENKE, BEXIMLER, 1B
AT 2R

1. 7BBRIEHA Profile Management £ i%ME, AEFFENBINA, HEFINAERUILENE
Ho

p=—

BFHFE—LEFREN, EFRRRTEE SRLE F SQL IGERIFTIEREEN
B, BEESIANERN, BRIFREENIRE, AREEFAEXRER Profile

Management & &, 158R &%,

2. BRENG, BEREM Profile Management BB £ i%1E,
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RECAENA, RIFFIERE Profile Management (MEILELE, DHIEENAEF SMIEE Profile
Management i&i&. fIREZE, NAEFRBEA,

REHBRNA, RDIFTIEEMLELAM Profile Management FHERR,

VEBEAHMEERERER. MREA, WAHMEBEREREIEFEIERERE Profile Management 523
HEERIE,

RERAPEFERE. TR ER P EEX A RATRE.

TBRAPEE. TIWEREEREFAFIRE CIMKRESHRAL XMH) HXHRERE, RAEURIE
FRRAAFERE, MItEHES %8R FERE ST —EfER.

BRXZEE, NREA, BEEXHHTEAFRRIERERERAFEME, NMmPLEBEER.
- BEREREIEEMRER. NRER, AMRIFTAFFERERISRRAEE, NMHLEBIES

Ko

- EREMENRAEZENBEAIHEE, NREMA, EEXHMXXHARERIEE ST ERE
BRI, SNRFEREALIEDANEREREIEEMRED, NEMRBUNE RIS E SEFTE
RS,

BRBHEEXHZR. REAR, EEXHFRERMER, UEERERNER,

EEXGARIRE

XLEEIIZ S Profile Management BB X4+ B 218 B,

EREBEXHAR. WREMA, Profile Management &35! HAY X 4 SR BRET R FAETE ML LHECE
NXHHE, NMEFBHXHRBAREFIAMEEX . EEEV I ELSHEEREXHRSETH
XHR,

HNEBXHBRBREANXMGTER. (REMA, Profle Management 2355 MM K MNEEBEXHS
B2FREERR. BEEV—NEMEEX G B IRT RN T,

NREXHBREAXHREE., NMRER, HERXNXHFRFEHEIRES, Profile Management &35
HXHRFRBEEBXHRSET. IIRPHIXHRMSAZIIR AT F XL, XBRGRER
WAL 5 AECB X AR A 4R ENE S EA. BEED T EUSTEREXHS
BRFPBYT R,

NEBXHARBBRAEMERE. IR, BTFAMEREXHEHENHEEX R BRHNAME
7o MRIEFEAREXHREAR, WRFLIBAMEEXH. &N, ENRERFERLEL
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2, EFRALE, BNETAFPEEXHBRAHREXHBREEF. igBEMGERA T Citrix Profile
Management BEi&E X4 & 2%

2R VHD BB ESR. NMREEA, YHBHERMNN, VHD MESERF THENBES. R

FRAEBTHAMBXXHAER. OneDrive RERMFGR LA & ANTEEZE, RBIBENERMN
AARR, BN FERASRKSERHA VHD MEESAENEAEE" . gEMA VHD BEESEN
A FAZRE LSRN g BALR VHD B EZEREHRBU A TR A BRI VHD E45&EMIT .

ACE b3
XUEEIGE 4] Profile Management ER & XA A0 IE,
AHENRRANEFREXY. IREA, WEAFFHNMRAMEFRREX 4.

REMREFEEXHRIREER. RITEEETIHNMREFEENFrRER (UMW E

i)

ERAREREXANTR. NREA, NEERNFHIE Windows ECEX4:EE] Profile

Management,

BopIRIENAEFEEXH. MREA, NEmIBNENREFIREX Y. YAFREREA
PEERRERFPEBXHERY, Profle Management 2H1T5E#,

B FAAKER B 422, AR Citrix Workspace™ Environment Management #1E[40 8 Profile
Management 1 Windows A& X 4 HZEr1E5T,

BREREEX. RER, NEEEMERRRIREEXF.
RIRCEXHBSAMEENH. RER, WRIREEXHBERMEENF.
RiRCEXHBREFRENT. REA, WRIREEXHoBRERIENF.

RIRECEXFBEFBEERM Citrix BHIEEXH. WREA, WEREEXHSBEHRPEHME
EXfFo

RigE

X LRI HIZ 4R Profile Management I8 &,

ant

REHRMENXHRNERIS. REREZEHARMES IR
IRE MFT REXHBER. DIFEIEE MFT £EXHER. WERIMEAHA, HERRMF

BRNBERSMER. NREA, WEXETHARFNEEXHLIE, NEDEXHFRENXH
RE. AXCIBEXXHNESZER, BEHECIERE XX .
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B LI Internet Cookie X, MIREMA, NMIEEHIIMIPRIZEIAY Cookieo
MFRER RN 4R, WREA, WHFREE R 4R ARMEIA,

PREmikE. MRER, WERHSEE,

BRI REREEAP. IREA, WESERBEEERF, MASVIRDIRIEEX .

ERAEWREITR,. INREM, Profile Management JHEAR P AN EITR (CEIP) X WEES
FIHE BMERIBREBREMIRS Citrix ~mMR=EF14EE, B X CEIP FHER, 1BBHXxT
Citrix B P A2 E 1% (CEIP),

HEBXGEAREASKIENE., MNRERA, Profle Management 27 % R1E1H =P R7F FSLogix
Profile Container #1 Citrix Profile Management BeB X B2 ER. MNRE—RAFERRITEN L
B2 aiE, WENRIEPRHHNESIREY HREDRF VR E X AR,

EERNNAPAEREARSLIE, NREM, Profile Management 2FEAF EH— TR
&, Windows ERZIFMRERME T XA ERNVIEERN — AT HBRSREER, NRTM
REAEE, WHKARFIRN. BRLERAIAEREXEFEREEN AR EER, NRE
B, WENTERTTERMAN AR SRS

BERETFEMHEN,

& REI BB A BB A B R B S SRR — & 1 B,

S VHD RN RIE, R VHD R ESE BRMEA. MIFHERRERA VHD i
BEBISIRR B2,

WEAA VHD REFEENTAZELR, TEA VHD BEKEYS BRER. RIFTEEsA
VHD BEE4 R AZEELLL R, SR FHENATAZEELEREIIEEERN, FRAHREESE.

Free space ratio = (current VHD file size - required minimum VHD file
size*) + current VHD file size

* Obtained using the “GetSupportedSize™ method of the “MSFT_Partition’
class from the Microsoft Windows operating system.

REALR VHD BB EEREHRY. EER VHD BEE%E ERER. AFTIEEME VHD B
BEFNAFPEHIE. 38 ERESBURBEHRECEEIEEEN, MERAHEEES,
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SHAPEME. MREMA, Profile Management REBTHITF AP FHEE FIRZ N RE, R
TUIRERPFEREETIEENRE. ERZEREERNXANX GRS EIBAEE, B2
FHEIE. ERLLEBRIEERIBIMRL /0 HIERK T HITE,

HEX VHDX X IR E, DIFEEE — 1 RIRMBREREFME VHDX X FRINERT,
VHDX XHFMETER P F6EH, £/ VHDX XHRRIRESE | BECEXfF &8s, Outlook #ER%:518
AR X FE R MREA, FEEEL VHDX XHNFEEFERER THRRXHFH,

73 Microsoft Outlook IR ERERER5 8. WRER, AFPHER Microsoft Outlook A {4
Jes2 14 (*.ost) 1 Microsoft #ERBIEE A P ECE X —ic/8iF. XAIIUEE B F £ Microsoft
Outlook A3 ZRABAFATRY(RIE,

« Outlook ##5R5R5 | ¥UEE - FMMER. MREH, Profile Management 2 BolfR1FIERES|
BIEENRE— T EMNRIFEIANEDR. HHEMBIFRS, Profile Management &1k £ BiZ&|
. At, HERRS|IBUBERIFNY, EABEEFNEHRRSIBIEE.

* 73 Outlook #ERBUEEEEAHEREI . EHARIIEFRMEAAN Outlook 2R AFL, MR
B, 8THARIEEERSIRAY Outlook OST X%,

- FBF7Ff# Outlook OST X4HY VHDX BEBHIRARE. R FEIEER FF0# Outlook OST
XHH) VHDX BB RAHE. WRKIEE, WHREEERMT VHDX B ¥R7Z# Outlook
OST X (BT HE—IXMH) . IRENEZRIE, H Outlook OST X FEMETEAM
BREEXMHH. ZHFE  1-10.

[EF8 OneDrive 28, WMREH, Profile Management &318:3 % OneDrive X4 X 1Z6£7E VHDX B
£ L >RBER 78 OneDrive X3, ZBEEEREAEMM, TEHERED S,

AFIgE

XLERINIES Profile Management BEIE R,

ERABXEIER. EA/ZA Profile Management #EH B EIZR.
REAFEE, AFTEEETRETISNESHRE,
IRBABEXHRAKN. AFEIEEREXHENRAKXN UFTHEM)
RBEABEXHRE, RIFTIEEEBREXHNAE,

MR

XLEEINIES Profile Management ;EMARIZE,
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NTUSER.DAT &1, f01Ri%EH, Profile Management $54E37 NTUSER.DAT XM RH B RBIFE
7. UNR Profile Management ¥2ME)#5F, ©RFERARFTEMNRBEFEMHEIAME ILEXH,

BRAMINERYIR, HKCU FBESR TP ARET R AP EEX FREMRIEINTIR, MERER,
165 5R ik E R EASRIZE RS2 FI M Profile Management BCi& S HERRo

ERAEMERIRTA, 7 RPAGEMRIZE RS M Profile Management Bt i& S HHERR,
EREMRISI, 7RPICEMERIGERESIZETE Profile Management BE & XX 4,
XRS5

XLERITIES] Profile Management B4R G5 BERRIA,

ERSERIREE, NREA, WEREBYHAFAERNN, NRAFPEEINEEBEXH S SHIRI G
HXHIE, Profile Management SFHITRVIEME, (WRBZH, BINTHERTHEBREISIE S
) , ERIUMTIRPERUTIT AZ— !

FEIZBEBREISE T (BN » HREFRERES, Profile Management 25X BRI HE X
432 M\ R 7268 R 45 B A BD i S

BRI S, SAFEREY, Profile Management /2B P ZAERBEFRAIS A EIX
%,

MBRBEBREI S LK, BAFERAY, Profile Management RIBRFA F Z (&R HEFRAY ST C
(A

ERRIAEERFIE - BR. AT HHEZEBHNIKIAERIIR. WREFR, ILT)FRPIEFEISHIFMN
Profile Management [@% FHERR.

BRXHHR. NRER, JIHNXHERALZERFR Profile Management EEEX 9, XItF
EHIREN TS AERIEER P AFEFE Profile Management B & X 4 —88 53 BI4FE X4 Ko
HEFRINFIETT T BIABY Windows 7 HEFRIR, tHRILATRSCIETTAAIARY Windows XP HEFRIL

BRX4IHR. (IREA, FHHXHREARSEERF B Profile Management BRE X, X
RIFEHIRENESAEBEEB R AEEENHE Profile Management Bt & X4 —2R53 B4 E X4
¥, IFHFRIMFIETT T BRIABY Windows 7 HEBRIT, WRILATRSTIETTEAIARY Windows XP HEBRIN,

EXHRE, {THREXFRERAS, ZRASOIFEMRIEEEX .

EMFRIMEREXH, BFRENIUSMBIEFERAFEEX XA, BEAMACEX 4%
, RAEERENARESRE TEFEFENEEXHXHR, ZE, RHBEEREXFUFTIEE
2,
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AEEEN, RIEX M KBERIREFIEIEEREEX o

PHIENA AR, EREERNEFIRERREEXHRUERAPREXH, ARETFAEK
FIMVECE X o

EEXHRXER, AFPREXHIRX AR, EHe DIRIBEEN WIS 4K,
BRBIVRE. HEHFA P BN HERNETRE,

Eifg

XSRS Profile Management [E%5 1% &,

EREREY. NREA, 7HNXGIRES B BFFE.

BRAXHEY . IRER, FIHNXHRREASIBFEE, BRAFBEREEFRAI . W0
RXHEZSIRIEPRIESR, WERHXERREERFFHET.

BRAXMHRXZES. (IRER, JHNXHREIHENREIRFPERE, BRAPFEEPREXXH
KPR M F XA RS AR AER. B XXHRFEIERENESER, 2L T

o REBEXHRFHXHERIETHEITRRABERAAFERIXG, TIEENBRERIES.

- NRAFPFEPEESREXXE RPN AELEZ ROXG S FXHFE, MWXEZS R
MF XA IR RIE T HIT WA P ZEF MR,

BRAAXHEHNE, NMREA, ANGSHEECHARIBFEE, NTTEBEINERET XL,
= g

RENAREFAITIFHEAX AR, Citrix BIETEE XA O IE RS E RN ARF1T
Ho

MV P EREXH
XERITEGR VA PR EX IR E,

BREEXGRER. REA, ATNRNFAEREEBTIZHAIE,

AXHEEREEXHFRER, NMREA, XHRXEHRNFZHIRR. LIKEHRTRAFRER
FEAFTAXARNEE, NTTE T HREFRD T XHRS I,
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NEEXEERIEEX AR, REMA, HEXKEFNXHREEKEF SRIREE A MECE
X, XATBREHAREDRPRFREEREN, EREEX RN, EEXEATHER
REXH %, ERBEFEEEAFAXIIEPERNREXHNNHAR, FIAMERT, HETRTFE
R, ERHAE, HERXKIEPRIPTE SXHM M RERFERINE A A E S .

MREF. MRER, IBEXN (U MB READ) HEARNNHEFEEEET.

IREER XIS E N B E | NRARS BTN AP FEDATHHERS, WEEER &
RS, UERENMNEERESERIAF 74,

WERNAFRENAE, W RBERNEEXHATHERFH,

BRARENAANGEIRTIR - BR. NREPIHED, BEXAEEFARIAEHLIETIRFR
XX, HESRAPERE, AAXHREBRILAMNARFEPRNEIAMITE.

XHFE | BUEHFR
XEETHEHIEEX M EEX 4 E § B HRIRE.

BRAPEEX A REFERERX . FXEXHFMNBREFERDE LR REFEEROAL
B, BBt EERTEEFEEE, ErEEEL S ERRFHENRS SR LNXEEEPH
Xfto EEBNTRFREX AR RBE.

BRAXHAR. NREA, BEXHEERBEMHEERHE. AR, ERFHEEXHERFMETE
HEEFER, MAREEERAEEPNESTNAFREX SR, XEFMATLOET B R E & K
DAFPFERNRE, MMFHEFERAE.

BRANMHHR. NREA, EEXHEEIMNAZEFERBRIEEXF. EXTFIETEBRANX
fraatm—EfR. BEED - PENLZEFERBERII .

BYaigE

XEETEHE T aIRiE.
BRBTORE. IRER, ATNHHEAIRESRIIREE,
EBTORESH, DIFEEEERBEToREXX AR H,
WEBFaEXRBE. RIFTHEEBETFAEEXXHREE.
WEBTOREFERE. DITFEEEEToREFHENRE.

ERIEBFRERNR NBETaREBRRTE,
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Rz FRREFF a2l

LEINREFERIR P XM XAERFEMERBIAIR. — EERYR G N AN SRZES B P N 2 =E
RN LN BREFRYGE — BRELE X AR ERINARER.

ERNARESEHE, REM, Profle Management S EIETIZ M NIESIB AR TE (F
W XERFEMR) B9IAIE.

A LEd Mt A eI EN AER AN

« EF GUIBNTE - WEM Tool Hub > [ B2 35 a1 #6308 M & % 28

 PowerShell TE — [ Profile Management ZZ3£ a1 i

T2

XIS B SO PFIRIE Workspace Environment Management H3ZEI B P & B,
MNRAEFRRSME
BEERT

EEH AP e LUSTHL N FRA2R, 1EfER Windows ApplLocker 5E X Workspace
Environment Management, &R IAREITEX PG EZEITIR, EHRNTENEFAERER
XM E.

XEEIG B SO ISR E AN SR IZ S P P S TRIN B2, LhINEE T Windows
AppLocker,

L IZ{EH Workspace Environment Management EIE Windows AppLocker #iIBY, LIRS R
EFRTeMEm-ERNNE 3FiR) AREEN LB Windows AppLocker #L0l, #1REZIERIE
SAIBANY, XEERINIFREEERBEE S, 7B AppLocker JFA4ERRIELENRE—HIESIE
7o

NARFRSMK

HIEI-E5H T 2 /7 Workspace Environment Management B BEEFRMIN HRFZ 2N, EEI0
R &R IRIEXAF R EImETR,

HIEE Bet En-FhEEMEN R NAREFET 2, U TENRTFERSERANLE

177


https://docs.citrix.com/cn/zh/profile-management/current-release/configure/app-access-control.html

WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

- DB ARFREAN, EPIEDE, FEA MARFRSN wm-FEG, HERERLIE
LR EETHIN, NEREAREEN LB AppLocker #LM, #NSRFRIEEET, N KA
EFZed SRR ER, FERERKENNAIERN AppLocker M,  (TEX#IER
T, AppLocker MINASEH, )

p=—

2N Workspace Environment Management EIEEH| &R EE Windows 7 SP1 5§
Windows Server 2008 R2 SP1 (HERhkA) L, MILETRAAH,

SR DLL MM, EPIGETE, REBERNYFARBETR DLL ML EAREEN LB
AppLocker DLL #ilUll, IEETRER LR BN AERFZ SN By A,

EERTR

WNRISMER DLL LN, MHITAFRE RIFNNBERERNSE DLL 8IE—EF R
P ABERY DLL #0 o

p=3— g

INRIE(EA DLL #EN, B rlsER@R I MeE TEMIE . XZF& A AppLocker RTESCIFLN
BREFRTITZateEE MBS DLL,

- ‘BEMEHRERSTEREABNALENBEFRZEMN,
- BE. DWEBSIEMN, ERIETE, REGERNMNFESZHLERM, Fi]
B FIIERAN A TFRRETEN.
o B, AFEFANSMEMNEH. RKEPEN, REVBIMNIGTESZFILIEIM
Mo NRASHIABFERESHNEFRITIRE, FEAERRN, RAWUREFR, &H
RIVHREB(E.
MNSES

N ETF AppLocker INE S, STESHMTERELE SO, AIA0 (12), RHESHIT
EIFALSR IR N IA T EEZ— -

o AIRITAI, DESNARER X BB .exe M .com ¥ EAXXHFRIFM,
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 Windows M, @EFLERFEXHEN (msic .msp. .mst) BIFAN, XEAEIEHIE iRt
BRSSO,

o HIEFMN, ZEUTENXEHIFN © psl. .bat. .cmd. .vbs. .jso

o TEMN, SEITENEA (WFFAEE Windows NA) BN, ETaNAS, NAaSHHFT
EXHHEEENERD, Hib, —ZZFN e IEHIEAN N, Workspace Environment
Management X Z#54T SN ARV & F & # 0,

« DLL #M, ZLATHIUSHEIAN : .dil. .ocxe

R FIRTFERENE GRS, AILUfER FNERE"EBRIZES] AppLocker ANRITEEEEH L3R
WITIZESHBVFRE NN, AIRERYAENIARH]EL0T

XA (FL) o MUBLIEHIREN XH", XEKREENRER.
FE. MUERIEHIRENEH", XEWRECIIEREEN LA TEDRS,

B, FINBRIEHIREN B, XEKECITEREIN LA TFIEEDRES. HRAFETER
AppLocker MNBIR FHIZFEY, ZMNBREFREAEEIT, HEE X ZNBAERNESSRINE
AppLocker EHHER,

S A AppLocker #1I

& AT LU M AppLocker S BIFLN S A E] Workspace Environment Management H, S A/
Windows AppLocker i ERARINE B E £ HEMEMIMERN, ERTRHNBERZ N
RS B ohI BRH TR IR & XEREP T o

1. FEEEXH, BEHE“RA AppLocker F",

2. XYSEIM AppLocker SHEIEE AppLocker FLMEY XML X4,

3. B Import,

MW RNEI N AR T2 M TR,

ARNNFRNY

EMBt=piEE—"RNEE RN B0, ERMATHITAN, HEFAHRITANES.
. BEZRIA,

. ERREAH, BANTIFARESR -

=

N

w

o &5, MMNFERNTFRFE TR,
o i, BXRFNMMERS (| -

N

. TERBE O H, BE—TED
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o BB, MNEXHERE R EBEITE,
o RTE, NN 5EERNRHELER,
- I, MNERERNRAENRLTE,
5. ENERERDH, BEHMNERVFERELNBREFET.

6. LM DELBARBAA, BEDEERT, EFENRLANBIABAFHL, B
ZNENEBAF A E R — M AE BT,

"R -

o ERILUERE AR Windows SR EWRHAITZINEE, NEAIBEEREIT,
« AP MIETE Workspace Environment Management B3 515 H,
o ERIATE BIERM N5 ECFE N,

7. %EE“—F_@:HO
8. MRIEEEEAMMZER, 1EEMN AN
- BE, BEEFEMNIERNXHBENGREE, STEFE—TXXHEREY, FNRTE
BX M RAKRE TR X o

- RE, BEE-ITEELNEEXH, EREREBERNNEE, ARERAHERE
Sz e STEE=I =k UG NSl

« IR, RTINS R, ML S AR (KD,
0. BHTF—4

10. AMFRENERAGIN (FIiE) o ERMAN TR, EREINER, AREERM. (EAILUR
EREwE M WERFISN )

11. BERERN, B el

TIN5 ECLe A P

FEFRPER—DHSIAN, AEEETELSN ETXCREDNEIE . TRERT, ERIEE
DEMNBIBAMAFANTT, ARREHE EERIUER2EERIEIER, NMBUERE
ERMN 7 ECLEFRE Ao

AR IREEFES TN F R T RIE", MKMW ERARN 53 B SER N N A TR A
BRMAFRYH, #a1E5%, REMNDEREXLENNZEE FHo
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ANINERIARN
B HARINFRIARN, —28 AppLocker BRIAFE R AANEIFIZR A,

GRAEFN
FEFRPER—DHZSIAN, AREHTELN ETXCEREPNHEE RS RmERR, O
AR ERTIMERNRTRIRE,

HpRARM
FEFRPER—DHZIRN, AREHTEESNETSERERH R

BHNAREFZEAN

EANEN LRI EETIFRENAREFZEMN. PREMNERRSHA—D XML Xt ERJ LU
AR FRNEREMEMEES. EEXF, SHE&R, AREFE'RLIRE"

TR AEFZ S

&BI LU Workspace Environment Management QS EIEN XML XHERNBREFZ LM
M, FEIERXGFHFIREBEFTVMNEIRAZEPRIAN, HEUHREHRFTRL T EE, [
RNBEAERRBEFRZEMMN, TN B iR HIEIR S EESF, ERIUSHIZX
TEIE,

EERIRER, ERARRESENAN SRR SrEEEFRARPNRARYA, XRIEFNHIA
FIEEFE T HAECiESe/Active Directory BT, BFDEF MY, ERATERMRNEEER, B
TRF\ARDERS. ERE, SIMFERSEMNEEF, EARFESEHN CSV K.

1\ EREXH, BHERERUBEIERRFo

2 ERRRIRE", ARBERRT—F

B\ FEMXHFIER ", HEB LS EM RIS F,

4\ EFE“‘AppLocker RNIZE", ARBEHT—F"

5\. IR S EEFEMN D EL

B EERMNAFHEHDES SREEETHERBRMARH,
Bo BEAMMAEEREFIR DR

6\. ZFitIR, FRHEFILE",
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B
R BRSNS EHZNINE D IFFIR T LESIR,
HIZEE
BRAHEEE, UIRIFIRIALETIR ERHIZREEN. MREA, WAZE#HEMELES)
RN HEAWHR LT+ _LRERNRE,
p=3_ g

REFEARETAPRERETH, ETFER. Hit, BERAFEE ERE, FB5h
REED (BERI/EFTERR/FNEER) RENRERAP/IEREEH, HFHHESE
EMgiEneur. XERTESRIZEFHTT T H#d,

IR IESR
X BE SRR EHENINEIFE LR,

ERA#HERIEFIR, ERMHELLETIRPRHEEZNGE, EoERETHRITXHRT (B

cmd.exe) FNFHIZ,

PERAHEIRR ., HRAHEIESEKS,

BEBRIERE A, RIFEHERISERF A,

MR

XEQE RS EHRNIB YR, #I2E LY RMHFZDIFIIRZERFE.

BERAHEAFIIR, BRMATFFIRPAHEENDIE, BoERETHITXHR (F
cmd.exe) ANHE. ER MREAR, BRHBEAITIIRE BINFE R ERFTIRPIHERNI
HFELERIZR,

PEIRAMERR., HHRAMEERK, (ITEBSTRERE) -

BHRIREA. RFEHRSERSE (IESSERERR) .
RIEF

Pz
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IINBEARSE BT Citrix EE#UN A,

R A THRESS IS FEE IR A A N RIEA R R E AT HIT X A PRENEER RS, ALk, A
FRILUKEE RARIRL I — 1 B EIX E R HRITX o

PRIEF
£ REPEE PERRA SR, FFERMU TR
- REPERREFIGE, ZEHETEBANREATNEE. ERIETRE, RERILUGERREA KR
B, “BEREAEI+ LR EMETUFZ AR Ao

« RMAF Windows Server I£{ERSF, 1ZHI 2T RIEFISEN AT Windows Server ##{ER
25, GNERERILE, N5 ECLE AP RIFNITE Windows Server i+ &4 EREEA. ZRUANER
T, MR FIEFIR TS,

« 58l RunAsinvoker, ZHI2EEHIFTA T HITXHEZSE] Windows kP T3i&1T. WNRIEFIL
7, WASIRTAFPUEERSMIETIRITXE.

I FE B R EERENTEMNIIR, B AIHRITXERN S Windows REFZFFLN AR
MNFIRTEEAFFEMNSER, ERIUEREH *KImLEIR. BoEINEDERNBFHAFA
BR— 8 EARICET.

SFEFRIEN
ISR AE R PSS BRI N R A AN FREEF © RIHATT XX ALUAN Windows 223 A2 AN,

o ATRITXHENN, 225N EER X exe Fl .com ¥ BHSXHRIFNI,
« Windows RERERFMU. 22 5NAERF X .msi fl .msp I BRLZEERXHFHFMN, 7K
10 Windows Z&iZFFNBY, FIE2EUATER :
o FPRIZRFHERA T Microsoft B9 msiexec.exe, iEMRATIE .msi A .msp Windows
ZEEFXHHITER msiexec.exe.

o RIRENHIZSIEER Windows ZEIZFHMNITE, HBEHHIZSEER AT RITXH
MPEEC, BRIFERENAHITXARNFER T AT FHERE, SNIZHETARE
HeFt R R,

BEARITXAHIMN S ‘Windows ZEEFMNETF/E, “BIEEDFERUTRIRERE !

o« iE. FEREIARRITIXHRN,
o MIER. FOIFIEMIFRIRAE ATHATAL,
o ZRMNFM, FRVFEAINRTRITIEN,
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ZNInA

1. SMEAIRITANEIWindows ZEREFMN, 7A/5EEAINMN, ARINANE O FEED H o
2. ERTEAH, BAUNTREA

« &R BAMNNETET. ZBMRERERNTIRF,
o {d. BARXMNBHMER.

3. RSB H, EE—TED,

« BB, 2NN 5 XX HRRELE,
o RTEE, ZMNERERN R HEICE,
« B, NN S ERISFH FDILES,

4. FIgBRO R, RIEFBELEUTAR !

- NBTFF#HE, RED, WERANEAFEIRITXHEHNARE FHE. BUERARIR
A EERSURF, BERLITED |

o (NMATFRE—XERPNARITMH. REH, WFRNERTFHER—XHRH
AJRITX Mo
o NMATFEERMAIHITNG . RiER, NWFRNNATFTEERIIRTRIT .

o (NMBFE—RHENARITXNHE. NRiED, WCHFRNEBAFEZMEELHFERER
AIHITX M. IREREATFEA Windows F& (UWP) N AIZF.

Pz
A0 Windows ZEFNES, MAFFHBKERINER, BXERE.

o« FreaEtEl, RIFEIEE RIEF AN BANAYEE, BFEHET A HH:MM, BY BB FHIRET
X

o £RME, AFEEEREELENAMNETE, BYEEIA HH:MM, MIEERERE,
BABNAZIN, BaEFARENX,

« NS RIFEFRHFRIRA RSN SHEESBILRATHIT . ZSBBIETE R,
BRREEENSEERTIR, B XNAEALINENTSG, BERERASEETHRHIT
X INREFERAZEHNASZZER, WEIEARITXHREHTEEET, REBEHIFRN
TN A T8 X BRI AT M

- BRENRZEAR, AT EEFRIRSEAENRARNHE—TIT REM.
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5. ERECERDH, EREAESEMNBARIAFH, NREXRANDELFRERFAMBRYA,
BEERE.

"R -

o IRAILAERE Y Windows RS EIH 1T S TIER,
- BRSAFRARNEEER > PR+ L ERBFIRS,
o EALUERERE (RIEMNE) 2EHN.

6. %EE“—F_@:HO
7. AT ME—180F, RIBEE L —DTEEpRINIZER, FEHRITARERVIRE,

EERTR

WEM RNERMH T —1%7 AppinfoViewer T E, AJAFMAHITXHFREUATER
REZER | khE. BRENRE, IREEBHEFEEZRF P ENNAEFRHE
*ER, WTERRER. A, EERNARFZEINEEN, ERUERZIENNA
EEPRIMEXER, RITEMFREREXHXH,

o B, BAZNAMNAISHEHRAERE, WEM IEIRIE eI HIT X BRI R A
FRIHIT M

- RE, REUTFR | RH6E. FmaW. XHBAXEERE, EFEFEAFREE,
BRIURAES () {8, WEM REERIELZHEERNAMN. MRNA, BARNEITH
EHEEAHEERNATRIT .

o I, PERMLURINGE. ERMBEETOFR, BANXGLIMGHE, EolUER
AppinfoViewer T B MiEFE X4 XHFEERF. WEM RIBFFNIR B FiEE891ERE
AT . Etk, AP RILGEITE8E AT HRIT XA ERIFN S

8. miiel@ UREMNFHRHE .

WERBLEITHRIHRIT M
SR UFRIRUR A PR B A S8 E BRI AT AT 4. ZBHBETRRRE G, EEETRITXXMH
BB, EfER Process Explorer B¢ Process Monitor £T &, WHAXYET B ERIESE,
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BRI IEAEBIE T AT H BRI B F A HITXH (B0 cmd.exe) o & RAERHSSER AN A
F test.bat o EAILUER Process Explorer SREXEEL,

Image File
Windows Command Processor
Microsoft Corparation
Version: 6.2.14393.0
Build Time: Sat Jul 16 10:23:21 2016
Path:
| C:\Windows'\System32\ond. exe | Explore

Command line:
| C:\Windows'system32\ond. exe fo " C:ltest.bat™ " |

Current directory:
| C: |

T AMSEFERF, EAUBANTRE

e /c ""C:\test.bat""
AREREFRFRAUTAR !
e C:\Windows\System32\cmd.exe
EXMIERT, ENFHEERPISIURARIEER LS, YUAT test.bat o

TIN5 Bosa A P

FEFRPER—DHZSPIAN, ARERETDPREEWE . TREMNEOR, EFREDE
MWK ABRSAFA, ARRLEE

A FRER
FEHRPER—THZ TN, AEERE SO PRET R

R SUEAN
EAUER SR EEFRFABFAREAMN, FRERNERRFFHAED XML XF, ERIUER"
BEFRNE REE AR E S,

B ED, BEAEXPRUN'EN RS, BXERERRSIFAER, BEHER,

Tk 8 BEREFA AN

&R LLMIEE Workspace Environment Management &3 ES S H Y XML X4k £ A FRIZ TR
M, 1k & RN YaREEPHIMNEIR SR PIAN, HETRIFRFRE > NRIEA'E
A, OB RITRBIABRIZ AN, TR 2R HITERI SHNIRES. B X ER"
®E mSNESZER, HEM Ribbon,
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BREFA

EENBEBIRFAIEE, ERNRERF B ANIR, MEFEREHBUINATRITX . XEA

FREAGRREXH, ARELTXREPEZ UERRNRET, BaERKMEMERXHHTT
BERA. 2E, FHI—MER, EXRMWIHRARANRNRE. WEM RERIIERE, =R
[REREFREDBIEEFUSEET, MRBEFMS, WHARANRR, HEXHFUEESENR

BXIDIETTo

LEINREE NIERRM T RS, AREENFRERRERRA R, EIURNRFRAF BRIRARINX
frelEZiThlR, BAEMBEIEAF BIRREANXAHIZR LYK,

BERAERTFUTHEANXH © .exe . .msi. .bat . .cmd. .psi # .vbs o,
AR

RINBERT, RENAREFBTSITELEXM. fa0, cmd.exe BFiE1T .cmd X,
powershell.exe BTFE1T .psl Xff, AXEFERT, ELEESENIAITH.

HiGERERe > BREAN, FERUTER
- BEREREA. EHIEREERABEREANME, EFRUILEIA

o ENEREBLEEREAIRE,
o S BEREAEDF LR E MR A,

- HAFARBEXMAN, LT XREFREUERERMRSITED. RAlt, BARNE
KA GEE B BRFA LT+ _ LIS E RIS IEECRY S (31T B i o

« R, RIFEARIFAP BREANXGEIERIFIIR, NEMRIEAF BIRRARIXACIZR
LEFIR,

o J0IF. NALTFAF BERIEARINACIZEDIFIIR.
o B4, NEMIEAFBREANXXECIEELESR,
o IEAILIAITIATRME
o iR, NIFEREINERMY.
o MR, FOIFEMIFRILA &M
o Bl FOVFIEARINSRM. ERILURIERE. MEN R HE T ENGHE R EIESRM .

« IRE. RWWEEEZEFIENANABRANEMIRE,
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o NAFF#HE, RER, NFERARGNATXHBHIAE FHRE.

o FrEaRtiEl, FOIFIEIEE RIBFIAN A B IR A SR RIRTEl, BYIEAETNA HH:MM, BYEIETFR
R,

o GRIE, RIFEIEENEFLLNABRASFMRIIE, REMINA HH:MM, MISERTE]
e, REABNAXERE, REETFRENX,

- DEd. RWWEHBRARMDESERNBFAHAFE. BERRGHDESPFFERFPMNABRYA, 15
BEESENERFEA. BEEERRERAEIERAPNBAAAENTRTD, 28 RIEFR
BHR.

BN BRIE A E RN
WEM SR8 SIIRRFHA X 555, B XHAER, HBHEIRFE,
HEE RGBS

HIRRREMERINREERER FIRPREE I UMNERHEZ B R LEFHE, ERILEIENXK
#Hi2, ARANEHFHIBEEIFIRIFEESIRELIZMN, FEERLLINEEZR, BEREES
3o

p=3— g

o ILINEEEA T Citrix FEBIN Ao

ETHRANNTIERE, FSEUAT/LR :
o —PHIERR—MHNAR, MREAR—THEEXTZ TN, WIERERESHIMNS
£

o WEXBMUABRT RN FREREN, EERTZEREWHNE MRS ERTRHZR
MNESTFERTHFHZAMN, TR IR ME. Hal, EEX T ATHEIERN

o M 1 : Word FTo;EFTH CMD,
o FM 2 IBFEARLUFTH CMD,

BTYXMEMN, TIeMNEIRIiRfE, EEMEEEITITHF Word, PAIFMI Word FRFTFFE
EX, BMEEARPITH CMD,
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LEINRE M F R LEE T HENRX FXRFTEIE. BEEETISPAMERFXR, FFEH
Process Explorer TER#HTZHMINEE, B X Process Explorer WEZE R, 152 <https://

docs.microsoft.com/zh-cn/sysinternals/downloads/procmon> .

J B SRR BTERE, BINIZIE Citrix Studio FFARNNIER VUEMAppCmd.exe FYBTHITSXHEE TR,
VUEMAppCmd.exe AIif{R WEM RIBEEA NN BEFEMZBITRIEELRE, 7 Citrix
Studio A, FTERMUATHE :

1. ENRAREF R, AENERER, TREERTPESEBY, ARERME T,

2. BARZRPIRERG LA BREFRERE,

o EHHITXHREFERT, BAUTAHZR | <%ProgramFiles%>\Citrix\Workspace
Environment Management Agent\VUEMAppCmd.exe,

3. BAMBITSELUEE BT ARNNARERF.

- ERPTBEUFERT, BAEET VUEMAppCmd.exe BN ATEFHEERE, MR
RERAUZTZER, BSUANE SN ARERNRSITIEER,
« BN, BRIZEEET VUEMAppCmd.exe 1) iexplore.exe, Ea]LUET AU THRARE

I . %ProgramFiles(x86)%\"Internet Explorer"\iexplore.exe o

A=

EEIIRERETE, EFEEEAAEITEN LER Appinfoviewer TERERZINEE, (&I
BATFAREBLREXHRXRP, ) SXERZIESRANERZINEN, BEEEFEHIHTEN. B
ZeelE, ARNMBAEFEHAEFBEHAIETEN.

ERIERTEE MR RENENE, FERRI BN LTF HRRERE . NREENTE
BRD, WRFEHEEER :

« 32 IR1ERYE
o HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D11s\WEM Hook
. 64 IR1ERS

o HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D11s\WEM Hook

o HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\CtxHook\AppInit_D11s\WEM

Hook

FoRFMH
EEALLINGE, BRERFHRNU T RN -
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« Citrix RN AERE,
« fXI27E Windows 10 3 Windows Server £3&1T,
- REXNEMMALEFTLEEEEENE,

HIEER G
EReTEFHERRGHZEFE, FERUTEDR :
- BERARBRREHWES. ZHIREEAHRRREMERINEE. SRR, #EREREHE

HLEDF LR EMETRZE AR, FAERBEENKEFRIUER, EHEE Citrix BRIV
EREREALEINEE,

o METFICRERERRTHAIN. #EHEEE Windows AREE T X EREPERFRRITH
FRET, EAGE, XBETRMNRERRERE. ARG, REWAL, BREUERTKEHMH
2o HRERREMZFINESERTEIIHAARETSHNHEZ. HITENEBALIKE, U
BN R FEE 5 RN BRERF B RENT X FIRGIRSS B ihiHE.

HERREHZFETNF1EEREEEENTEMNTIR, EeIUERERFRMESIR. B!
NERENAFRAFRAEETR— 8 ERICETT.

BRESR D BRI TRE -
o I, RIFEGREIIN,
o MR, SOIFIEMIBRALN
o AR, FOIFIEAIIRN
ARNNFL
1. B3 #ERREWEF HRE RN, HER RN &0,
2. T BRTOF, BAUTAS :
o ¥, BAMNME TG, ZBMEERTEMRUTIERF,
o i, AR XAMNEMER,
3. E%ﬂ %Bﬁj\q:l) ﬁ%_ﬁ\iﬁlﬁo
o B, ZAN 5 X4 RETE,
o K&, N5 RENRHEIT,
- MBaF, AN S ERRSR BT,

4. 7£ &30 SR, EFETE—ED -
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« FFHREFRMBIFELESIR, Rk, WARFEENERXHIZEREMNE, NERNFHIZ
EXELESIR, FRIEFIRRBLIEIEERHIZTIT, MEMHEN ST,

- RFAHERMBIAIFIIR. RiEFH, WRIFEEAERERRREMN G, NERIIFHE
EXTTHFFIFR. IFFIRNIFIEIEEREIZTIT, MEMHARENRILET,

=3 g

— PHBERR—TRNLIR, MREAE—HIZEX T Z TN, MXLERNRFHRIL ek
IR AT

5. 7 RER HoH, REMMHM TR, BREMTRKN, BEBUTER | UALRE T ERE
BN IR, E#A, AR ES. BA—TER MREFEFE, NRARIKSHIA
5o

6. £ DS Bi0 R, EREFANIERINAFARAF L, MREBRAN D ELFRERFNAR
H, BERE 2k,

p=3— g

o ERIAER S Windows IR ##HI TS IR,
- BRAFRARNEEER > APERF L ERTIRF,
o EAILUEERE RN ERNEERE) -

7. %EE“—F_@:HO

8. PITUTE—RIEREEHIZAINN, RIBEE L —TUERRMNER, FERITARNER
Eo

- B, EECHFENMNCER X ABREIARRE, NRBEXARERE, MZMNER
TR PRIFA XHFX4E, WEM RIBIRIERTATT S BN N A T AT AT
X BATFREWE(GRARS (%) KIS ECE. XA R SEENBIEEER,

- &, EE—BEERNSEXN, EHEERERBFEANNSE, ERKHERERER
AERBIECERE . M EE FRERUERNEREFNEER, MRFEREHEE
ARmEME, WEZMNERTREEERXMH. WEM REERIEAHEERFRNNET
Ri#2, MRNA, ARALETHERRAREERNATRITXNMM . MEXE, ERILUE
FEREEXEFREEXER,
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- B, EEEMNFLIRMFBRIXMAEX AR, ZMMNIEEXHREHE G, WEM RIEFHR
MR BT E AEERRIHRITX . B, AP ALGEITSIEEX BRI AHRIT o
9. BET—H UEBEFHIZRE,
10. BUTATE—181F, NERBFHZEE X ICIFFIRFELETIR,

a. NRBEFZEEINZEE, ARREHRN, “FHEEOMREIHI,
b. EFHEEAR, RIEFZREBIRE, “FHEEONAF RERZEFMNZEE MR,
NFFHERE, UTHNEEETA @ BE “RHENRE

c. BEHAERE MM ED. ERILRNESF#HE, EGeI@ URERNFHRHE
Ho

RS EcLs BB A
FEFIRPER—THN, AREEBRESOPNRE . TREANEOF, EREFANDE
FAFEARPA, AREEHEE"

PR
EHNRPEE—DHZ TN, ARBEREERD P MR

EH AN
TR U &R SR ECESEFIFRE #HIZRREMTEG RN, PREMNERFHA RN XML X &7
LUE R B R NE R E B,

BREMED, FERAMERPRANEN DT EXEREN MSNESER, BEHAMERX,

EERL

&R LUMIEE Workspace Environment Management &3 B S S H MY XML X & IRR#HIZE R

MIEHIFEN, FRES SR HREEERHNMNE R AEHHBRN, HETHRRSRIFRE > #
BERREWER BB, EATSFEINERSRBPRHTIErISENIRER. BXERER SN

EZER, HERMEX.

iR R REHEEERD
WEM SRS #RERAEHIR R IER. BX¥AES, WSS TAAED.
BHitRAPER

WEM 2 I SRR AME R R REEFE X VER). BEEHIT, BEIEE > AXER
> RERT+F, Fizali+LE, BERRICRIRE, TRIFFRFE
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##“ElevationControl’. “Self-elevation’d{ProcessHierarchyControl’, fAf5 8 & M ATHIESR UL
HBEEEESENRREER. EaIUEEFNRA NHEZER REWEFINENHEIER,

@ Citrix Workspace Environment Management - B X
Home About
8 Comect &) Configuration Set| Default Site -| @ e 4 Badup
e Create ? Restore || Quick Start
= Di : = )
E Disconnect Q Edit Refresh &8 Migrate
) I s L
T Administrative |G l
% Admiristrators etiaog
& Users Site: Start From: End On: —
[ [l Sites] - (422022 -] [sms2022 <] || aooiyriter o | | clearFiter
S Agents
Message Contains: Actions: Machine: .
(§ Legging | |
=
Type Time Action Registration Message
EXE elevation control
MS] elevation control
Process hierarchy contral
Self elevation control
[} Actions
[ Filters
==
| Assignments
[T | System Optimization
[ Policies and Profiles L\\)
[ security
 Active Directory Objects
[_| Transformer Settings
[[| Advanced Settings
[ Administration 1
. — - Export Log || Refresh Log |‘ || ClearLog
. Monitoring
@ Connected to : W2K165T-NQORFPT @ Current access level : Global Full Access 2

AR RNSR
ERXLETIEIEE E A E Workspace Environment Management™ (WEM) BIZEMAF . B,
(AFNLA LR AN,

Pz

FEP. &, A ou ZHmE WEM, LUEMRIETUEEEN
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AR
WERPMARNSIR, ERUEREREAT ID #XXAFFH ik R

AMNA R
1. M ET RN
2. 7£ Windows“ERRB A" MNEEFRABF AR, ARREEHRE

M. AP EAERN%T.
fd, (VERETA WIEERET. IFEEER X AP ANEMER,

MBMRxR. RITFEEEFRAMABRIKE ZBEIBLER. IR RE T 8D ERIRIEREIR
Fo BA—NEHLIEEM TR, BEKR, MEKkES. MREFTHR (FIa, HMRFEFHEEIRK
ohas s M ARMKIKENERET) , MR IRBAZA P IKFFL .

BEERT .

DECARIRIRER, ARENMARTEER. BENCIRENRTE, BEREERHS >
2. BXBFAER, BERBRICARKILE,

BERS, LFEERAFRNARERERER. MREA, WEENHEDECIRE.

AMS T AR
1. M ETICERE AR IR
2. EXAERRNZTABRRAR, BOS50R, AEREHEE

HEA

Hanhm (BCES) PERINITENSIR. RELRTEBITENLF B Workspace Environment
Management i, HXLtEN EHNREREMSHRS SR IMET, RSEEEENTAXIES
PRIt ENIME X IRE, ERIUERER1RBIT ID §3 X ARFFFETHES R,

2

ZREXLETEN ENRERS EEREIMIIEMSHRSSE, 155H 512 oy RE,
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HHENEHEYARNB HaEiESR
1. ERRIMMNR LR T IIR.
2. EEEITEANSA WEER, EF—AHBENSH—IENA, ARRHHEE"

AL BN PR ENFINBIEES
1. fERAZRIN OU” L FR A B IR,
2. EHRQBAIEFER, EE-THRRN, ARBHHEE"

HEITEANL. THEAESR oU FARR

1. EFFIRPHI—T

2. (ERHRIE £ T CRE D IR,

3. ERIEIEMEER, FEUTEMFAREE CGERR) , ARREHE"

A, BN, HENAS OU BT,

AR, Pt BT ENANRI 24T (DN), MRAR OU EBMEERRIN, 7
AIEBIER D e

fd, BXIHEN. HEHAR ou WEMER.
FE PR (BN HAEREBN)

BERS. 8/, HEHAES OU BRE (BEERRERA) . IREA, WEEANHEN. HE
MI£HEL OU F3EctR{F,

BMBMRAE. XFEEEARRAMAB KRS ZBRIRER, MITRRE T &2 ECBIRIERIAIRIR
Fo BHKX, AR S. BA—INER, NMREFTHE (B, i EEHEREEEES AR
KIKnpEREY) , MR EHVASAE KA R .

* M Active Directory IR &5 HY HiEi4H(E B
=k

Active Directory ¥EZRiBH}
A& Active Directory 1T/,

« Active Directory #£3&#8}. 57 Active Directory ¥8ZR4ERAVERTEY ) (UZEMNENM) o BN
B9 1000, FEAVRBINERAAFHETF 500 B9E, LU REERTMATE,
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RBEAREIERIZE
ERESHRENATARABENE, REREZERAEITMEEEENAE,

WFgEEATENED WEM BfE. EXRSAEMEEE (hR) XK. BRALKRER, BRIKR
HFERRRESR, AREEPEEIRE, UEERILIZGIRIERENTHA

- FRBNATFRAERE. RITFERRAPERIE EESRNIREN AT HARTE Active Directory
RPN,

Transformer 52 1=

XLEEEIN DI IR ERE Transformer IhEE, Transformer FDFLIEIEN Web SN BIZFEE T 2iEEE,
AP EERIEENCIEREEAHE. £ Transformer JSHEE Windows PC i NS 4 EEER
in, FERATEYNBERSEEE,

bz

HIgR

X LG B4 Transformer FIA M EAIGE,

B Transformer, (1RER, EFEDIbiES A Agent Host 2 B Eh# A B8RS KigiEzt, BB
RS LIHIEN T, Agent Host RFX I Web SN FAfEFERgR, MAFPEERIEENZERER
H. AFPIMEHRBE, AR RESKERE, NREZALED, WAL EN X TR TImFH
ERCIP=

Web 5E URL, It URL R{ERAF EIISEEH Web Filk, XZ&BY Citrix Virtual Apps 3 Citrix
Virtual Desktops™ IF1E/418] URL,

BENXIRE, MNERER, Workspace Environment Management™ Agent BBIfRZ X iRE YIRS
B E XARei=,

ERBOKER. WNRER, Workspace Environment Management Agent B BIfR S &R imi AR 1
NEDN. AFPTEBIETHE Windows iz 5

RIFBEERE. REH, RIFAFIERE Transformer REMIES,

BrRESmiEd. REA, “ai#t’. FRF“ETT"Web SHIRHN ER1E Agent BBIARS KiREE O
R, “FURMAR AXE EEE X Web 5E URL.

SRR, MNREA, FE Transformer Ul 1 E R,

196



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

BN 12 /0 HEN. NRER, NER 12 /)8HEEs (EF/TF) o FRIAMERT, Transformer
B R 24 /B,

ERNAERFER. NRER, METR— 1@k, EHBIETE Workspace Environment
Management P B N AER,

BopfeRNAERFER. 0RER, NAREFEREAERNZBERE.

EYRRE, STEEE®EI IR Ctri+Alt+U B P IMRRV R, ISR RITEE RN
RIBRZRFIMEEE A P IR,

I RISE
BRERSIR. NREMA, WRF URL FIRANE)BBIIRS A %5 H.o

THGE
ERIEYNR, (IREAH, NEFHIEFRAMNIZ BERSZZIEHRE,
=R

HIZEEhER
XLEEIN D IF ST Workspace Environment Management Agent B BIIRSZ K imiE iR # 122 5
22, MAEEM Web R,

ER#EEEER. WREA, WA Workspace Environment Management f{I2 & T #12 B 5hEsi&
o EHIZSHNEBIER T, Workspace Environment Management RIES BT HBHSITHIEE
H#HI2, SNRHEL L, WEBHEMZHE,

HEMDT. DWHERARERREZNSSIT (PIA0, mstsc.exe BIEELSEN RDP &)

HESH, DIFENLEIENSSITIEEEMASE (FIM, 3T mstsc.exe, BEZAITENM
IP #hdik) .

7ABR% VMware View B E—1MNERF%. (IRER, NMEES VMware SERIERN, RBERERRER
FE—EFPNBERF%.

B VMware View R, (IREH, WAFHIZEEIZRE VMware View X FEMAF B L
BINEMNBREFHERE, HETCILIE X AN S TRIEERIZN,

[EF Microsoft RDS &=, MIREM, MR FHIZEsHEITE Microsoft ITFZELMEARS (RDS) IR T
BMARITEN ST RN BAREFSEE, HFEENIEE X A TRIEERE.
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BA Citrix R, MREA, WIitIF#HIZE5IERTE Citrix RN NIRRT BN LT EN A
BFREHE, HEENEEXASITRIESRIEN,

BEMEELE

BEXEIER. REA, NEFIBBRSZLRE QUSRI EHF1%ER Internet Explorer
(IE) IRAFRRRIN HEIRINET. RIABERT, XR2HIBBIRSKIRE O IE7 FBEIGET.

AHERREREM. IREA, SAPHAIHENEN, REIREEERTIERNH,.
RILEIAEIR, MRER, FRIERIFE AR,
&8 SSL L. MREMA, L@ SSL ES.

£ Citrix RiIFHIE MRS K. WREH, HAPEERE Citrix 2150, JFF25E Citrix

Workspace™ Environment Management Agent B BIiR S iR,

MARTEERRSE, NIREA, FRXETEMRSKXIHEERSE - XRRTFTAERFIHRBBR
SERIGEIER B RINR,

BRRESTENF R MRER, KERBAPNESE=MIFGRE, SN, BRMARLOLRE
SHo

Bi%E Alt-Tab, JIRER, N2 Alt-Tab 685, MMMELEAFR WEEYIRE R,

B8 Z Ifr. MNREMR, FEEMRSKHEFERAN—REZE, TIFTAPNBEMRS A ini

XEEE.

B Citrix Desktop Viewer, MIREMA, RYREEEHRVIRIBERER. XERFZEE Citrix
Workspace app for Windows Desktop Lock By & MBI, XAFE TS AN BIEFER. It
ETRTEHEL TFRRBERGNFTER -

- ERIRETANNARPAREERANRK R,
o BRGEX-£_ EEA Transformer JEEE .
o BREBNERFRISEET £ NERBMERERETNEEA,

BB RIgE. NMREA, 97T Transformer Ul BYIZE T2 BRo
FaERigE, WMEREMA, 7T Transformer Ul BYIGE FraiER,
R BEIRgE, MEREA, FE Transformer Ul BYIGE T2 EiR.

faESEIgE. MREMA, M7E Transformer Ul BN98 B T e E&
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pRREFEFAER. WREA, WE Transformer Ul BRI 5 B4R MR BEFImiFAEFER". £
EFRFMAER T, EAUBERASEHFES.

BR#HESR, NREA, NREERAI Web F 825 E %,
B Windows frZ. tNREA, MTE Transformer Ul BYRIN S EF5 F B2 “Windows AR,
PeETIRM, WEREA, N7E Transformer Ul B9S2 8 A2 3 D1 &4 .

PRBHTENNIRE. tNRER, NTE Transformer Ul B B REEITEINE R, PR TTEE
Transformer Ul FEIEFTENH.

S 5h Receiver, MEREMA, NIEEH Citrix Workspace N REFHEGENE, AEBETER
SIHEE O,

2R, MREA, NEEET Ctri+Alt+U MBBIREES RS,
PREUEROET, tNREMA, MW7E Transformer Ul B9 X HER TR 2R
PREENBHET. MREM, NIE Transformer Ul B X HET TR EFMEDD.
e X HMED, fNRERA, M7E Transformer UI B9 X HEAR TR XM

ZBE_ERERBES, Transformer Ul ZiIFZMES, T B ENRTD, IRER T AIFESE
¥k, BRPRILUA Transformer Ul iEFR—FHES ., RERIZEFFMEIES, BEREBILE,

BERAHNRRIGE
EIFH E Ebﬁiﬁito ﬂD%EFﬁ ) FHF 4%@5311—%}2 § EjJ IJ%EI$1%: —J'I:l_ Windows ﬁiﬁ%o

RIERTEEE Web M. IREA, NWEAFPKERESHINIHBIIRE TTEFEERN Web

A o

REGRET, DIFEHEESRARERRFIEN, ABESTHRFHRITIEE.
FEEERE XN, WRER, AEREEENAMESE B X ARSTIFE,

RN XN WRER, REIEZERN (TAFBA) EENKEB X AHETHR,

REBEBRMIRS, 1T Transformer BHIF, RIEBSWEEMRES, HERMBESENIZERF, 0
REH, RBEFHITHEE,

mAILE

XL G BB IR IR IR ERY /5 U BT i8],
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AcE
AT R AR RIB(T 0,

FTERE

RIERRME, XEREREREESSMIREREENFHERENRE. XEIRETERNMRIFTEY
(BEEFohRIFT, HAFRREERME) NMA.

ABWARRF. EFE, VEILENRREFRE
SEFTENN. EhfE, RIEBZGIBITENNIEE,
ABRMERTER, ks, AESBIEMLIREERERIE

WIBEPIIREIER, ETE, RESLEELIRENZRE. (EIERIE8E Windows EHIIREHES T
MS-DOS &&ZH, eI IR HREFMERIIRaIZES, )

MIEIMRE. &G, NIESLIEFMRIIEE,

RIBFIRTE, &P, AIESMIBIMETE18(E,

ABiEO, EHE, NIBEAIBRORE

R Ini XHRIE, EhfE, RIESE ini XHERIF.

REANBES. EHE, RESLIBENEESERTE

REXHRGHRE, X E, NESREXGRSRTE,
REXHXE, &G, RESRIEXH X EKRTE,

KLEFRAF DSN, #%EdfE, RERLIERAF DSN #1F

RERS R, XEGEZEHFINERSEmR ERITABR.

ERHEDRE, ZFHNEERETERNET.
ERMEENERE, 5 3AFREMEEISTRENTENN, AEESET.
NEBRBEHNE, EHHAFREEERN, AEBEEEET.

RERE, EHAFESAERENZEETAFRE (V) EEMH1TIRTF (CMD).

BA (B#) KEFAN. BERAESHSETHRERS. ERENTREZAFERRIENE
BUEN. MRENAFEAYERKESN VDI £H, HEFIED,
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REEABHNAERFFHRT CMD KB, NREA, KIEFEELAHBHNAREFSL CMD RRF
&), MARE Ul R, CMD RABRBTITRRN, MARRIESEH,.

TRIRRME

LtE3EIF _E AT SIACIERIFT Y S SRR IRIEA XK EMIE (MLEIRsh2RFMITEIN) o INRE
FHEEREABFPRBF A, iR KIEERT TG RES NHIME eI, Eabi@EidE s
BC > BRIEDED > RIS EED RN BoE S8 P BIRERNETURAITILRIE. Workspace
Environment Management™ $ZBR45TE (/i ST A IR X LE IR TIT

1. TRERRME R+ BIRAYIETN
2. B ERPANENEIR(FECERIED

fan, RiEEE BAR ERTNENRNNAREFER T IBRE A, HENBREFRES
AEERE LR, BEEEFERFENF LEA T WRSEEIREL U IED, SRR,
ZREANNREERE L.

ErhiBERIRET . AIERIFTES S MERFAE EE B RVIRES o

BB FRMEREER. IRER, RIEESRRIFEEHSMERATEMEEES.
BB ERMSITEIN. REA, REESRRIFHEEHSMERATEMEITEN.
REBIENITEW. WMREA, REFRZMEREIIERFTEIN.
FREBEEHEITENN. NREA, RERSMERILTIRPEIERITEIN,

REE

XERIZERI A ERIRE,

BRAREREER. BERREREXMH.

AEXH. BEXHMAE, RIAMBERT, XEBERAANEEXHRER.
BN, XFANEERFEARFRIER,

BRABHURR. NREA, SNELTEERDEMENRSN, EARERIHEER.

EMfEELUERERF. MRER, AEBANEEEFPRNHIRENRE (ZEFEEENERSER
BIFERY) o

ERARKFIERELE, NREA, AEEINAERMEEMAEMNEMIRBARS PRRE XK
ERGIZIRME, XIFMMETLUNRIEERIGIERE, BIABRT, ETATFERRS. MREME
BIARIEYTT A, BRAIED,
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=

- REAMEFIERSEMBMRSED . Rit, BIFRENENFEE—LHNEF
M, BAREUATENNBRERFER AN (ERBEILE > iBE > RSZET LT+ L)
HEERE,

o BRVIER, BREE—RENE. BEEERIAEN, BSMIER > A > fKitfE
BEni+, AREGHEANAE, ARNLE T XCEREFIEE RIFEE

RIFFFRIGE. MMREA, HNERFEN, (ERMLBFFRISENR. BXFRLZEN
BR, BERFRIKE.

RIFTRStIgE, NREA, HAERFY, RERAR Windows RAIRE (140, Windows FHiR
EIRSRNERER) BRI

B ENRRE. MREA, SEMAFRIKEENRN, RERERS LM%L Windows BIET

RIFTRE. NREA, SNAERFY, RESMASERENRFH. XREKENER, BEH
SRHo

RIFAM. tIRER, YRIERFHT, RIBSMAK Windows A S EILRAIRIET
RETHNAE, NREA, AESRTLIBTEN, MERFHFEMIRIELIETH.

RO MBEWHERLE, NRER, RIBEERTAIEMKZIERNEE, MERFRHEMIRIFLIETTH,
eRREE, MRER, RETEERERPEFEAFTR. BAKE, EMBRUTHA !
« AP MLEFTENML

o IREREREETF EER T REBLIBIITEN, NAEFIMERENEIZAIFTED

Mo
o WIREREERFEETF LER T REFEITEN, NWRERSHIERIIKRFIEEREMITEN
Mo

o FRERTHIRMEIRhER 2 SABIFE MR IREhER.
- FPBIERSIRE. FIARE. REFA Fia & £ FXCERBRER
- FTBESEN TR REREERES .
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iasmE VI B, MRER, AERAEEXRERPEFERERH. BAKE, ERMERUTIH
B .

- FPBIERSIRE. FIARE. REFAFia &R £ FCERBRER
- FMEESEN TR REEEIRES .

RENAERFREEFE. NREA, REFREIBREAN, RIFCHINLRAEFFETHRRER
BB L,

BANAEFEE, NREMA, TEMRUNEA BEXNEEIZENNERTH, BBHIFRE

2) .

ERBISARAER, MEEH, KEBNEIBFRAE Active Directory IFRBEFH, & | X2—1
JERFENBEEE, NEMLERFNIERF,

RERS BN, KRBT AEEIEMENRSH, THIREIHESEFIERE. FIAMEN 15000 £
o

BRS8N, KBV LERRSHVEBNE, FiteE, REBENEREEENREF A XBERENE
7o BRIAMEA 15000 ZF

PILFIREBEY . RITMERR (MEREIJTAULTME LR/ HRER) REBE, Fite
&, RIBIAARIEERM,. BIAEH 500 2,

RESRAHTE. NEAERNEALIZS. BIAEN O (RERVIEITNLER) , 1 B4
12, 2 ANMEAR, MKRILEH, B8, HELFEL

BREA, NRER, S5EMEMRSIERZRAME N, AESEREINLEERBNHE
Bo Citrix® BWEABERERENMEER LEAIET, SN, ERRSEIENAIERINE
ErfEims (REEN) Lo

R IETR
BBIHITRERRE, MRBAXLIRE, BERHITEMNENR, NEIHBIIBERIFTXLERE,
BERERRDERERE, MRBEAXEIRE, NEEVINE TRBIFEMERFAE R ECBVRE,

BRI, IRER, REEVFERE. RIABRT, BIFERA 30 2.

SRR
EFEEN AR, XERERGETHEEINERD AP IFR B2 LR (E,
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BRI
TkER R EEEINIT. WREA, XEEMRBHRIEENESRBIFERLIERERS,

i -E=pvit]
XL BERTEEEENARS.

REBEFRIFIER, IIREZESH Citrix WEM RIZENRSEF/RIFHEEFNNE, BIHEETFS
WEM BRSEIREERFFRS . BIAMEA 30 2.

SQL i&EBRIFIER, LhigEZS] Citrix WEM RIZENRS FFRIFE SQL EEIEBEMRTE, 2AIN
B 15 58,

RETMANBEIER, LthigE#EH Citrix WEM RIBEHARS F5HE R EN eI HIT XA RIBTE],
I

ERHELEREEVE ARV ETENT RS, ErIUEENIEN ARSI
(VUEMAppCmd.exe) F#FHYATIEl, VUEMAppCmd.exe HRMAIBENIERED Citrix Virtual
Apps and Desktops B A fRBIN AIEF 2 BiSeIF RN IR, BisEEF0E, BREREEMN
feE4A SR BRI HAY VUEMAppCmd BN RIFEIRIGE. B X IFMER, BERTEMNMEE
WEM {3,

BRREERET XRAERD It RpvFrE REENERFERERIER.

53 iequinit RE, FINBERT, Citrix WEM RIEEAARS SFRF ieduinit 5517, ARFEoHAIE
ENMAHRITXM . IIRERGIREENIRS AEFR ieduinito

REEDHRI. MRER, WASHETEERFANEAAR B Citix WEM RIEEA.
ZEHla%E
BARzNER. ANNRIHIRPIEREENERS 7T BCIREh AR 5 RIS ER I MIK Th 2 S & P HERR.

RIFESREIEPE S EAERNRS. WREA, WERTDEFERNEMESTRIHEMDE
/.

StoreFront™

fEAILIEINE T StoreFront 7Z6i& 7R INZE) Workspace Environment Management, $Af5, ERILLSM
B4 > MR > MARFIIR T FLURINXLFEP AN AER. XEFEMELIREE
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RN BAREFEANBEFREARSEA RS, BXIFAEE, BBRANARERER. 7T
Transformer (BBIARS R BT, BEHEH StoreFront N ARFIZ1EN E R N ARE LR
+_F, B X StoreFront ZZERIFMELR, 1EESRStoreFront 314,

AR RS IS
1. B &R,
2. IEFIMNABEE EEPRAFAEER, ATRHHRE . NAEERERERENEEESES,

M@ URL, EZE{ERA Workspace Environment Management 3518 5 RIIEER URL, URL
WIF A http://hostname BIFZRIEE, EHHF hostname BEIEMTLEEH S, port BTEMHINAIER
TNt ORI B B F 5 S @ ER .

EERTR:

o IREAMNAREE URL A NNEBNE BRI, FEASUTERBRAE (Fl0
Citrix ADC) ZJgo

o IEThEERER TR Z EF MR StoreFront,

i, R I R P R B AT iR SN

wiB N TS
FRPER—TNABENE, ARG RE UERNARENE URL ifEt.

IR Nz PR P /e
FEHRPER—TNABEE, ARREE MR UNEEESEPRIFR XN BEE.

R FAEER
B N A" RT I B R AR P IR B S A F IR AR

HREIH
HEET-F _EBEBUDIFIE M A IR E AR S5 U,

EERTR:

RIBUHRERERLS TIF. EHITHHRIRENEMECEEPIRIE,
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UIRBIRESARIE, REA, RIESAAMRIEYIRIIRSKIE, RE, ErsERIEERE
F)89 Citrix Cloud™ Connector, HIEHLMIMERMEBE TR WEM ARSBES, ItLIhEeIER
B,

'S

REEREFAMEER TR WEM BRSEF ERLLET, BT AEd WEM EEZFIS
HOHo

B2 Citrix Cloud Connector, IFZEIH# A Cloud Connector BY FQDN I IP it RECE
Citrix Cloud Connector, BHEZARINI—XANN— Cloud Connector, NMEFEREIRS RN,
Citrix BINIFES N B RMABRIEZ D Cloud Connector, HItt, FEEFBEVEN

Citrix Cloud Connector,

BkiE Citrix Cloud Connector™ Egi&, MR EFEAHASRIKEIE Citrix Cloud Connector, iEZE#F 1%
I,

EERT .

REBYHUKER]RERE— LB LN, BARRTEERRILE > BBE > IRSSETHET -+
LECERY SQL IR EBRIFIERILE.

FARENAARMAIBYIRBRS RS, NERTREEEEES WEM RS, HEZ IR LD
&. Alt, B AgentConfigurationUtility.exe 8517 5 Hla0 :

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch -o

--server <server name> --agentport <port number> --syncport <port number>

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch -o

--server <server name>

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch --

usegpo -o
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R MR B2

FERALLENEIRZF T HAREEN. WEM S EEFES BirREBUTRE—FM EMNRE, HERXLT
RIBENBIEMMREESE, WIhEEEES B MIGERANEY, BFEALLINEE, BERIEERITE
MEE HEEHFERHLE 7 HXH BIOS 1&E,

HAREERREFME, £H257E Windows 1#FRS LR EIREUE BB IV /FEEMRE,
nRER, AENREUATRAKRE

- ZRAMFHTEEUXM

- AMFERRASKRE

o AMFEARITIIGEMREETEHN

« AMFERRAFREATRETE

- ZRRERR
BRENE, SMIEE > AE > FIHERET+, NIXRPER-—THZSIMRIE, AEREWR
B AU LM BRSO IR

Ul REME1ME

XERTTBIFEMEEAIEE U R TRARNELE, XERTNRE T Ul RIEBERAFPIMETHNE
7T

= g
XEEEITGER T Ul B THRIE, EI1REART CcMD &R THRE,

Ul KE83%I0
XEGEARIFFEBEXSIERIE (VR Ul ER) 7EARFFERRAIR,

BEXYEREGRREE. NREE, WERERIHRFE 2 REEXESHER, mAE Citrix
Workspace Environment Management i, BRI WA FIREIRRL. FATEINEER
400*200 fRZE=HY .bmp X1,

MEREHAE, IFEESNBEEBNERELLENENBEXE R

XFGREHAB, FEERMBENANEELLENERNBEXE R

Ul RERIBE. RIFIEEE—TMECERRR, BTN Ul RIBITHRIENE. fla0, SENARRX
IEEMEERTEINIIEE, 38 HiRERREREEIEH.
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RERAEERERE. MREA, WEREMHERFYRBEMER, hixEENEERRHEAR
SEX

FERGHNNARFHREREERN. IREA, EABNNAEFFFETAEET.

FEAGHNNARFPRBREEER. MIREA, WESTHENERTNAREFPIREAE
BThEE,

REEBRAXFARE, WIREA, WREEERILURHAE, Fit, AIEREFNRHETREIF
EERNRR EREER.

RITAREERTEN. WREA, NEREFHERITHNER R #isx ERNAFER. BARIX
BHZET T EERTEANIAIENE, UECEFRIATENFESITINEED, BIABRT, Hikmisk
FEARS.

RTAFEENAER. NREA, REXREMNEENARFETN A H#Hiss ERNAFER. BF
AN HZAT ] A EBN BREFEEHEEN TED, RINERT, ERLTERRS.

- KiH. FNAREFRESVNNEIRH.

« FHARE, E FFnRE XAEPEENAREFRES .

- RERFDD. FNAREFRMNEIRESEH TR,

- E5E (P), EESEEFEIBNAREFIRES

o FHARE (P). FNAREFEER RS

p=—

EERBERATEIENREARNTEERIILEEMBR. “HRB BN IEI{XIE Windows XP
#0 Windows Vista #8] A,

FRIEEERXANRE, (IREAR, BEEATARHAE,

ERNAEFRESN. MREA, WEHEEEAEREPERBRNNAERF X5, AP AN
}‘A &Egr-ﬁﬁr_ *%lgfjr_ﬁﬁ*ir_o Ekl}\lﬁ/R-F: Jttﬁilﬁka:iaﬁﬁ’lkluo

]

PREERFRE. MREA, YTEABEIEELFSEFIRFNEN, ENARERFIFE
B R

RIFAFPEBRE, EHESEAEXREHEREERFET. RINERT, EBLTFERRK
So ‘EERBFEERTITTFEAFEEETHIMIREENRF. APEFEERFE, BRETE
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EREWEE. TIZNEER, AR IUNEEENRNRHITHRAES, AP AILUEFEERE
5, ARBHEER . XIFHIIBRENVIRIFE X MR

p=3_ g

o RIERBPIRRRELITREMNEDR | “RI#TA X T “RIFENSZAIER WEM R
B, FHlt, FEEEHSPEENSERINEN. “XFEMSTH—IRIEE, Bx
IEEERRAIERARAIFE R,

B EE
XL RIS s = £ R P R BV EEBh 2 Thie.

HEEhEEER(F, EH BB EMES I Hism EMAFER, UKAPSHZETNSREMF 2. $#
A— Tk sEsE, AR RLOEE 25 T KA,

BENERIRE. ZHESEREREPER R ED, URAFPBEZEMRRAEF 2. BA
— bR, AP ALOES R RS A X ER.

BRREER. EHEEEREREFER MR EN. AR UUERZETITHRSHRIE, &
T ERHLUTIED

- FEHR, HRAPTRANEIRFEEE,
- RE. RERSHEE,
o REGZR/AR. HREHERXALTIFAS

BRRELZIARED, 60 TRBEHATEFETRRELZHARED, NREM, BF
A DAGE AR I TR R R E AN B S LR E MV E R R X BHEE RIS R FRR (it HhIRER
E—NIEEIFACEEREFIMFEF i

BEXEE. IREA, EAUEERESHIATERT A& B FHA B FER R R,

BFEFRIR. TITFEEERBHRIEATAEIIFHEFIHRNEFEGFRNRENR. TR
FZE,

p=3_ g
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B X BT ER P ERANREIRETR, BRRDSSHE,. (NEBFHEFERPES
*#UserScreenCaptureComment## BEIREE, B F2EEHAIFCHIET,

fEFA SMTP RiXEBFHBMF, tIREH, NEEA SMTP MIE MAPI & &5 FHB 4
MWK SMTP, RN EPmbia AR SMTP &, URITHEEIEH,

T
FEEERE XN, WREA, AEBEREEENEBXALSTRENITEN. BEETREN
X

RN XN, MRER, REBEFEHENZERN (TAFPBA) EEMNEKERBXARGTRRE
BB

B
EEFERISUTAR !
- BER, RIFEENX Workspace Environment Management™ EI25 (BFE4H) , HigFt
@I EEEE & B BEMIR,
- AR, AWEEERFSAITER
- KRB, AWEEEAERITEEHNITERRES, FIURFER. EEREN LERITER,
- BEIER. RIFEEFE Workspace Environment Management FREIRERD, ERILUERAE
¥
o IZHIFIARRECE Bl /a I AYIE) .
o BT EEEHIRETRE.
o REEEER,

EER
XSRS IF IR E X Workspace Environment Management BI2R (AP EI4E) , FHiEFMil&Es
RSB 1F R AL B ERIR,

ERENEERTIR

ETREEEEEINREMNERS (Ge2inh. RiRsEAAR, R TX) HN7%K. ERUERE
ARSI ID W XAF R R IHIES Ko
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AMEER
1. R EFXEREFRBARME T,
2. EEEAFHAMEEFRAFAGER, AEREHEE.

. EHRIEERIER A P AR R,
. A x AP ARG R,

EREER. ERENTAEEMEAF/EANEREER. BRIETAEEMERF/EN R EE
Ro EREESNNRNATRAER (BCEE) . MREERMNRERIEREEN.

PR, XRWENFMERP AU TIIRESIZ— FR | EERHREEEHANNRNIKE,

TEHAEERMETESR (BEBE) W T HEFEREEFN. REEER2IFRNIRNEE
BEIE R FHEARNN/MIBR Workspace Environment Management B2 7, RERETL2IFRNLERIE
EERFREFIEER T+,

RFEERAIUEERNEN S, EXLAEREMKE. RE2RxehaNeRRREER T
BIEEET+,

BRRRRTEEREEUAT —IHSMURE !
BRIECIEE T LIBIEMNER IR,
REEEBAILICNE. BENMDECHRIE, MIITERIEIMIRIRCE,

TR EER T UG BN EERAMAN, Mt ERER T AREIMREEDENXAES LIE
FRBYRRI,

DEIEEERA LUFE RO L AP I4H,
RALRAEFEER T UEERALHERIRE (CPU. RAM FI#HEERE) .
ERMEBE BB U EIRRRMNEEXHISE,

BEERAFEERIUNBEERFIIXRFRN. HEMBRHAFSAE, ERERFEERTER
EMIFRER BN EERIFRIA P A,

R ETEAR T U ERERIRIRE,
BReEEERIUEESRIRE (ERANFERBRELIE. BERES -

RETER USRI LZ XTI -FRHFREZE N
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RE. XEFIEMEAFEAREBRERER, 2R, ZBAPLAFR# Workspace Environment
Management B 5, HELEFERAEEESIS,

R, HhFERNRE, fETPmELARRAREEA,
MREREERBCAR, WERUTES

Ih R, BT I ERMENARSPTERNEIEERFTE Workspace Environment Management lif 52
(BB -

BEEH., EFRUEAILEERIEE Workspace Environment Management i (BRiEEE) B4R
MR, 2R, ZAF/IEAAHMAZESNEERER, AL EHEZER.

WER. AEED I EMLZEMARSHISE Workspace Environment Management it (BCiBE) %%
Frise B P 14 B9 BR 2R 51

AF

WTUE EE * Workspace Environment Management S8 EHZE1HE R,
FIHER
LI E R EEEBIEENREEVNAFPEE,

BFEE, £ RE Y Workspace Environment Management #FAJIER S AP, SEHAIMES
(LB MprBihs (BEK) . XErIE 24 /NRHEE—TANFAF K.

BAFRB$IER. XRERE5HANS (BEB%) *BEKNAMERFNERER, g LEENE.
ErEEATENSIMURSIERERE (Ul 5t CMD) FRRA. ERILUERERILSE ID 3t
XARFRBIFIRTR,

A

WTE R 7E * Workspace Environment Management S8 EHRIEHFIHER,

FitER

IltTIE 27~ Workspace Environment Management £z 12 R B9 Workspace Environment
Management RIEHEE,

RIBEE, T TREFYE Workspace Environment Management A IERIRIEEE, SEYpIAiESE
MFrEEEE. ERSIRETE 24 /N\HIETE— B RRINHKIE,

REHLIBR. EREIMIERERNAERIENERER, 2 LERNE. EREENLE
LA RIBRR A, EETLUER B BB IREL ID fHitssk.

212



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

EREFRE S, UTERERRIEEES Workspace Environment Management #3EZE L x[E]
THIER,

o BRI (8®INCEFR) o R EXRETS I, RBPERERGAHABEES S,

o XA (DSEF) » "RREFEEHRHITH. BT HRFE, RERTERRIRSHBEEES S,
« KK (X BfF) o R EXREFT KM,

T EEBXHEESTRR S S, ErIUEEMRERREXHERERNSE TR,

EEXHEESTRASERIEEN LRITESIRSKE, UAEKEXHEERSTEMLEE,
oI UEEXERENGE R, UNESMEEN LYY ( %systemroot%
\temp\UpmConfigCheckoutput.xml ) FIRFAFERIE, ITgEEXREEX WEM REBEVRSE
MIHRITIRESRE., EFRITRESKRE, FEEEEF P ARE T AENMNIE, AEMNLETX
XEREFRFEEXGEERERET , SRKSHENRRE— RS, EEERRES, BE
THRFT. “EEXGEESTRR I PHNEFRHEE XEEXHBEESTRANENESR

- BiF (81&IRCER) » RABEEXHEER IR

- BE (CARRNSER) . RAERBEXHEELTFIERERS, IEREFRETERITMAFTE
MEPERAREXHEENGRL, IWREF—EFEERIE.

- IR XEFR) o RAEEXHEERRENER, SHEEXHEETALERET.
« AAA (RISEM) . EREEIHAREREEXHEEINET.

INRRSHUERRREN AT, HERCVBEERIBRNE, BEXR Citrix Ao

ERobEE Y, A TERRREEREREERAMNSITHE R L% E] Workspace Environment
Management #iEE, RNIBTEL. ZEYFERTIRELFRIKES.

- % (AHEERT)

BT HIER. IFE M Workspace Environment Management #3ERE PRI HIIZR. MRAF
By R B REERED 24 /B, MAERN RIS R R,

MERIR, SOIFIRMREREE VAR,

RO
RIFTRIER, Ea5EMENRSREE. EMZEMIRS 32 A Workspace Environment
Management Z3EEEIEIEENS 150

1. BERIFUEFRIESIR,
2. ELETCRERIZEZFERIF Workspace fLEE,
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TS AR YT

R R PRIRIFTIEI (/en-us/workspace-environment-management/2311/media/refresh-

options-in-context-menu.png)

RIFTERF, mARREAMET (WEM EEBRIEENRERRIA) NRH. RFEEFAERME
FEEMEARSEY

RIFREENIRE, VANERSIRE, XEREAESRIKE. MILIRE. HiRSFGEUREAM
AP DECRYIRE,

& Workspace U, AR DECHIRIENAT WEM (32, XER(FIEMKIKEhes. $TE)
M. MAREFRSF.

BEERT .

* RIHT Workspace REETGER T U Ul R BB GFHRZLRFSETHARSE))
AR, EBAERT CMD EIU FRIHE,

o FHIFFFBIREBERILARIHT. FEIRE (Fl0, RIKEMARKIRE) EBSHHE R
RZFo

ERFEHER. BAIHER LEBIEMEMARS,

EEREXHERIRE, FRIMKEGHENXKNEERE, NREEXHERRERNVAT
THARE, FRTEEREXHEERE, ErfeFER TR sErELETE A,

p=—

WR7E WEM ERZHIS il EEBRBEXHERISES, IREXANVATMHIE, BEEH
CTX219086 LURERfRIR S 7o

EE Microsoft USV igi8, BMREIMREFHEH X FENEEIRE, R Microsoft USV 1%
BARNATFENRIE, 5P HEE Microsoft USV i§E, JAG 2 HRIE.

RIFEEEXGEERERET. MENAREITRITRSHLE, UBEREXHEERSTEME
Bo

BIFRIER. TTIFMBIEEFRRRIEICR. WRAEDATEDIRT, MR E,
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EEBRE. BYERERITEN LG SREE X EMRD, LEEBMEE DR
K2 Citrix Optimizer, FHZEMNBFIE, UE Citrix Optimizer & BRI E R ILENER,

BITRMES. EEAIED, FEREHEDR—EEENRIE, BERETITRMES, EAILE
EMETTEETRES. BHETRAESHMN TR RFERRZGES, UWERELTEITEE
BRHMES . MNREFEESFEENMN LA EBLERBELITUETIZES, WHEEESEREST
BEESH, XEMNFRZE,

AR
I TUE B R EEESIZ R Workspace Environment Management 1SRRI EATIR o
BERR

REREEEME— N ECESE,

IREUATER :
HEHST. STRENTENAT.

R, REENHEN LREAVERS, BERMUTERETR, RHEE X EMAIIHKBHE

ZER .

il

RERPEBE[IER. BMEWIRSHBITENEREETEALR (BESE) , FAZAERES
EREMER (BES) -

REBER—MER. BiZRMRSSHFETFMSENTTENE X RELET ZiERRE (&
%) .

REHBERS MR BEMZEMRSSFTENMAERETER (BEE) , RAZAESERZD
e (BEER) .

BRI RRER
&

- Y48 Active Directory BX&EM (BN ITEANAN OU ZEIII X R)
=17
- 4§48 Workspace Environment Management BX&EM (TEEIEZEHISHI Active Directory X5

#B9) , UETBENRBER—Tibm (BBEE)
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HITXEEN G, EREMIERMARS SFRIFE,

I IEINE B REEEZES Workspace Environment Management & BPFIPRE BRBI%5R. ERIA
rﬁ’R-FJ E:Ejj:l:a EE‘J?MEU%&EIDO

TR, XLERTLIFERLR (BEESR) MBPTEmE
SHAE. UXLS BAFHAK.
RIFBE. RFEE

ARAE. BRFIBERERNBS. KRELZHE. BRASEHRBSTHMI—1EN, BF
BERITIRE, WET(GERTFE2RTENANREEER.

RE

IHEEIT-EFH T 3HEB9 Workspace Environment Management RIZFRAIFRE Bl 7E/EEH R
el BERZE,

TR, XLEmpiFERtn (BER) MBEEmERR
%H:II Ell..\o L/( XLS *g_tvtlj E JCNO
ﬁUﬁEln_.\o EI %ﬁ E RN

%%E 1o /ﬁﬂ%FﬁﬁﬁagiﬁqE/u\o ﬂ#{ff‘z\tﬁ/ﬁo /ﬁB%EIL:\KT%ﬁE/L;\q: 7]|]—/I\$Tq:, *EI‘/—_I_T
BEHRITIEME WET{GERTFE2RTENRANEEE S,

or

2

CIEA S FANAR BRI BENEDRSG. EEIUSRHAERS, ZFZMEI

B

(-Xlll,
||-‘r

SHKRSE
SEBRIBE, WRECRTERDLESNAEARNSAERNE, UG %S, &
ESMRAESMNES LIRS RNE,

SHERRS. WRELCETERIIERMFAEIRENEABHNE, ErIUREFE N, &
BEEMRENFHAE TR Al
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AFE%

BERBBRSG, RS ETRIMERBRASRNEAERER, EAUNEEXRNENEFINUEER
HAME R,

Brh#ERE. RS ERFMENBBRASXNEAEMEE, ERUNGEXRNENEINUEER
FHAME R,

REHRR, IikE BRERD IS S EMIHARERANIREE AT, ERURNEEMRE
KELERFAER

APMRERS

BAPkE, ILREDIFEEEE AP EFMENERANERES, EAURNEEMIERUEE
FHAME R,

RERS. IRERTFEEEREMREEMENERANEHESE. EIUNEESMRERUEE
FAER.

REXHRSRAR

L IHRE AT U5 Profile Management #1 FSLogix FIECBE X A28, TietE XL EX 4R RHEAKE
BEE. FREBEXHARBHNRIERE. NRINeEE A BN RR,

ERLINRERT E R B X BN ZZEIEAE R, FHIRFIE LB 4B 8 E S TIERR,
HE
SIERTIME -

- BERAZE. EMERXRETRTEEMNERAEEX A RZEEIERIE .
- RERS. ANERETRTEENEBRRNZINERNEEX HBRER.

EENBER (FI, &L 6X) &, BRI LARLERRBIF.

BRAZEAT (GB) RAR. RNIFEEA—TEE, SEEXAHRRNZERERBERLE T ZHERN,
FEMNE. BA—TEEH

BRAZENTF (GB) BAE., RIFERA—TEE, SEEXARRNZERERBERETZEERN,
HEMNE BA—DERE.

p=—
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s BEELAATERE,
- EEBHENERES, RO RH UL ERZEE EXRRBIF.
- BESRENERERS, NTREZRNZEEERBERAIAF,

EEXGARBRE
ETREERBRAEBEX HRHRIRSIERTIR. EEMEER (FlM, &6 X) &, REHRIFE
HAREIE R,

BRI A& FMEIC RFTB RS EBIEIRE, XFMAILUEERNN T EAFRNRSRIRS. Ak, 158
BBEDIASIER, AREERRIF . RFREITE-RINES. 8%, ESIIUMNAEE XEKHA
EEH, RIEBRRES, AERNRASFRETREINLER, NWRESRKTHEINEE AR, &
HBMINIE R ERWERNBUEHITER. NSEFRAIEFE—RIYE, RERHEHUETR
R

“R&F 2B XRSHNERABNER. BXHRAENER, EBE <https://
docs.microsoft.com/zh-cn/fslogix/fslogix-error-codes-reference> 4:AY Microsoft XX

o

icE

REEM
XEETIFSERR SN IER, EEILUEE R/ Bahia M EREE" (U REA) ,
BFZERHFTRS.

FHER

“‘ERNER TTHETIEEMNIIIR. ENEMHEE | BaEHNF0EN (RBEEMRE) .
A LhE S AR IIX 7 Beh &N FEEN.

MFENER, EERITUUTRE !

o “BER. RFENENTEREE. NENERRESRFSPMARESE XNAEIREERNEN
PRYIKE,

Pz
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o E¥¥ Profile Management I§BRREIECESE, EERIUFERZEEE T EEEXH >
Profile Management &8 T1HE LB RIERIZE IHEE,

o NFPIEIR Profile Management & &R, /948 X fRSZ1EFEMN SMB £EEHE—HE
R

s “TEH, RIWWEHENRIFARERRMHEN. &NRERERINSSENATHUE, &HXH
79 JSON #&3,

- RS, RIFERIBRINE .
R BT LUAAT U TR ME -

o« B EERHEORIRIETEAR AR X 51 DUE
- FHECEXH

- EEEm0EN

- BEECES

« %15 Profile Management i& &

FEHEEXH

SEATIL EfE— ISON Xtf, FAIFIRE BIMBIMED. JSON XA AN S SREERRE X EE

BB, BHEXH, BRTUTSE :

1 B e, BER LSRR A,

2. BEWR, WHBE LM, BIREIE, REREFTH, BB AR
2.

3. JXHHHEE L.

4. BE HETFHA L,

p=3_ g

o BB 1% JSON X5,
o IRABE LEK/IVINF 5 MB BIX 5,
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EEBD&ER

EAUBHREFEEENED. WEXFHAISTRESEFHERS 5 M80XMG, ARFHRES
xANIMEX M, ETXEENSEESEMB XL TEIN

- SHENEXHNERNR (BatBHl. iHEN4EHM ov)

- BIEEE (FIHERMRS)

- HIZEE

- EmEEESIMIINE

RECEBER, BFRITUATIR

=

. PR EEADEHR . SENEEREEDER HS.
. BREEMENHERES.
. NEZEEREFUT=METZ—,

N

w

« RECE, MREZFII, WEM F=BIED
- §H, MREFRILI, WEM SEXHIITEND,
- SR, NREFLT, WEM STESE—HITEM.

N

. ETRE, WHMEKREEEELSR 2/ 3.
. BEREFUREESHFRERS.

ol

sHicES

BEERR .

BTSN FEEHHERSIN 10 T MREEXZIRS, BHERAEENHER.

EAUREFREENEMNEIER, ARERZEMHITER, ERIUENSERESEE XTI
B:

. 1RF

- VARFZEMN. WNREAMHERRREER

« DBC (SHREFIRIEEEX)

- fiikas

« FIA(LIESIRE
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. FP

« WEM i&§E&
B EENSREEEE XN TmME :
« SIHENHEXNEFEAR (ENTEN. TEER ov)
o WBEHUR (FIHEEFIIRE)
. HIEEE

- BIEAMEECESERNE

BEMEICES, BRITUTIER !

=

. B &, BHET E&HB RS

. EERBEEES.

. NIIRPIEFREEHHRES,

. NEIPEESLT.

(AJik) & MEGREIFRFRIERMTEN UERMEREED.

N

w

I

o

p=3_ g

BN HRERNEISHFBIRIA T HALE,

6. & &R UHRED,

EHEEXHEEIRE

EERTR

HATHE TP NFEHEHBERSIN 10 T MREEXZIRE, BHRNEENHER,.

BEMHEEXHEERE, BRITUTTR !

1. BEHEH. HETED RS
2. EEFEBEEES.
3. NEHPHIRRFIRPIERIZE",
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4. EFRTEEXGEERRE
5. AEPEESLT.
6. (ANE) EF FEDEIFFREFERRHITTEN UERMERESD,

p=3 4K
BN HRERN R IFHIRIA T HALE,

7. BEER UFRED,
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B35

ERUTYERITRERES !

- REEHEE

« CMD 1 Ul iRy FRIHEE

- ERESER )RR

.« THEDHE

s MRIREIMKRE

. TR

« FIPS &§F

« {3 Citrix ADC #1Tf &F %
- BEMRTES

- IwAER

« ERERENXH

* WEM TEMRM4FIREESE

o XML FTENNFRECE

RESEGEE

AR MT WEM EHAEINRKRENEBIRE S 1D

WEM BB
=4 ID &3 HE

1001 B2 RIESHRIIMBECESE | &
#5 . configuration set
name (ID:
configuration set
ID) o

1002 ZE RIBRFMENERECESE
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WEM RIS B aiZR AR SS

L) B3
2001 8
2002 g
2003 R
2020 =B
2021 =2
2022 8
2023 Rz
2024 =B
2025 25
2026 fEix

RERERIFFH

EH# 1D SE3
3001 EIS
3002 R
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HE

[ETE R BAhZRMARSS ©

it © service address

eSS AL R U

TEEER WEM ARSS

IETEEES WEM RS © b

it ¢ service address

IE7E3RE RN WEM BRERY
Cloud Connector: Cloud

Connector list

E7EM Citrix DaaS™ &)
Cloud Connector: Cloud

Connector list

P& Cloud Connector 397%
iG]

Cloud Connector IE #3517

Cloud Connector address

Cloud Connector Fci&ifa):

Cloud Connector address

JoiE81d Cloud Connector 1%
3] WEM RS

HE

[EEEHRIBECEIRERIHT

RIBECEIRERFRM, LI

S exception code
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=4 1D &3 HR
3003 ER RIBEEIREEIHRIET
BRIRSSH
=4 1D 5 HE
4001 5 TENRAP ShEAHIxR
4002 'S TENRAF BRRSA
4003 e TEERRAPERFRE4A
4004 ] TR BRI OU
4005 e TERRAITEAN AR
4006 ] TERRAITEH] OU FI&R
HENRREMS
=4 1D &3 HR
5001 ER [EEEhit EAA SRR IR
5002 =8 HFRBRITREM, Bidit
B RER LI
5003 ER BOI T EAIERBRAMIE ¢ HERER
GBELIERE A
5004 BE TERRITENFEASR
OU, ARIRAIEELILE
5005 ER HHENAREERIIN A
5006 BE ToAR I ENAREE, KK

M GPO %l)& : GPO list
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AP EREEEHS
EHID &3 HE

5501 8 IFEA user name ETHE
FLASRERAME

5502 =8 HFRHBRLREY, BT
PIRER bR

5503 2 Bkt BB P SRERAME | RIEFA
REIREIE

5504 =8 HFRIFREKSF, EBkT
AP user identity
name HYTRBRALIE

5505 =5 TEK KRB P ARERI4AE
OU, #HAZRESAMEELRIE

5506 SE P ARERE IR A

5507 =5 ToiER AP AR, Ry
GPO H)E . GPO 1list

FRERISEH
=% 1D &5 HE

6001 =8 EERERIBEEFERY

6002 8 EEEMRERIEEEFERS

6003 5 WEATH, REBEERSBE
Bt

6004 E5 RIEBEERFTENRE | RS
REBELH

6005 5 RIEBEEERT BT | Bl

FIRRSSHIUETERR
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=={0 )] 3 HE
6006 BRI REBZERT RN, HIMEN
FBiR
6007 =8 RIBEEFRY MINTR

RILEH

CPU i1t
EEAZEM ID M 7003 T 7008 BHE, IERIMUTERR,

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\ftIEE 41
%% . EnableExtralLoggingForOptimization
A | REG_DWORD

BH:1
AE

A EMMREIMRAEISBTERTE, FEENRERIERG. Citrix® TIEFRIERT R
KA EmEREMERRIERTM SRR, FETREERIMERRIERONIL, FEIME
B, BSBENEMR.

=% 1D 5 HE

7001 R IETEN#TE process name
(ID: process ID ) (HHEBF
user name GIE) #A1L
CPU IBERIF, £
percentage value il
S MO CPU &
AREM, RAEE CPU fE
FAZ A percentage

value o
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=% 1D &5 HE
7002 (E1= IETER#HFIE process name

(ID: process 1D ) (AR
user name €I&) AL
CPU IBEfRIF, 1
percentage value #Nl
BT CcPU AR, 81
RDBIFS CPU EREKE
#7E percentage value

KR,
7003 E2 BEf#HIE process name

(ID: process 1D ) (FHAF
user name BIE) KL
REHN priority value

o

7004

I
Of

TER#HFE process name
(ID: process 1D ) (HEF
user name GIE) BILE
REHRN priority value
o HIR1CE3: error code

o

7005 B2 $XJi#F2 process name
(ID: process ID ) BI3#0
% (affinity value ) B
FRINRMEE, ZHFZHAR,
user name BlIEE,

7006

I3
of

ToERHIZ process name
(ID: process 1D ) FRiEZ
M (affinity value )

, ZHIZEHRARF user
name &,

7007 8 BEF#HIE process name

(ID: process ID ) HJ /O
AR ERA priority
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=% 1D e HE

value , ZHEZEHARF
user name BIE,

7008

34
R

TER#HIE process name
(ID: process ID ) HJ /O
AR ERS priority
value , Z#HIZHAR
user name €I,

AEME
EHID 35l HA

8001 f

]gllll
il

IETE#R{L#IZ process
name (ID: process ID )HJ
AEMAL, ZHEHAR
user name BIEE,

8002 f

]gllll
Bl

#F2 process name

(ID: process ID ) BIRTEL
bRTh, ZEEZHBRP
user name BlIEE,

8003

o
Of

TEMALHFE process name
(ID: process ID ) BYA7E,
ZAFZHAF user name
Bz,

CMD BRI Ul = FRAEE

Workspace Environment Management™ {{I2E]L7E CMD #LF] Ul 120 5517,

LITREREEERMNET, EALIEHZEU CMD BRER Ul BXEHT. Alt, EFEHEERE
Ha > BAIRE > BB > TERE ST+ LA REERRE, SXEAER, FEHaRRE,

NRIEKREBRRTERNBGT, £ (BEANRLBF) JUEAREITEN LU CVD &5
Ul EREERIE. Mit, BEMBINERZEXHRHARBIUTRD exe XH :

« VUEMCmdAgent.exe, 721FE7E CMD &R FaiTRIE,
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« VUEMUIAgent.exe, FSIFETE Ul IR a7,

cMD ERXH Ul X ziEfIX 51

FF CMD B, 1EFEUATED :

- TERFBHETH, CMD BEAZRETR— TR RF. CMD RINEFHEBEEIR .

- EEHE, CMD BRASFAFP DERARIENATRIE, XEARFAEMKRIKENEE. FTEINL. [
BREFF.

- Bfl, CMD BRAARFEAaTITIEE.
X F UIRT, EERUTET

- EERNEHETH, U ERRER—REEHEH,
o UNRTUAT AR (LU

- BHNAERF. RIFEEENEAEHNAER,

- BRI, RITTHITARSHERIE, IhENERT EEEFS > B&SE > Ul RENME
b > MBS A+ LER BRRRHR . BEXFARR, BERENOETL

- BEERE, RITTHTHEBRFETIE, IEEERIMEPEERIRMF

HETE R SRS > BETE > U REMEL > U REBSTET+ LRA AERE
BiRfr. AXHAES, WEAU RIBAT,

- EBNARERF. RS EENAER TEXEENAER.

I EIRE SR “EIBRHE > BAIE > Ul RBEMEL > Ul KRR ET+ EERATRAPE
BNARRF . BXFAER, BBV AEED,

o EIETEMNL, AWEITHERITHN TERERERIAFTEINAESHTENENEDL,

LB E SR BB S > BRIKE > Ul REMEL > vl REBEI AT+ EERRAFAPE
EBTEHIN . B XIFAER, BEEU RIEED

o RlET. RIFRAIE, RARDRIRENATRIE, XERFEAEMERENEE. TN, KA
EFFo

o BB, RWEITHA—TWL, BT M8 e IAFKEEE.

LI E R EEEF S > BRITE > Ul REMEL > FBISRI AT+ _EisE etk
F. BXIFARER, BRRTESET.

o XxF. BERAXAERANER.
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o B, FRIFE X HNE,

EEERFUREENAREFNITEN, BaUERERUTIE (EREBEREXHXFPREMY) ,
MEAFE Ul RV ERRE

» ResetActionsUtil.exe, FUIFEITFEBIRIFTE,
« AppsMgmtUtil.exe, RIFEITH EENARERF TE,

 PrnsMgmtUtil.exe, RIFEITHEEITEIN T,
CMD #RZVH Ul iR BRI EEXF!

« CMD RIBfAIZEGEEH. EeIfE WEM RIZIRSS (Citrix WEM RIBEHBRSZ 3K Citrix
WEM BRFERRS) , UESENES (B, SFHEMER) B CMD 1B, W1B%
=, EERATUFERA CMD I,

o Ul RIBHF4EE1T, Citrix WEM B ENRS BehaiELE Ul I8, Ul RIBERSRXAFIREEE)
RSZIEDT, BNBNEERAEFEE Ul I
xR
EARReER—1EREEIT CMD IEF Ul I,

w REHIERIVER

LUF S E i/ MER7E Windows HRE W -

INEFF TR B4 RN

BEPG Microsoft.ActionCenter

BETE Microsoft. Administrative Tools

B ohiB Microsoft.AutoPlay

EWRRANEE Microsoft.BiometricDevices
BitLocker JXGH2RNNER Microsoft.BitLockerDriveEncryption
BB ERE Microsoft.ColorManagement

231



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

FEEES

B EAFNEYE]

AIANERF

REEER

REAFTEINN

kbR

ZARER T

RERE

XHHEIER

SRR

FR5 (&I

159N

Internet 3%EI5

iISCS| Kt F

iISNS BR%28

3

B

il

B

=
Tof
P
Tof

BAR

MPIO B2 &

232

Microsoft.CredentialManager

Microsoft.DateAndTime

Microsoft.DefaultPrograms

Microsoft.DeviceManager

Microsoft.DevicesAndPrinters

Microsoft.Display

Microsoft.EaseOfAccessCenter

Microsoft.ParentalControls

Microsoft.FileHistory

Microsoft.FolderOptions

Microsoft.Fonts

Microsoft.HomeGroup

Microsoft.IndexingOptions

Microsoft.Infrared

Microsoft.InternetOptions

Microsoft.iSCSlInitiator

Microsoft.iISNSServer

Microsoft.Keyboard

Microsoft.Language

Microsoft.LocationSettings

Microsoft.Mouse

Microsoft.MPIOConfiguration
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MLEFHEZ A0 Microsoft.NetworkAndSharingCenter
RN X 15 El AR Microsoft.NotificationArealcons

EF AR Microsoft.PenAndTouch

DMEAL Microsoft.Personalization

BB IEAN A A7 25 Microsoft.PhoneAndModem

B JRIZE TR Microsoft.PowerOptions

2R IhRE Microsoft.ProgramsAndFeatures
& Microsoft.Recovery

Xig Microsoft.RegionAndLanguage
RemoteApp R mEIEE Microsoft. RemoteAppAndDesktopConnections
BE Microsoft.Sound

EEIRA Microsoft.SpeechRecognition
FfEZE(8) Microsoft.StorageSpaces

EIEZZN Microsoft.SyncCenter

e Microsoft.System

TiREBANIZIE Microsoft. TabletPCSettings
ESEMSM Microsoft. Taskbar

HPEHERR Microsoft. Troubleshooting
TSApplnstall Microsoft. TSApplnstall

)l Microsoft.UserAccounts

Windows FEESFH4k Microsoft.WindowsAnytimeUpgrade
Windows B * Microsoft.WindowsDefender
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Windows BrA g Microsoft.WindowsFirewall

Windows &AL Microsoft.MobilityCenter

Windows [ & hik Microsoft.PortableWorkspaceCreator
Windows E#T Microsoft.WindowsUpdate

TEX 3= Microsoft.WorkFolders

SR
& AT LATE1E1R] Workspace Environment Management &/ RERISSHE, FEHINEEERK,
TR UTEA T FERPERISTHE

- HRIZE

o Y Action IZiE ) Delete {EFY : Value
o 4 Action I&E 7 Set value H Type i&E REG_SZ: Value, Data B
- ¥4 Action I&E /7 Set value B Type i&E/9 REG_EXPAND_SZ: Value, Data B

- 3 Action I&& /7 Set value B Type i&iE/J REG_MULTI_SZ: Value, Data BY
AE

ARRIQED AR  HEHIRENAFIRE, N TFiHENRE, FEHTTERIRX
o 1FBRARBIRBENDES TR,

ARG BRIRIS PR

TEARRIRE PEASISTHEAIUEREMEPNRBEEESEN T, BOFHEE, HELR
BREE,

HRBEIRIE D NI

- HENIRE, XERECERTHEN, TREERIITEN.
- AFigE, XERENERTAR, TEMINIERIIPLIHTEN.

FRBESTHEEXFFARBIRE, UTHTEAXFIHEIIRE,
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o ##FullUserName##
o #HUserlnitials##

o ##ClientName##

o ##ClientIPAddress##
o ##UserLDAPPath##

o ##ClientRemote O S##

- AD B

« HKCU FHYFMFRIN

R AR
- AVARFAEANRENAERF @ ;R17. TEERNSHK
- SNARFEEAXHGRE - BIR
- HWARFAEIIAURLEY | REAT URL
- Bt

FTENA,
. BFFEE

P45 IXzheR
. BIREREN BTN

IR TR
. EFFEE

v=diiEd
. BFFEE. BREHNERE

p=3 g

BiEFRAHIREEY B, IREAMREE, ST EEMEAIRE.
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HRTE
- BR(E

|
+ OB

Ini X
- BiriEZE. BT, BAREXKTABRE

p=3_ g

Birf. BIRERTNBRETRASIHMREET B, IRERAMREE, ClINTEEM
HAT (%,

HNERESS
- BENBH

X RGiR1E
- FEEAEISE

S S

o T . HEHFSA HActive Directory BIYEPCEZ*ET : MIRAKY Active Directory BIEMITAILE R

*%
p=—

B X RN FRITEIR, BBAMmERMAZIFHEM.

FRERIR(E

B, BEREETEHAPIREFRTEUMRNIKENERE TN A ZF. Workspace Environment
Management™ IR U T FRIBIRE ©
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B’

#E & EY (string, length)#

#A I EEY (string,length)#

#HBET(F TR, KEWH

&Trim(FEFFER)&

&RemoveSpaces(FERT )&

&Expand(FF )&

\$Split(string, splitter],index)\$

#Mid(F T8, RhER5 )#

IMid(F T8 #21a3R5 | KE)!

ISubstring(F T &8 fLiAZR5 1,

KE)!

#Mod(FRT B, KE)#

Pz

it

&I ZEMIEEBENF .

REIEMEERENFR.

MRFFBRORKENTHEFT
EEKE, MEREENFF
fo MRFHHRIKEANTIE
ERKE, NROEEHENL
=75,

MIFR= 15 R EIPR A R S ERE
ZEM&o

IR =15 2R SR BYFR B 2218,

MRFFIRLZ A \% FEEK
IMREE, NEFZEE.

RIEA [ FEERN DR
FFERFDANFFFH, FiRO
REINFFIH.

NFFFERPIEERE 14T s,
R[EESHIFRE F 1o

NFFFERPIEERG 1T s,
REIEEBENF .

NFFFERPIEERS 1T s,
REEEBRENF o

R BRUKEHREIR

o FIBUIAEBIRIRNE
o
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#Left (abcdef, 2)# &[]
ab

#Right (abcdef, 2)# X[D]
ef

#Truncate(abcdef, 3)# 1R
@] abc

&Trim( a b ¢ )& E[O] a
b c

&RemoveSpaces( a b ¢ )&
K[5] abc

&Expand(%userprofile%
\destop)& E[E] c:
\Users\Jill\desktop

$Split(abc-def-hij,
[-1,2)$ K[E] hij
#Mid(abcdef, 2)# iR[0]

cdef

IMid(abcdef,1,2)! &[E]
bc

ISubstring(abcdef,1,2)!
K[E] be

#Mod(7,3)# iR[O] 1
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o FRTRREHIZIFBFEFZH Active Directory B4, Hla0 :
#Left ([ADAttribute:NAME], 2)# , HRHFRAFMNZITEMEN Administrator ,
kA Ad , T $Split(##ClientIPAddress##,[\.],2)$ &[] 157 .

e IMid(string, startindex,length)! #0 1
Substring(string, startindex, length)! IR{ESAERRREHIT.

IEHInE

MEGEE—MEIRINGE, T 7ZATAIE Workspace Environment Management B, LU TFRFI5
BT s RIRAHTE -

EEA .ini X, ErIUTE .ini XHREBREPEA %UserName%, Workspace Environment
Management 3 E#HITRIBHEARZBER. BF, L Workspace Environment Management
Z.ini XBEABHEANEENE# | B ERFEERE A %UserName%, EFE AR
EH{E,

RNTI/IMREN, ##UserName## (EABHEITEEFE, AR %UserName% {ENESRFEHR
BB A, M ##UserName## NIEA BHFEHNE,

BXxmfl, BBHATER:

Y Fahk |
##UserName## IRE|RBARIFRT HIR

="“%username%”

##UserProfile## REIEAFIFIED C:\Users\Jill
%

“%userprofile%”

##FullUserName## 1% [5] Active Directory BA&ER

NEE

#HUserlnitials##

##UserAppData##

iR[E] Active Directory FF A
LNEFRES

IR [EIFIR 3 -
RoamingAppData HYS2PRERTE
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B’&

#H#UserPersonal##

##UserDocuments##

##UserDesktop##

#H#UserFavorites##

##UserTemplates##

##UserStartMenu##

##UserStartMenuPrograms#
#

##tUserLocalAppData##

#HUserMusic##

#HUserPictures##

##UserVideos##

##UserDownloads##

it

IREHFEE 4K - Documents
HYSEPRERTR

IR[E4FFR 4 - Documents
BYSEPRERTR

IR[EIFFFR 4 - Desktop BY
T PRERTR

IR[E4FTR 4 - Favorites
BYSEPRERTR

W [BIRFRS A - TRARBYSSER

BR1E

EERTH TR - FFHAR
AR

W [EIRFFR A - “F2FF HISR
PRERTE

IR[EFFR X -
LocalAppData FYSZPREGTE

W [EIRFFRS A - B R HISR
PRERTE

WR[ERFFRS A - B BYSSFR
BRIE

W [BRFR A - ALERBYSE PR
BR1E

WR[ERFFRS A - T EBYSEER
BRIE
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C:\Users\JilN\Documents

C:\Users\JilN\Documents

C:\Users\Jil\Desktop

C:\Users\Jil\Favorites

C:
\Users\JilNAppData\Roaming\
Microsoft\Windows\Templates

C:
\Users\JilNAppData\Roaming\
Microsoft\Windows\FF A5z &
C:
\Users\JilNAppData\Roaming\

Microsoft\Windows\Start
Menu\Programs

C:\Users\JilNAppData\Local

C:\Users\Jil\Music

C:\Users\Jill\Pictures

C:\Users\Jill\Videos

C:\Users\JilN\Downloads



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

B’&

#HUserLinks##

##UserContacts##

#H#UserSearches##

##ComputerName##

##ClientName##

##ClientIPAddress##

##pAddress##

#HADIUL S

##DefaultRegValue##

##UserLDAPPath##

#VUEMAgentFolder#

##RDSSession|D##

##RDSSessionName##

##ClientRemote OS##

##ClientOSInfos##

it

W [BIRFR A - FERZBYSRPR
BR1E

R [ERFIRIAE S - BRRABISE
FRE&TE

B [BIRF RS A FEHYSEPRERAE -

SavedSearches

R [EFFR 4 SR AYSEPRER 1% -
CommonPrograms

R[EH BT

R[EIE A gt B
R[E%F P imit B 1P st
REHEAAY 1P st

ER[EIHENIFTER Active
Directory I

REI=FIAFNERAT

RO 3%

RO RERIE ID
R[OTFE R ERIERIT

&[] BB &R B R m AT
BHBRERS

R[ET BARRERSEER

240

il

C:\Users\Jill\Links

C:\Users\Jil\Contacts

C:\Users\Jil\Searches

C:
\ProgramData\Microsoft\Wind
ows\Start Menu\Programs
WIN10EN-LR3B66L
W2K16ST-51S28JP
10.150.153.138

10.150.153.213

NKG

YRLRA string.Empty

CN=Jill Chou,OU=User
Accounts,OU=APAC,DC-=citrit
e,DC=net

C:MEFEX M (x86)\Citrix\T{F
XIFEEERIE

RDP-Tcp#72

W&

Windows 10 &)V kR 64 i
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5% ##UserScreenCaptureComment## FiF =GBV ES 7. ARSI U D SE BRIEE > UI
REME(L> BRI BRI TR B FERMHRIR . 23IirER, BRRERERBHALARER
PREHR TARR—MTHEFR, WIS ENFBFHAS, LT EERFERHRIRPR
BiZmENE,

EEIEREG
ZE{EH Active Directory B4, WEM &=fF [BE #9418 X B Active Directory B, =Z1Ef Active
Directory BMMEIA S, E—MME XNtk B TFUEEERHNE,

3F P ALK RN (OVU) 48, WEM =55 [EE15948 X B9 Active Directory OU % %5, Active
Directory #&fX2 Active Directory AR AP B (LDAP), M BeHEF5&.

fIan, RigEENAFFRER OU MEMAEIRENER, SR AEMABREARREFERTIS T Ko
SR OU, ERAMSHEERMA !

o EMEIRcHERBBHEZEER b &P, Flt, EUFERAMUTEEE ¢ \\Server\Share\
[UserParentOUu:0]\ o

o IRE— %A 0OU MIMETE, AENEEBIREN . AEETLUFIKEI2METH \
\Server\Share\%0U%\ o

Pz

o IEEILURE T 0B N 518 ETE OU SR RIRAIB R R AV
o EAILCRZEMMBIRE. Alt, BEREREERS OU HBITRECRIEIAN LM,

RRR] LUER Active Directory B #1701k, EEEE > fiikas > &4 > fMESRRATIRIED
Lk, BEFRNE, ALUTHHERESRZEELD. EHEMERFZEEOR, EolE
B Fm@FH 5 Active Directory JB 1% X BXRITH LSS S-SR

« Active Directory J& 4 Chg

Active Directory £H[PCfg
« Active Directory ER{ZPCHED

« Active Directory I s FCAg
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3FF Active Directory B4 PCER, shATHER o Active Directory AL R B RTINS SH, EA
ZERGABATFREARR TN, T Active Directory BR1ZPLEZ, T LDAP BREMNGIESER
##UserLDAPPath##, XF Active Directory L= PLER, SRR ##ADSite##,

BxTbl, BERTFER!

B sk NG
[ADAttribute:attrName] REIXEFIEERE M [ADAttribute:name] E[D]
Administrator
[PrinterAttribute:printername| IREIFEEEITENVINIEEE 14 [PrinterAttribute:printerd|
attrName] name] 1R[9] printerl
[UserParentOU: level] REIZHFIAFX OU BIEESR [UserParentou:1] 7E
7l CN=Jill Chou, OU=User

Accounts, OU=APAC, DC=citr
ite,DC=net HIR[E] APAC

AR
BFEAEMER, WEM &% [Registryvalue:<Registry path>] EEHAHEXEIMERE.
o, WA LIEELTE -

XML Xff

EERH XML X1, WEM £¥5F [GetXmlvalue:<XML path>|<tag name>] {EE#AN XML XH&FH
B EARICE. XML BERI U SEFREEE, W]l ARENIFREE, TR % EEIFR
Xio WJ&D) ll_,\__”'/(j: J’X?{E:

« \[GetXmlIValue:C:\citrix\test.xml\|summary\] 3¢

o \[GetXmlValue:%xmlpath%)\|summary\]

INI X%

BE(FEM .ini X, WEM &% [GetInivalue:<INI path>|<section name in the .ini file>|
<key name in the .ini.file>] EAE(E, INI BREILRLIRERE, WA ERTNBREN
HIETE, BUIE % BERETE, fll, EeEEUTE !

+ \[GetlIniValue:C:\citrix\test.ini\|PLD_POOL_LIC_NODE_0_O0\|LicExpTime\] 2%

» \[GetIniValue:%inipath%)\|PLD_POOL_LIC_NODE_0_O\|LicExpTime\]
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BEZER

TR RR SR B ST RERE
TRIE T HMA B RER S SRR E S,

S8 it E PEERLER
BN BFRTE =
& P inFRPED =
28Ry U £ =
AMRIEITED = =
WMI ZifE R ICE =
XenApp® 7% FRILED =
XenApp X1z #RPTER =
XenDesktop® 17 & FRPLAD =
XenDesktop SHEH%AFRITAD =
Active Directory &4 TR = =
LMEEESIRT I~ =
Tt BRI =
EY Al Ay N Ui =
IMFTEARITE £ =
AMRER A I~ =
WMI iR FIEEZ =
XenApp 7% FRAPEER =
XenApp X% FRA LD =
XenDesktop & APLED =

243



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

SFFER izt & PERCZER
XenDesktop S EZH & FFAPIT - =
fic
Active Directory J& 4 PEAZ = =
BIHERETIRF = =
NES{ECED = =
HNSEREE = =
X iR A<PEEC = =
XA PEED = =
BRI ARG - =
BIESIRF = =
HIMARTETIRT = =
XX FREFE - =
I RATFE - =

HRTEICEIMRE

AXNET 5 Workspace Environment Management HRIFIE T 21§ B8 % A EMRE,
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_I:I-

& Current Site| Defavit Site

§ Connect e '| @, Delete ? Export Actions ? Export Settings
Create

E— Disconnect @ Edit Refresh ? Import Actions i Import Settings

er ' PO PO r

Desktop Control Panel

Windows Explorer

Known Folders Management | SBC /HVD Tuning

Policies and Profiles ’J Start Menu

g Environmental Settings Environmental Setting Management

- ¥| Process Environmental Settings | Exclude Administrators

w Microsoft USV Settings -

. User Interface: Start Menu

1 citrix UPM Settings
Hide Common Programs Hide Windows Update Force Logoff Button

VMware Persona Settings
Remove Run from Start Menu Lock Taskbar Turn Off Notification Area Cleanup
Hide Administrative Tools Hide System Clock Turn Off Personalized Menus
Hide Help Hide Devices and Printers Clear Recent Programs List
Hide Find Hide Turn Off Computer

User Interface: Appearance

@ Actions Set Spedific Theme File Set Backaround Color

[ Filters [en | C

[ | Assignments Set Specific Visual Style

@ System Optimization |":.' indir %resources{Themes'y sstyles |

| Policies and Profiles 1 Rl T Style

[ Configured Users | | [me

[_| Transformer Settings

[[ | Advanced Settings

[ | Administration Actions

[} Monitoring o Apply 1| |r Ganceluil

@ Current access level : Global Full Access .:

= RERF

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BRI NoCommonGroups
EE S DWORD

RIZFABIBRSS

MeFrsa” SRR BT

N
v
=

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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MeFree e rh PR E1T”

B NoRun
EEiS DWORD
ERE 1
BRE 0
A2 RIEFARIARSS
REEETE
I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Explorer\Advanced

BERFR Start_AdminToolsRoot
EEiS DWORD
ERE 0
BHAE 1
LS L RIBFABIBRSS
BRI AR B
RIEA HKCU\Sof tware\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BB NoSMHelp
EE38 DWORD
ERE 1

BHE 0

g RIBIFRRIRS

246



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

PRRER

RI#H HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B NoFind

(EESEE DWORD

ERE 1

RAE 0

LS RIERARIARSS

pEi WINDOWS BT

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoWindowsUpdate

(EESEE DWORD

ERE 1

RAE 0

LS RIERARIARSS

MEESE

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B LockTaskbar

(EESEE DWORD

ERE 1

RAE 0
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HEESE
y(SE BRIVRS
(ST ER TN

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BT HideClock

B8 DWORD

ERE 1

BHAE 0

P(SE RIZIFABYARSS

BRI & ANFT ENAL

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Explorer\Advanced

BERF Start_ShowPrinters

B8 DWORD

ERE 0

2RE 1

P(SE RIZIFABYARSS

B X F AL

AT HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BT NoClose
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B X FTEAL

ERE

RRAE

S(SE

SRFE R

I

ERE

RRE

S(SE

X BRI XA R

R

ERE

RRE

S(SE
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DWORD

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

ForceStartMenuLogoff

DWORD

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

NoAutoTrayNotify

DWORD

EREARS
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XA LR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B Baexe

(EESEE DWORD

ERE 0

ZAE 1

R B REARS

BRBENERTIR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB ClearRecentProgForNewUserInStartMenu

(EESEE DWORD

ERE 1

RAE 0

R B REARS

GBRE XY

%] HKCU\Software\Policies\Microsoft\wind
ows\Personalization

B ThemeFile

BEE REG_Sz

ERE R S HPIEE R ERE

®RE ERNEEE
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RERE XM
pUSE BERITIRS
REERAG
I HKCU\Control Panel\Colors
BRI G
BE REG_Sz
ERE FEREE (R G B)
2HRE ERFE, NRzAEES, M3 000
PSS RIEFARIARSS
RERSEMER
I HKCU\Sof tware\Policies\Microsoft\Wind
ows\Personalization
BB SetVisualStyle
BEE REG_Sz
ERE Rl ENRE
2RE EEES
PSS EREARS
REEL
RINE A HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\System
EEZE) BER
(EESEE REG_SZ
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REEE

ERE B aPiEENRE

=E(E ERREZES

pLS L BRIRS

RINE A HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\System

BEBF WallpaperStyle

=B 3t REG_SZ

ERE BAFHRE

=EE BEREFE

a3 BRIRS

I HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\System

BB TileWallpaper

BEE REG_SZ

ERE BURTFHEE

BHE BEREFTE

238 BRERS
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_‘ Citrix Workspace Environment Management EEIES

& Current Site| Defavit Site

'| @4 Celee | % Export Actions 4p Export Settings

&l Connect
&) Create
E— Disconnect e Edit Refresh ‘E’ Import Actions & Import Settings
i [ i

Policies and Profiles w Ll Windows Explorer | Control Panel | Known Folders Management | SBC [HVD Tuning

@ Environmental Settings User Interface: Desktop

" ) Hide My Computer Icon Disable System Properties Hide Metwork Icon
Q Microsoft USV Settings
2‘1{1 Citrix UPM Settings Hide Recyde Bin Icon Disable Recyde Bin Properties Hide Network Connections
VMware Persona Settings Hide My Documents Icon Disable My Documents Properties Disable Task Manager

Go to Desktop instead of Start
User Interface: Edge Ui

Disable Switcher

Disable Charms Hint

[ | Actions

| Filters

b B

.| Assignments

=) System Optimization

Configured Users

[y

I @ Policies and Profiles 1
]
]

_| Transformer Settings

[[ | Advanced Settings

[} Administration Actions

= o Apply Cancel
= Monitoring ! 1| |[ !

¥ Connected to : LABBROD @ Current access level : Global Full Access .:

R FR A oy B4

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

(EEZETR {20D04FE0-3AEA-1069-
A2D8-08002B30309D}

=it DWORD

ERE 1

RRE 0

S(SES EREIRS

Rt [t B A

N
e
=

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\NonEnum
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BRI E AR
BEBFR {645FF040-5081-101B-9F08-00AA002F954E}
EE3iS DWORD
ERE 1
ZHE 0
P BERERS
PRRIER A SIAY B4R
RI HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum
BT {450D8FBA-AD25-11D0-98A8-0800361B1103}
EE3iS DWORD
ERE 1
ZHE 0
LS BRINRS
#I SEmIEF R
I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Explorer\StartPage
BB OpenAtLogon
EE3iS DWORD
ERE 0
ZHE 1
LS BRINRS
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BRARGREY

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesMyComputer

(EESEE DWORD

ERE 1

RAE 0

R RIBFAAARSS

FrREsEYE

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesRecycleBin

(EESEE DWORD

ERE 1

RAE 0

R RIBFAABARSS

BRI B

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BB NoPropertiesMyDocuments
EE3S DWORD

ERE 1

RRE 0
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BRI B

pUSED RIBRABNARS
PR S ER
AT HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\NonEnum

BB {FO2C1A0D-
BE21-4350-88B0-7367FC96EF3C}

B8 DWORD
ERE 1
BHAE 0
LS ES EREARS
R mIPI4R e
AT HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BT NoNetworkConnections
B8 DWORD
ERE 1
BHAE 0
P(SE RIEFRRIARSS
BRESEES
AT HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\System

BB DisableTaskMgr
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FRESEER
(EESi DWORD
ERE 1
RAE 0
abE RIZFABIBRSS
Rtk
K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\ImmersiveShell\EdgeUI
BRFF DisableTLcorner
EESES DWORD
ERE 1
BAE 0
ab1E B RIARS
RABLEHRET
%80 HKCU\Software\Microsoft\Windows\Curre
ntVersion\ImmersiveShell\EdgeUI
BRFF DisableCharmsHint
EESES DWORD
ERE 1
BAE 0
ab1E B RIARS
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_I:I-

& Connect 3 CurrentSite | Defailt Site

&) Create

E— Disconnect e Edit

LT}

e | @2 Delete

U ExportActions 4p ExportSettings
Refresh ‘E’ Import Actions & Import Settings

T )

Policies and Profiles

@ Environmental Settings
@ Microsoft USV Settings
& citrix UPM Settings

VMware Persona Settings

[ | Actions

Filters

b B

Assignments

System Optimization

Policies and Profiles 1

Configured Users

Transformer Settings

==

Advanced Settings

Administration

Monitoring

Windows Explorer
User Interface: Explorer

Prevent Access to registry editing tools

Prevent Access to the command prompt

Disable Cmd Scripts

Remove Context Menu Manage Item

Drives Restrictions

Hide Specified Drives from Explorer

Actions

Control Panel

SBC [ HVD Tuning

Known Folders Management

Remove Network Context Menu Items Disable Explorer Context Menu

Hide Libraries in Explorer Disable Taskbar Context Menu
Hide Metwork Icon in Explorer
Hide Programs Control Panel

Disable Windows Security

Restrict Specified Drives from Explorer

|[ Cancel

- Apply 1|

¥ Connected to : LAB!

@ Current access level : Global Full Access .:

FELEA R RAE TR

FEIEIF RIS R AT

N
e
=

BB

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\System
DisableRegistryTools
DWORD

ZHERI Regedit?2: 1

RIZFABIBRSS

HKCU\Software\Policies\System

DisableCMD
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BRI TRl IR

ERE

RRAE

S(SE

PR _E TSR A TR

I

ERE

RRE

S(SE

BRI LT XX R Em

R

ERE

RRE

S(SE
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DWORD

HRBHR CmdEIA?2:1

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

NoManageMyComputerVerb

DWORD

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

NoNetworkConnections

DWORD

RIZFABIBRSS
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TR REER R PR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {031E4825-7B94-4dc3-B131-E946B44C8DD5}

(EESEE DWORD

ERE 1

RAE 0

LS EREARS

ERREEEPREMBER

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {FO2C1A0D-
BE21-4350-88B0-7367FC96EF3C}

(EESEE DWORD

ERE 1

RAE 0

LS EREARS

PeRTE P12 AR

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Programs

BB NoProgramsCPL

(EESEE DWORD

ERE 1
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PRRiAE 225 E AR
RAE 0
S(SE RIZFABIBRSS

#FH WINDOWS Z2/D

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

B NoNtSecurity
(EE34 DWORD
ERE 1
BHE 0
a3 RIBEABIARSS
BRARREESR L TXRE
I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

B NoViewContextMenu
(EE34 DWORD
ERE 1
BHE 0
a3 RIBEABIARSS
BHAESI=ETXRSR
I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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BRESE E RS
BB NoTrayContextMenu
EEiS DWORD
ERE 1
ZRE 0
PSS RIEFARIARSS
M REE RS E IR 2%
I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
B NoDrives
EEiS DWORD
ERE ERUR T A& EhER 21T
BHE ZE (RzMPRIZ1E)
LS TRERS

PREI R E IR IR PRIEE X B aE

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

=EZX 0 NoViewOnDrive

EE38 DWORD

ERE EBURFATiEH IR BN 2R B 7
7 Null (RZAHIFRIZAE)

g3 B RETARS
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“ Citrix Workspace Environment Management =-|0 -

& Current Site| Defavit Site

§ Connect e '| @, Delete ? Export Actions ? Export Settings
Create

E— Disconnect e Edit Refresh ‘E’ Import Actions & Import Settings

i [ i

Polides and Profiles StartMenu | Deskiop | Windows Explorer |[eGGGIEERSE Known Folders Management | SBC [HVD Tuning

g T — User Interface: Control Panel

. Hide Control Panel
Q Microsoft USV Settings a

& Citrix UPM Settings Show only spedfied Control Panel Applets Hide spedfied Contral Panel Applets

VMware Persona Settings Display Add Add
Remove Remove

[ | Actions

[ Filters

IQ Assignments

IQ System Optimization

. [__| Policies and Profiles 1

=

[ | Configured Users

[_| Transformer Settings

[[ | Advanced Settings

[} Administration Actions

— — Apply Cancel
IQ Monitoring ! 1| |[ !

¥ Connected to : LABBROD @ Current access level : Global Full Access .:

ReRLI2 | EAR

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BT NoControlPanel
(EE3iY DWORD

ERE 1

RRE 0

S(SES RIZFABIBRSS

R EERNEF IR VER

N
e
=

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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X EREERNEHERNER

BB RestrictCpl
EEiS DWORD
ERE 1
ZRE 0
PSS RIEFARIARSS
HFSMAVFIERF
R I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer\

Restrictcpl

BRFR INEFRZRE] (M 1 FHaH BEnEig)

=Bt REG_SZ

ERE AppletName

BRE Z2 | BipR

a3 RIZFABIBRSS

BRE E AV R E AR VIZFE

RIE HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B DisallowCpl

EEiS DWORD

ERE 1

BRE 0

a3 AR ARIARSS
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HTFE/IFRFNDNERF

N
e
=

HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer\
DisallowCpl

B NMEFRERS] (M 1 FFiaH B ohiEig)
=B it REG_Sz
ERE INE R SRR

ZRE ZEIBBR

IETEhEE RIZIFABYARSS

) Current Site| Default Site '| @4 0elet= | % Export Actions 4 Export Settings

& Connect
e Create .
E— Disconnect e Edit Refresh ‘2’ Import Actions i Import Settings
i ) i

Policies and Profiles Start Menu Windows Explorer | Control Pane! (EEGUEVRESWEEEREEREREN S SEC [ HVD Tuning

@ T Known Folders Restrictions

- | Disable Specdified Known Folders
‘%’ Microsoft USV Settings =

&1 citrix UPM Settings Add

VMware Persona Settings

[L | Actions

[ Filters

[ | Assignments

[[ | System Optimization

. [ | Policies and Profiles 1

= Configured Users

[_| Transformer Settings

[ | Advanced Settings

[ | Administration Actions

[} Monitoring i Apply 1| |[ cancel

¥ Connected to : LABBRO01 € Current access level : Global Full Access

FREENBHXHE

N
e
=

HKCU\Software\Policies\Microsoft\wind

ows\Explorer
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BREENERAXHK
B DisableKnownFolders
(EE38 DWORD
ERE EEURTF A& IREIEE S
BRAE 78 (RAbIFRi%(E)
pLS L BRINRS
NFENERANXHR
I HKCU\Software\Policies\Microsoft\wind
ows\Explorer\ DisableKnownFolders
BRFR BRI KB TR
=B it REG_Sz
ERE BRI KB TR
BRAE ZE | B
LS L BRIVRS
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& Current Site| Defavit Site

_I:I-

§ Connect e '| @, Delete ? Export Actions ? Export Settings
Create

E— Disconnect @ Edit Refresh ? Import Actions i Import Settings

B Iy I M

Policies and Profiles

g Environmental Settings
@ Microsoft USV Settings
& citrix UPM Settings

VMware Persona Settings

Start Menu

Known Folders Management

Desktop | Windows Explorer | Control Panel
User Environment: Advanced Tuning

Disable Drag Full Windows Disable SmoothScrol

Disable Cursor Blink Disable MinAnimate

Enable AutoEndTasks

SBC [ HVD Tuning

App T

Set Cursor Blink Rate

R

Set Menu Show Delay
[} Actions
Filters
— Set Interactive Delay

[ | Assignments

[o

@ System Optimization

. [__| Policies and Profiles 1

@ Configured Users

[_| Transformer Settings

[} Advanced Settings

[ Administration Actions

Apply 1|

|r Cancel

@ Monitoring !

@ Connected to : LA

@ Current access level : Global Full Access .:

BRI REN

%] HKCU\Control Panel\Desktop
BRI DragFullWindows
B REG_Sz

EREARS

RRYGRIAR

HKCU\Control Panel\Desktop

DisableCursorBlink

DWORD
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B RS ARAR
ERE 1
BHAE 0
S ERIARS

EF AUTOENDTASKS

RI HKCU\Control Panel\Desktop
BT AutoEndTasks

EE3S DWORD

ERE 1

RRE 0

ab12 ERINARS

WAITTOKILLAPP i8Rt

RINE£A HKCU\Control Panel\Desktop
BRI WaitToKillAppTimeout
EES DWORD
ERE fcBfE
2RE 20000 (+3dl)
LS L] BERIRS
IGE AR IRESR
KINE£A HKCU\Control Panel\Desktop
EEZENN CursorBlinkRate
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RESARIANRERER
EES DWORD
ERE FcEfE
BHE 500 (~3El)
p(SE TRERS

REREBRIER
RI HKCU\Control Panel\Desktop
BB MenuShowDelay
(EE34 DWORD
ERE FcEfE
BHE 400 ()
ab3E ERERS

RERZENIER
RIN HKCU\Control Panel\Desktop
B InteractiveDelay
(EE34 DWORD
ERE FcBfE
BRE ZZ | BRRR
pLSEd B RIIRS

BRYEER

I HKCU\Control Panel\Desktop
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BRTERD

BRFR FBRTh
(EE38 DWORD
ERE 0
BHAE 1
pLS L BRINRS

BRB/MLEhE
IR HKCU\Control Panel\Desktop
B MinAnimate
(EE3EE DWORD
ERE 0
ZAE 1
pLS L TRERS

TSR

Workspace Environment Management 222 M T ifikskt, Er]LUERXLERAREEERERARF
PERENEMY. EXEEEEHEPERAXERGFMAGER, BFBRITIESR.

ERUTImERMAN, BEERUTRMER
- MRREBLZEETERENZIERFRGL

o ‘BRI EERIREENNE P IRgE.
o ‘IR E A imEiE e EEN.

« MRAREBLZEEYERR L, NRGRITFELEEPHEBRGTER,
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& RN TRUE
THAE SR N/A
TIHALE R AR N/A
TRHREE N/A
R [E] 5,
P Jasdr HENBFITE
THAE SR N/A
FHALE R FRHo
FREREE BANZFRNIR: Computername Z/NIE
(2%) : Computernamel;Computername?2 &
FofF (&ERFZ1) : ComputerName*
RG] MR HFNITENBIRSMEETE, A
True, &NA Falses
P Jas=2rn & R4 FRPCAD
FHR(E A N/A
FHA(E R FRIHo
FEAIE L BAZFRNR: Clientname 2N (28)
Clientnamel;Clientname2 &@EHF (WEBRTFZ
“N) : ClientName*
REE MRHFEPIEZIRSMEETE, A
True, FNA False,
& IP 3thhtPTER
THAE SR N/A
FHRLE R R IP ik,
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E SRt

FERIEE

R[EE

FraTh

FHREEE

FRRLE R SE R

FERE A

R[]

BT

FRR{E SR

FHRLE SR 2E R

FRRTE A

R[]

E SRt

FRRE SR

FHRLE SRR
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IP 3thtPTER
BANZFRNIR: IpAddress 2N (OR):
IpAddress1;lpAddress2 BECRT (HWERFZ):
IpAddress* SEE (t23&AFZ1): IpAddressl-
IpAddress2
IR YETITEMN 1P it SN EPTEE, WA
True, BNA Falseo
E U 1P HihtPTEd

N/A
IP ik,
BNLFNIR: ClientlpAddress 2Nz

(2%) : ClientlpAddress1;ClientipAddress?2 &
BT (WERTFZ) : ClientipAddress* SEE

(HEBATFZ) : IpAddressi-lpAddress2
MRLEFIE i 1P ik 5K EPTE, WA
True, &M False,

ACTIVE DIRECTORY I PCthg
N/A
M)A Active Directory I s BIEA T4 T,
Active Directory I 5% #Fo
MRET RS HYaih=PTEie, WA True, &
Mg Falseo
AE

N/A

EHA71 (B0 : 2H—).
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E SRt

FERIEE

FraTh

FERE R

FRRLE SR SER

FERE A

R[]

BT

FRR{E SR

FHRLE SRR

FRRTE A

R[]

E SRt

FRRE SR

FHRLE SRR

FERIEE
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A

BTN DayOfweek 2N (2R):
DayOfWeek1; DayOfWeek2

MNRSKEMXEE, NRE] True, TR
[@] Falseo

BT S0
FRB, KT EBT.
FRB, BT SRTEE,
B2 it EIEZEM: 2
MRIFETSFERERE, NA True, TN
5 False,

AMRMEITE
FREB, BENRFMRENTEREZNS
o mBl: JEMFRIN
HKCU\Software\Citrix\TestValueName
FrRIE. P EMRIAITIHR(E,
B—Fis: EIEZEM: 2
MR FMETEFEEER, WA True, BN
7 Falses

WMI Zif4hRPTED

N/A
FRI S,

BRE WM B, BXFAER, BEH
<https://docs.microsoft.com/zh-cn/
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&Mt WMI Eif4ERITE
windows/win32/wmisdk/querying-with-
wqgl> o
A [e] NREBMAINHELER, WA True, BNA
False,
&Mt AP ExR/HXPTAR
FriHA{E Ay N/A
FRHERLE SRATY FRFE.
FRERIE A MALF R 1ISO B E %
R[] R 1SO EERMSIEEELTE, WA

True, FNA False,

SREFRTR AP Ul BETE
FiiHA(E2EE N/A
FEALE SRR FRIR. FLISO BS %M. Il FR.
FiERIE ML 1ISO EE %M. HIil FRo
R[] SNRAF UIISO iEE RS IEEEIEER, WA

True, FBNA False,

E SRy AP sBC HiREE
FHA(EZER N/A
FHEALE R AR MFRAEE,
FiHRIE N/A
R[] MRAFLETY (BRGEHNEESNBER)

SrmEErTEe, A True, TNA False,
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E SRt

FRRE SR

FHRLE SRR

FERIEE

U]

FraTh

FHR(EEE

FRRLE SRS R

FERE A

R[]

BT

FRR{E SR

FHRLE SRR

FRRTE A

R[]

E SRt

FRRE SR

FHRLE R 2R

FERIEE

275

BERATLOREE
N/A
MTHIFIR iR,
N/A

MRITBENFEAE (x64 3¢ x86) SFmIA(EIT
fc, WA True, BNA Falseo
EERS

N/A
M TFHIFIRFER,
N/A
NREERT (ELTBEL) SPmtEPTER,
MW7 True, BNFA Falseo

CITRIX VIRTUAL APPS™ hRZICHZ
N/A
FRFB, Citrix Virtual Apps ik, =l : 6.5
N/A
SNRARA S FMEETES, WA True, BN
Falseo

CITRIX VIRTUAL APPS 15 #iIthe
N/A

FRIF, Citrix Virtual Apps 7% (RERAE
6.5) o xfl : Farmo

N/A
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SHFRTR CITRIX VIRTUAL APPS 17 ¥rIChg
wx[E] NRBINGFMEEPTES, WA True, BRA
Falseo
SRR CITRIX VIRTUAL APPS XIF&#FFIthg
FHA(ESER N/A
FRARLE SRR FRISB, Citrix Virtual Apps XiZ%#n (R=hk

X 6.5) ., = . Zone,

FERIEE N/A
R[] NRBARSFMEETES, WA True, T
Falseo
E S L CITRIX VIRTUAL DESKTOPS™ i5&#iPthg
FAR{E SR N/A
FRRLE SRSE R FiFE, Citrix ERIREZRTN (RERE

5) o = Farms

FiERIE N/A

R[] INRBIEPTEEILE, WA True, [MWH
Falseo

E SRy CITRIX EBIREREHANICE

FHA(E 2R N/A

FiHAZE AR FRI&, Citrix BRERESH, 70 :
Groupo

FiHRIE N/A

R[] INRBIGPTAEE, WA True, FMH
False,
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E SRt

FRRE SR

FHRLE SRR

FERIEE

U]

FraTh

FHR(EEE

FRRLE SRS R

FERE A

R[]

BT

FRR{E SR

FHRLE SRR

FRRTE A

E SRt

FRRE SR
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CITRIX PROVISIONING™ Bz
N/A
M TFHIFIRAFERE,
N/A

YN8 Y& Citrix Provisioning MYSIER SFmiE(E
PthS, M9 True, FNA False,

BFIRRERS
N/A
MTRIFIRFIER,
N/A

MR YR IRIEERAESFMEEE, WA
True, &BNA False,

ACTIVE DIRECTORY B&{ZPTED
N/A

FRIR. FMRAAY Active Directory BR1IZRI%
o

BN | =4 LDAP BRRITED @A
i I OU=Users* Z1°%8 : B9 5 () 7kR&E

MREMFERELE, A True, {NA
Falseo
ACTIVE DIRECTORY Ei4PTEd

FRIER. FRAAY Active Directory BI4ERI%
#Fo
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KUELF ACTIVE DIRECTORY EB[tAz

TRHRLE RAEEY FRIER. FRAAY Active Directory B 14RIFIER
{Bo

FHRIE A BENR : EZERE B25 () 2REXE N

HWEEFRANZE 2

R[] MREMEFEBERE, WA True, {MH
Falseo
&t LI HEESIRH
THAE IR FrRE, HREMIREESRIAEFERN

XML FIREYFTERE X R 1Eo

FHRLE SRR FIFR, BREFIRPERNAIVENTHE,
FERIEE FIIER
R[] IRMAEEIEETIROLIVEXNPHE, T

7 True, BNF False,

KT it BRI
BEZRMITH iZ1T ComputerName Match 73R [E148 fz H945
R (WRA false WA true, FORF true M
false) » BXIFHER, BESHKMH
ComputerName Match,
AR TE P i E
BEXMTH i&1T ClientName Match F:REIBRLER (40

RN false M true, TIRA true M
false) - BXIFAEER, BEASZN
ClientName Match,
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MM T 1P HiAEPTER
BESZMBTH iE{T IP Address Match FHREIMER VLR (40
R false M true, FTRA true M
false) » BXIFHAEER, BEHEZHEIP
Address Match,
¥R TZPiE 1P #hhtPog
BEXRMITAH i&1T Client IP Address Match iR [E]1E & BI4S
R (WNRA false WA true, GRA true MK
false) - BXIFHAEER, BEIREMN Client IP
Address Match,
BT % ACTIVE DIRECTORY BfisRPthz
BEZRHTH 51T Active Directory I s PL AR R [B]48 fz B9 45
B (fNE A false MA true, TR true MH
false) » BXFEHMER, 1BEEIRSEMN Active
Directory 52 PCHD,
G FIF 182 B TAg
BEZMITH BITIFETEEHECIERNER (INRH
false M9 true, #NERA true M7 false) » B
XFAER, 1BEREZM HFIETEITE,
4T TR R (& PTAT
BEXHETH BITEMKRECEHEEERNER (R
false M7 true, AR A true MJ false) . B
XIEMER, BB MN EMRELTE,
ZHFatn T WMI ZEifgERITEE
BEXHETH IT1T WMI TR R HREIMERER (10

RA false WA true, TRA true NF
false) » BXFMELR, BSIREKME WMl Eif
LERPTHED,
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F4}

Fl}

Fl}

Fl}

Fl}

Fl}

R

R

R

R

AR

R

(SXeWS

TR

17 h

177

(SXES

177

E SRt

E St

BT

Frath

FraTh

E S L

ZRAFERMXICE

SITRAERMXCEHEEHERER (40
RNBNAE, MRAEMVARK) . BXIFA
R, BBRAKMEAFPERMXITER,

THF Ul EErER

TITAF UESEEHROBRIER (GIR
ABRUWAE, MRAENAR) . BXFHAE
2, BBHEKHRRP U ESTE.

& CITRIX VIRTUAL APPS krA<PCfig

3B{T Citrix Virtual Apps HrZ<ICECH:& [E]48 /K Y
ZR (MRABUAE, MRAENAE) .
BXIFMAER, BEBREMCitrix Virtual Apps

hRA<PTEL,

7 CITRIX VIRTUAL APPS 174 FRICHD

i&1T Citrix Virtual Apps Farm Name Match 3
REMERIER (R false WA true, AR
A true M7 false) » BXIFMER, BEBRE
% Citrix Virtual Apps Farm Name Match,

7 CITRIX VIRTUAL APPS ZONE &Fi[TED

=17 Citrix Virtual Apps Zone Name Match 7
REMERER (R false WA true, AR
A true M7 false) » BXIFMER, BESHE
% Citrix Virtual Apps Zone Name Match,

% CITRIX VIRTUAL DESKTOPS FARM %&#;Pt
fc

iB1T Citrix Virtual Desktops Farm Name Match
HREMERIER (WR7 false MA true, 0
R true WA false) » BXIFHAER, ESH
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AR I CITRIX VIRTUAL DESKTOPS FARM £ #i[t
fic

&% Citrix Virtual Desktops Farm Name
Match,

AR & CITRIX VIRTUAL DESKTOPS SHH4FRIT
fic

BEZRMITH iB1T Citrix Virtual Desktops Desktop Group
Name Match FREIMBERBILER (WIRA false
M7 true, FRA true NA false) . B XiFH
E8, 1BBIARM Citrix Virtual Desktops
Desktop Group Name Match,

E ST % ACTIVE DIRECTORY H&Z[tHg

H1TH iB1T Active Directory BRRILAZ, HiR[OIME /<Y
L£R (WRKA false WA true, FARA true NH
false) » BXIFHER, BEBIFEZM Active
Directory B&FRITHT,

Fi}
R

AR TE 7% ACTIVE DIRECTORY E14PtER
BEXHETH i&1T Active Attribute BRZPCEE, FHREIMERA
R (WNR A false MR true, FNERA true M
false) » BXIFMER, BEREH Active
Attribute BRZPTED,
AR LM HEFRTETIFRA
BESEMTH BITRMEEEYRD, FREERNER
(408 A false MA true, FORFT true MH
false) . BXIFMER, BSIRXMN HHTE
EHIRP,
ZMHAFR BRI ER ST ED

FRR{E SR N/A
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&Mt EFimn R R ER ST
FHEALE R AR M THIFIRAEE,
FiHRIE N/A
R[] R L AIREE P IRRIERA S PAETEL,

M3 True, TN Falses

A TR B P IEE R FRGICA
BESRMHTA BT & P ImE iR E R G L Ee HiR [O48 R BY4S

B (GNRXA false M true, FNRA true MHA
false) . BXFMMER, BEBREXN BEFRT

ERFRSAITE.
MR RS = (U
FRR{E SR FRHR, ERAMREEHHNSSENERE
K&
FHRLE R 2ERY FFHR, MIAFRALHIFARE,
FRRTE A B—2 AR E FEZEWR ¢ 2
R [EE MRBSRANEREFTRELTE, WA

True, FNA Falseo

Eus A FTrh7A{ErCE
BEEMHITH SITSEREHFEEERNER (MR A
false M7 true, FIRS true NIA false) » B
XIEMER, BBAZUEEETER,
P3as2 BB RES
FIHA(E A N/A
FIHERLE R AR MNTHIBRAIEF,
FHAIE A N/A
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E SRt

R [EE

E St

0=
[=)

TR

it
R

BT

FRR{E SR

FHRLE SRR

FRRTE A

E SRt

=
[=)

(SXeWS

it
R

E St

FRR{E SR

FRRLE SRS R
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Rin BB RS
MR Y EI R ESR S SFMEEPCES, WA
True, FNA False,
TE P iniRERSGITHD
BITE P IR ER ST EC R O14E R B4
(B8R 7 false M true, TNRA true Mg
false) « BXEZELR, BERALYE EFHE
YERSEITHL
ACTIVE DIRECTORY 4HPTHD
N/A
FRF

BANBFFNIE ¢ 2 NetBIOS &5
(DOMAIN\Groupname) Z/NliR (%)
Groupnamel;Groupname2

MR YFMERB P AES NN EPTE, WA
True, FNA False,
7% ACTIVE DIRECTORY £8Ptz
iB1T Active Directory APt HR[EIHE R FIZER
(BN2R A false M true, TNRF true Mg
false) « BXEZER, 1EERFEM Active
Directory £APTHD,
X {4 RRAPTHD
FRIB, BN HR TR EREMAIT,
T : C:\Test\TestFile.dll

FRIHR MIAXFBIFRHEA fHhR A B,
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MM X hRA<PCER
EREA BRI ¢ E FEZEME 2
ix[o] MR FMREFEEEEE, WA True, TN
7 False,
AR T HhRA<PThg
BESEHITH BT X HRRALTE FREERAVER (MR
false M7 true, FORA true M)A false) - B
XIFEAER, BB REH X ERAITE,
B PLERRTS
FRHREZEEY N/A
THALE R AR MTHIF) R AIERE,
HEREE N/A
(5] MR L EIMEIEFRS S PnEEE, A
True, &R False
BEERER:
EEREBEAGRBLINVEATRERGXBE 2, HISFEUT/LA  MRELAHRRERE R

NAER, BT ERER FRPBANAREFN LSRR IREAHZREELATR
H, FEERER FRIARAREHNELRH L.

E S e

FREA(ESER

FRHRLE SRR

BRHEHFL
N/A

FrrE. BAMEBIRIAFT (Citrix Virtual
Apps/Citrix Virtual Desktops/RDS).
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ES LT BERHERFR

FRRREE BRI | EXMEVRIFERT 2 TR
(80) : %152 BEAUR @ i

ik [E] MR YHFEAHHNRRRITENXEPTE,
M7 True, T[N False,

E SRt HEMESIRS

FRRE SR FIH, HTEMYIREERLAEFEMRY
XML P RBIFTTEX R,

FHRLE SRR FIFHR, BEFIRPERNGITHTUAE.,
FERIEE FITER
R[] SNRIEEFIR PRI EXN PEE R,

M7 True, BN Falses

T BMAETIRF
BEZRMGITH BT RIMESRA”, HREMERNER (IR
79 false M7 true, FOERA true M false) o
BXEFMAER, FBREZMBHEIIRF .
EJLE XHFISXHREE
FRHREZEEY N/A
FHALE BB FRIH
FHAIE L BRI ERFEE CHTXER) 15
BRRE,
i [E] MRIEENXHRAEZEEFE, WA True; &

M7 False,
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E SRt

(SXeWS

F4}
R

E St

FRR{E SR

FHRLE SRR

FRRE A

E S L

TR

Fi}
R

FIPS & §F

XIS RRIETE
BT XHIXGRERE, FREIERIER
(BN false MF true, FNERF true Mg
false) . BXFMMER, BEBIRZMGXHEFSHF
REFE
B AR 8] o
N/A

FRFBER B BHARY El, ZMstRY B 2R/ E]

B/NHER : 06/01/2016 BEAEH :
06/01/2016-08/01/2016 &8 -
entryl;entry2 SEEFENBEARILURS1ER

WNRHITHE/BY B SR s ESL B ITEE, WA
True, B{MA False,

APTEEHRRRY(E)
B{THERRYE AR EIER LR (MR A

false M7 true, FIRA true NIA false) » B
XEMEER, BBIFEZN BHAREPTED.

& A LA7E FIPS IF8HiE1T Workspace Environment Management™ (WEM), WEM SR FECE

5 FIPS X% :

o« FTEMNVEIRU T BEEFE
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B3 New Network Printer

Display

Marme:

Description:

Target Path

Printer State

| Enabled -

External Credentals |

Connect using spedfic credentials

User name:

- MAREpREREMUT EREFD > B1F > MEEzEE +
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Ed new Network

Display

Marme:

Description:

Target Path

Metwork Drive State

| Enabled -

External Credentials

Connect using spedfic credentials

User name:

(]
(L
(Ll

m

I

wa

Actions

|[ oK '|| |r Cancel '||

« FAF DSN EiEA T EEEHE > #F> AP DSN & ©
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EH New User

(e =2 Options l

Settings

[ E-Connen:t using spedfic credentials

User name:

Password:

e ————————————————————————————————
|¥] Run Once

Action Type

| Create / Edit User DSN -

Actions

|| 0K || || Cancel ||

. SMTP SIEMT EEIHE > BEZE > Ul REMEL > BENAWET & :

[7] Use SMTP Credentials

ame | Password | | || Test SMTP
. RHFIDIGEAT SBEHIA > Transformer I&E > EH#l > BEHIgE & .
Change Unlock Password
Unlock Password: | | [~] Display Password

Confirm Unlock Password: | | - Apply Passward

- BHERERAT SEEHE > Transformer 188 > B4 > BRLTHEMBIRIGE + -
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Autologon Options

Enable Autologon Mode

User Mame: | | Password:

Domain/PC: | | Display Password

£ FIPS IEHIETT WEM BY, IFERMUTERSEI,

« SNRLUFHB RN WEM 2003 LB RRAEHFHE, WEEREEREIER WEM IR
o
o 1&fF (FTENH. WLIRzhaE. A DSN) MUKk S XEIRERVIEIEA
o IgE (REREIRENZRERIRE)
- FoESE

FERFI

NREE FIPS X TiBIT WEM, BEFAHR WEM EEMARSMEIERZESI S aE U TEm

o WNREAIFEFRITITIIE WEM 2006 &SR, EuILUSHRE] 2109, SARYIEER] FIPS 1%
X, HERIEK
o WIREHIFIEARITITIIE WEM 2003 BEEFE A, WA HERE) 2109, SAEYIHEE] FIPS 1%
o
RIEFEHFEM

7T FIPS MEAHSETT WEM I8, I5MRMIBRRAN 2006 2L &ESHR7

f85F8 Citrix ADC #4171 8 F 8

AXIESEEFMBENNHETEREPIEL I E S EMZEMARSS2RHI Workspace
Environment Management™ (WEM) AR5 884H, ASGFHMNA T WRIECE Citrix ADC i€ UMK E
WEM EIEZHIEH WEM RIZNE AERH#ITREFE,

B LAfER Citrix ADC fmPr L WEM %[0 -

- BEIRIEO (ZANB R TR 8284)
- REIRSIHO (BHANBER T A 8286)
- EEHIERT KO (BIAER TN 8288)

BIREENETAH O ERPORSE (ERLORSE 1 MEMZORSE2) 5 WEM RS
B, ERTHUTHE -
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1. EFR3| Citrix ADC B2 GUI, fAfFE# H“Configuration”s

=2
2. SfnFTraffic Management > Load Balancing > Servers > Add”, fAIG&E Add"LURINER
LRMIARSS8R 1o E & IRELURIN AR SR MRS 28 2,

3. &% “Traffic Management > Load Balancing > Service Groups”, JAGEEHAdd" N B
BFIEARSRIEIRSS A,
« Protocol (1Y) . FEHFETCP,
« Cache Type (&7FH) ., EIF“SERVER,
4. 7f“Load Balancing Service Group” (fA&T#ARSS4H) TiE L, 2 &HE“No Service Group
Member’ (LRFZAMZ)
5. T£“Create Service Group Member’ (BIiZfRZ4HMF) Tim L, %E#FE Server Based” (ETFHR
588 , BEAETkK, AEEEREMENRSSE 1. WEMENRSE2EESE 3 F 5,
« Port (#%0O) . Fla0, AEEEHIEHA 8284,
6. RIBFE 3 5 5 OIEARSH, BT RSN EZAL RS,
- B0, WFHIEERSIHO, #A 8286, MFEEFHIERLSIHO, #A 8288,

7. S#n% Traffic Management > Load Balancing > Virtual Servers, ZA[FS8ERMNLGRINE T
B SRS EBIARSS 280
« il % TCP,
o IP HUBEASHY, 1 1P bl
o IP 3L, SEAREM IP, BXIFMER, ESI ECE Citrix ADC H#HR IP ik,
- B0, B0, AEEEFIEREA 8284,

8. BEELHHFHELIRSERSAHSE,
9. EIRSEBE TNE L, BEATK, EFRENNRSE, ARREHE,
10. WP R 7 B 9 QU EBIIRS 2, XERSHFVTFARERS HAMEFZER T kO,

« WO, XNFAREARSIHO, BA 8286, WTFEFLHIERD RO, A 8288,

BiS#iTae

Workspace Environment Management @2 2— 1B &N ARER, ZNAERUTREREE
FH, BIAIER - c:\Program Files (x86)\Citrix\Workspace Environment Management

Agent\Agent Log Parser.exe o
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) WEM Agent Log Parser - = -
@ Home
- i_’}_ Broker MName: MNjA (¥) 2708

= e Broker Port: M/A Log Filtering | Applications, Printers, ... = A B0
Load Log Refresh )

File Logs Version: 4.4.0.0 o a

] ] "] ] ]
Enter text to search... - [ Find ] [ Clear ]
Timesta... Event... Method Name Event Details

(i) 06:00:17 Event BrokerServiceConfigurationHelper.DoCfgRepo... Registry Configuration Report : =
(i) 08:00:17 Ewvent BrokerServiceHelper . CheckSqlConnection () Server Connection Test -= QK |E|
(i) 08:00:17 Event BrokerServiceHelper . CheckSqlConnection () Database Connection Test -= OK
{i} 0&6:00:1F  Event BrokerServiceHelper . Ched:SglConnection () Database Check -= QK
@ 0&:00:1F  Event BrokerServiceHelper . ChediSglConnection () Server Connection Test - QK
@ 0&6:00:1F  Event BrokerServiceHelper . CheddSglConnection () Database Connection Test - QK
@ 0&8:00:1F  Event BrokerServiceHelper . Ched:SglConnection() Database Checdk -= QK
{i} 06:00:19  Event BrokerLocalCacheSync, Internalfun() Start Time: 7/31/2017 6:00: 15 AM
{i} 06:00:32  Event LicensingMonitor, UpdatelicenseServerConnec,..  License server connection successful [10. 108,56, 29; 27000]
(i) 08:00:33 Event MainBrokerWinswve. InitService () Initialization Completed.
(i) 05:00:33 Event AnalyticMonitor, InternalRun() Analytics scheduled execution completed successfully
{i} 0&6:00:36  Event MainBrokerWinSve, <StartAdminBroker =b__3...  Connection in progress - Client DAVID version 4.4.0.0 ...
{i} 0&6:00:58 Event MainBrokerWinSve, <StartAdminBroker =b__3...  Connection in progress - Client DAVID version 4.4.0.0 ...
@ 0&6:00:58 Event AdminBrokerService. ValidateAdminAccess() Administrator connection allowed : DCT 1\david
/b 06:00:58 Warning  AdmirBrokerService, GetvuemSitesList() Retrieving Sites List. ..
/b 06:00:58 Warning  AdmirBrokerService, GetvuemConfigurationSe...  Retrieving Configuration Settings List...
/b 06:00:58 Warning  AdminBrokerService, GetvuemAgentConfigurat... Retrieving Agent Configuration Settings List...
/b 06:00:58 Warning AdminBrokerService, GetVuemEnvironmentalSe... Retrieving Environmental Settings List. .. -
Username: MfA

B3 WEM KRB BEMERER, EaMUFTFE Workspace Environment Management™ {32 HE&X

fr, EHAERMAmE, B TaE M.

TEMRENER (EHERNELR) .

(=

BA X BEXHRIFAERE (EERERRMNEMIEMARSISITMEN, URAERANEF

%) o

IR OER

Workspace Environment Management™ fE L N i[O

iR BR it
EhihZRARSS REEM TCP
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bt Bir

=gl EAtZe AR

Rz ERhZe MR SS

RIEBEEFRD S Ehthig RS

2

EHitg MRS Citrix B IEAR
528

iSRS Citrix o] IEAR
225

TCP

TCP

TCP

TCP

TCP

e 3]

293

b

8284

8286

8288

27000

7279

HAESR

“EEmO. '
ERfa SRR
BhihZRMARSS HY

.

“RIEARSS b
a7, RIE&E#E
FIEMZRITARSS
=AY o

“RIFIERY
1w EATF
Workspace
Environment
Management
1912 RE =R
;B
Workspace
Environment
Management
1909 M E R R
R 7
S0, RIBE
GRS IR
BB AR
LUSRIBERS
Ehtig AR5 a8
kA

“Citrix ¥R IEAR
SZarim"s
Citrix ¥ AIIEAR
S5 AR BI%
A, EhigER
ShEEEDIt
i OV A B IE 1
IS

Citrix ¥FaJERAR
SRPER
Citrix A% (57
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P BiR 3] w0 HAESR
PizF) BTR
IEFRTAYER o

WEIEARSS ERgiEARSS TCP 8287 “WEM ¥
07, MEPEARSS
EFR R ERISHE
AR S385 _EHY(0inT

.

EEHEXH

1B U EFNEE 5 Workspace Environment Management™ (WEM) #8 X B9AE. EaIIUfERX
L HEBTHEER@, HEEKR Citrix RAZIFIREGNREXLERT, BAIUKESUTAR
MXWBEE :

« WEM IE
WEM ERtZRMARSS
WEM EIBiEHI&
WEM #iREE

WEM Web 1Z41&5

SEREBEXHAE

Ee L IRES WEM RIBEXAE, FrERET WEM RENITEV EWENBESIE -
- WEM REHE

o Citrix WEM Agent Init.log. #l#aft B, RIAF7E CMD 5k Ul iRV TEFE NI, LA
SEERIRIFCE, WRARIEBLEARD, BEERMBEXXHLERBEEIRIFHAGE R, HiR
£ exceptions, BRINERT, LHEXHERFEEXX S HFE (Yuserprofile%) FEl
=

o Citrix WEM Agent.log, £HE, ATATE CMD & Ul B FTHIERERE, LAEIIET
RIBRIBIIES . MREMRERENILERIAF, BEEEBEEXGLEREEEIRIFHE
Bo HHIZETRA exceptions, FINFERT, WHEXGERFEBEXXMH XK
(%userprofile%) FeElE, EFRBMINZE, BEHRIEERNE > B&igE > iE > A%
o, AREEEBARERRCRZE, EEEEZFAGER, HEAEETET+ LLERRA
BRI, HE, EaEIRBEU T EMRIRERABRIZR !
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ITEAN\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\f{EEE#]
% #5: AgentDebugModeLocalOverride

28 DWORD

f&:0

MEREN 1 UERBEXH, REHN 0 UBAEEXH. BEFEEFRER, EEHEE
Citrix WEM Agent Host Service, BRIAER T, BEIERLTERRKRS,

p=3— g

FEMMRIEIMRAEISETERE, AJRFEEFRERFERS. Citrix TER
IER] AR AR ERAE R MR miERMS BRI, 158 1TAEEREMRRmERN
M2, E4REEEMTRZAT, BSUENEMR.

- Citrix WEM Agent Host Service Debug.log. Itt BERIEEBNEEEE Citrix WEM Agent Host
Service A, ZMINERT, LLHENXMHAITFT %PROGRAMFILES(X86)%
\Citrix\Workspace Environment Management Agent ., ZEFHKICHE, BSNEERE
2HE > BAISE > BBE > RSETED -+ L AMXRESEERARREN. HE, EaLid
SEEUATEIMRIKEAHEZICR !

HEH\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\{{ 2 4],
% #5: AgentServiceDebugModeLocalOverride

254 DWORD

f8: 0

MEIREN 1 UERBEXH, REN 0 UEABEEX . BEEEREN, HEFHE
Citrix WEM Agent Host Service, BRIAER T, BEIERLTFERRKRS,

Pz

A EMMREIMRAIESISBTERD, AIEFEERLERERS. Citrix TER
IER] U R AR [ERAEREMRmIESRMSBAEH, 158 1TREERIMRRmERN
ML, TE4RIEEMRCAT, BSBER M.

295



WORKSPACE ENVIRONMENT MANAGEMENT™ 2311

« Windows E¥H&E. EA Windows EHHENER. TEHESESE > VABRFMRSEE >
WEM Agent ServiceBEigHEE HE,

« Windows Communication Foundation (WCF) BRER, HE@EF WEM RIEM WEM EhRtiZEH
RS ELBEME X NREEN, XLEHEREEHEN. EEABRETIER, BHAER WCF IRER.
B XFAER, iEEEWindows Communication Foundation ERER.

SEMIRMRSHEXNEE

RIS S WEM EREZREARSE XA, ERIMERE T WEM ERtiZRARSrIITTEN LI
ERERAE !

« Windows B H&E. EA Windows BEHHENER. TEHEES > NAEFMRSHEE >
WEM Infrastructure ServiceBigsHP&EEHE,

« Citrix WEM Infrastructure Service Debug.log. It HERIERIEHEE Citrix WEM EAHZEHAR
%% (Norskale Broker Service.exe) A, BRIAERT, LHEXHGTF
%PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Infrastructure
Services . ZEERAILEEXH, BEBEUTTEEBFILER :

a. MFFR BT WEM Elh& RS ECEBSCAER
b. TEFKISEXN+ L, EFERAERER.
c. BHEAREFEREB, AGRERUBIARSKNAER,
d. XHAWEM BRiEHiRSEBLAERE .
« WCF IRER, HE@ER5 WEM EitiZEARSHE X BU@Eindn, XEHEREEEN. EEHR

HIEER, UIOER WCF IREF, BXIFHER, id5@Windows Communication Foundation
IBER.

SEEEGEHEXNEE
EETLURES WEM SREHAAX AR, TUERET SREHNANTEN LREN TS
7

« Citrix WEM Console Trace.log. Itt BEREBEER WEM EIEEFI S8R, RIANERT,
It BESHHTE A P ERE S X3 (%userprofile%) eI, BEAAEIER, BRBUTSR
ERIFARR
a. MFHE B PITH WEM BEERIS, AEEEEE.

b. TEFEEMEMIRSIHERE O, WERFR, AEREHER,
c. EXTFEII+L, BHETOHEZFRABIFRIER.
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d. BENMAMUNAEENR.

« WCF BiR., HFEF|5 WEM EIBZHIEF WEM BiEZE 2 8| f0@EE4E X BYe @et, XEEHE
21EEEE., ERABAEICR, HIAEH WCF iBiR,. 8*FMER, i52#Windows
Communication Foundation EREz.

5 wEM BUEREHE X BE
BRI KRS WEM BUEEME X IHE. SEER WEM BIEEEIEL BREFIESHAEIRRE
By ’ %@IJL HE, ﬁ ;é -ﬁééﬂﬁﬁ S S) 1%@?1‘/{-': H /mjdqz

« Citrix WEM Database Management Utility Debug Log.log. Itt BERIZEEBNIEAR R WEM $3E
FERRE, tAEXHERINCIE, fIF Cc:\Program Files (x86)\Citrix\Workspace

Environment Management Infrastructure Services o

5 WEM web #ZHI8HXNABE

BeIRE S WEM Web Z£HIGHEXBEE. HEER WEM Web 25| S & SEHERFECE Web
ZHISE, 2tIEHE. 4, X web ZEHIGIRSBIETH, UatlEZBE. BXIFHER, BEH
LX-F EIL\X{#

« Web Console Configuration Utility.log. Itt HEIFEHEE WEM Web 5| S ECESLBER
MxinE, tBEXHEIACIE, fF c:\Programbata o

« Citrix WEM Public APlLlog, It BESIFEEEE WEM Web 5| 8RS X iRl@l, £ “Web
RSB SAREFICE Web ZHISIRSUBRBERICREY, BS54 ERBREHEBEIR
FKEW, LLEEXMHATF c:\Programbata o

Windows ;B &t ERER

&AL EE Windows Communication Foundation (WCF) ERER, IUFEBIHEEIL TFIAIRT
- RIESEEMARS 2 BRE:E
« 5 WEM EHhitZR MRS58 X B0&E(E
« 5 WEM BEEHIEHE X EE

BEEAE 5 B MSRHIARSS i B RYE S Rl

R WEM IEKS5 WEM ERiZRMARS EMEE, Er/EE VUEMUIAgent.exe ARSSHY WCF R
Ero BERBUTHBER WCF IRER -

1. BRI WEM KB+ EHN.
2. ARBEEESERNRIERNR, AEIEFEGRE X FRE,
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3. £ %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Agent H#LZ|
VUEMUIAgent.exe.config X1, AREIZZXHHEDEIA,

4. FiREARREFZRPITHXE, HE <configuration> # </configSections> #FRIZZIE]
BIER Y iR AL T EZER

5. RIFEX M

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchvalue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\vuemUIAgent-Traces.svclog" />
</listeners>
</source>
</sources>

</system.diagnostics>

6. ERIEBETENN C &2 LeIE—"1B R Trace’lIIEXXH3 (C:\Trace), MRZXHKEEFE, 1A
BT It B

7. EMEBRNRR, RELER VUEMUIAgent.exe #HE,

8. £ C:\Trace FEEHEAN vuemUIAgent-Traces.svclog BIRENH,
IRIE ] LAEE Citrix.Wem.Agent.Service.exe fREZHY WCF ERER. BIRIRLA TS BIR(E :

1. BRI WEM KB+ EN.
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2. ARBEESERNRERNR, ABIERE Exit AXARE,
3. #&1k Citrix WEM RIBEHARS

4. T %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Agent F%Z|
Citrix. Wem.Agent.Service.exe.config X1, SAGEEIEZXHHEMREIZA,

5. BILEAREFIRPITHZXMH, HIE </configSections> HRCEMEBEMEITHRAUTREHR
ERo
6. REEX M
<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchvalue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="traceListener"

type="System.Diagnostics.XmlWriterTracelListener"

initializeData= "c:\trace\NorskaleAgentHostService-
Traces.svclog" />

</listeners>
</source>
</sources>

</system.diagnostics>

7. EREEAN L, 7 C & (C:\Trace) EEIE—T%A Trace’ MR 3K, INREZXHXERE
£, BBk TR,

8. Bnh% A Citrix WEM Agent Host Service BY Windows ARSS, AGEIEEEAYE,

9. 7 C:\Trace HFEEEN NorskaleAgentHostService-Traces.svclog HIHEXH.
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HFES WEM EMiZHARSSHE X BE(EIRE

NRER 5 WEM ERtiEMARSHE X BVBERA, nILEE Norskale Broker Service B WCF ER
Bro BERBUTHSEER WCF IRER :

=

ERIZET WEM EbtZEARS891T BN

2. #&1E Citrix WEM ERHiS RS .

3. £ %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Infrastructure
services H#%E] Norskale Broker Service.exe.config X, fAJEBIREIZXHHI&EREIA,
4. FILEAREFIRPITAXMY, HTE <configuration> IFIEENE=ITHBBANTRER
Eo
<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:
\trace\NorskaleInfrastructureBrokerService-Traces.svclog" />
</listeners>
</source>
</sources>
</system.diagnostics>
5. REFEXM
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6. 7 WEM ERtiZRMARSIHEN L, E C & (C:\Trace) LEIE— 1% Trace’ IR 43, IR
BXHEREFE, BT,

7. B5f Citrix WEM EHiZEMIRSS , AREIEEE)89R,

8. £ C:\Trace FREEH% NorskaleInfrastructureBrokerService-Traces.svclog BYH
EX o

& WEM BIEEZHIE S WEM $UIREE Z B HE (S e

NREE] WEM BIEZEHI R 5 WEM BiRE < B)8:@ERE, nJAZEE Norskale Administration
Console.exe ARS5HY WCF BRER. BHRRUTHRER WCF IRER

1. BRE WEM BEEZEHISITEN.
2. X*F WEM EIBiZH|IA8,

3. £ %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Administration
console H#%| Norskale Administration Console.exe.config X4, AERIBIZX4HIEHE
o

4. TIRBAREFIRPITAXMY, H7E <configuration> IREEME=ITHBRIUTRER
EZo

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchvValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="traceListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\WEMConsole-Traces.svclog" />
</listeners>

</source>
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</sources>

</system.diagnostics>

5. RIEX M

6. EEEZFIRITEN L, £ C & (C:\Trace) LEIEB—1 RN Trace’ MR 3%, INRIZX MK
BFE, BRI E,

7. TH WEM BIEEZESS, AREMZERR6)-,

8. 7 C:\Trace HEEEN WEMConsole-Traces.svclog HIHENH.

WEM 8 MRH4TIRERSS

WEM FTEMRGFIREERBZZE—NIERBANTE, aIEBMEEIZATMEN XML X4, ZTE
SR mERAEE—ERR | BIETIRP. BMAREIIRP. LIFRETTRPNLFFRET
EFIRP, B XEEEZFSPERXERHNFARGER, BERAMES.

AN EMEER WEM STRIEFMATIREERSEIZR TImER XML X, fla0, RIKERES
F8 WEM SRR MAFIREESRNBIMETIRAPFRIHEIEE,
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E3 new Fitter Condition

[ General l

Display

Mame:

Description:

Filter Condition State

| Enabled - |

Filter Condition Type

Always True - |
: File/Folder exists N
Settings IP Address Match
Tested |/ Name is in List =

Marmne is notin List

Mame ar Value is in List

Mame or Value is not in List

Matching Metwork Connection State -

True |

Actions

1. TH WEM B4 ZHFFREEES
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List Management

£
Load XML || Save XML
File File

2. ARBHZEAKE, ARELTXEREFIEEREZRM.
3. EBRMFERAEALIT.

p=—

BAZIT WEM RERITEN (REEA) B8
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‘ .- ]
List Management

Sul”’
RN

Load XML || Sawe XML
File File

Enter text to search...

jack-agent

4. BEREFE XML X, NRBIFREXHE, ARREHERE

+ |- Desktop » v O| | Search Desktop

Organize +  MNew folder

‘i:r Favorites - =
jack This PC
B Desktop 1ac - =

g Downloads -
(E_-ﬂ Recent places | Libraries
./ Morskale Infrastruct

1% This PC

i"! Network

File name: | test1]

Save as type: |XML Export Files (*xml)

(= Hide Folders

5. fTARER XML X4, UEIEERHNER ST EERRF.
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File Edit Format WView Help

k?xml version="1.8"2>
<Objects>»
<0Object>»
<Name>jack-agent</Name>
<Value»B81</Value:>
</0Object>

</0Objects>»

6. FHREFH XML X+ & IR B EN ERISXHRF,

=

SNRIEF XML XMHREFEEEZFI BN L, WIhseRFEER.

7. D EREES \> kR \> KHEF \> TERRMHNRETF, ARREIARM
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amﬁgmﬂ!ﬂymnﬁgset - ﬁm ?w
@4 Create

s Disconnect & Edt Refresh || ¢ Restore

Filter Condition List ]

r% Rules | Filter Conditions

||-’fb' Conditions Enter text to search... s
L e Db
B | e

Always True Filter Condition

- [ Actions

i a Assignments

- [[| System Optimization

- [ Policies and Prafiles

r ﬁ Security
- [[] Active Directory Ohjects

- [L] Transformer Settings

. [} Advanced Settings

- [ | Administration

r ﬁ Monitoring

¥ Connected to : jack-hroker € Current access level : Global Full Access -

8. BABR, ARRLHE"
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EX new Fitter Condition

[ General l
Display
MName:
| Test-jack |
Description:

Filter Condition State

| Enabled - |

Filter Condition Type

| Mame is in List - |
Settings
¥ML List File
|C:‘n,l..lsers‘n,jadc‘n,[)eskmp‘n,test:l.xml - |
Tested Value
| ##Computeriame £2| - |
Actions
|| Ok || || Cancel |
AR

o ‘PRSI, HEEBIEFIRT

o “XML R4 . c:\Users\<useri>\Desktop\testl.xml (fCIBFEH| LRIt
b))

o “TWRE". BRASEE WEM TEESRMHIIREER PG FERPRAR RN
ST, FTOS, ERATSTRENTEN (REXH) %N, Hit, &
WIERS TR #HComputerName##’s B X EAMSTHEIFAER, BBHAEE

Thio

9. HIEEEFS \> fmikds > N \> MERMNAR ETF, AEREFI.
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Home ut

"Bt & Configuration set| My config set ") @ pekte || G Bad

&) Create

Refresh ? Restore

Filter Rule List |

| | Filter Rules - |
e

“ﬁ Conditions

Always True Filter Rule

- [L] Actions i

—

r ﬁ Assignments 1

- [[| System Optimization i

- [L] Policies and Profiles y

! ﬁ Security 1
- [L] Active Directory Objects i

- [L] Transformer Settings 1

- [L| Advanced Settings i

- [| Administration ||| Actions |

- [| Monitoring

¥ Connected to

10. EBFFFERPEATMIESR ST,
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EX Mew Filter Rule

J General l

Display

Mame:

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
Always True =
Test-jack
<
>>
<<
Actions

11. HERENZGNTTRAERBE BRE &K, AEREHWE"
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E3 Mew Fitter Rule

J General ]

Display

MName:

| Test-jack |

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
= b o
<
=
<«
Actions

|[ Ok ]| |[ Cancel ]|

12. %3|EEEHES \> #F > NAER > NAEFRIIRETF, AENI— 1 NAER.
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About

| @2 Configuration set| My config set *| @ velete || % Bacap
eCrzalz

54 Disconnect & edi Refresh || ¥ Restors

Application List
| Applications

@ Frinters Enter text to search... -

S Network Drives

T o s

e Virtual Drives & [Ebro

g’j Registry Entries

@ Environment Variables

% Ports W

o ﬁ Filters 1

r ﬁ Assignments

- [] system Optimization

. Policies and Profiles

[ security
" ﬁ Active Directory Objects

- [} Transformer Settings

- [L] Advanced Settings

- [] Administration || | Actions

. Monitoring

¥ Connected to : jack-broker

13. ®3|EEEHE T \> 2 \> BESEEDF,
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H @) Create
& Edit

E— Disconnect

5 action Assignment

Action Assignment

Refresh ? Restore

—— emﬁg:ahmsﬂ My config set - ﬁ e

| Users

B Modeling Wizard

Enter text to search... -

o

- [} Actions

B Filters

- Assignments

- [ System Optimization

. [ Policies and Profiles

ne | = ven an 100
L JacKack 100 vy
| Assignments

I | 'H, Find ‘H, Clear 4

1| Avaitabi Assigned:
=2

|

i <

[ ﬁ Security

- [ Active Directory Objects

- [L] Transformer Settings

- [L| Advanced Settings

- [ | Administration

r ﬁ Monitoring

@ Connected to : jack-broker

14. WEFARHAFSARE FELRAF,

EEAREEN)
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_I:I-

Citrix Workspace Environment Management

e Configuration set| My config set

e Create

'|aDdete ¥ Backup

(5 Refresh ? Restore

Eg“‘i Disconnect @ Edit

Ty

=

- Action Assignment

B Modeling Wizard

EE—

Users

T TR T

Name

Ej Everyone

[ & [ JacKyack

Description

A group that indudes all users, even anonymous..

I B

Transformer Settings

L
»

Advanced Settings

Pr\ority

State

__ Drives

| External Tasks
-| _ Folders and Files
| User DSN

Assignments
| Actions
| v| |r Find “ |, Clear “
| Filters
Q e E Assigned:
[ Assignments -l Apuhmhons 5 Applications
I:‘ [ : ] | Printers
[L| System Optimization - Printers

[ Policies and Profiles L Network < -
L Wirtual | Registry Entries
Q Security | Registry Entries | Environment Variables
| Environment Variables " Ports
] ’ ' . | Ports _ Ini Files
Active Directory Objects
= ry &g |~ Ini Files |~ External Tasks

-|__ Folders and Files
-~ User DSMN
| File Assodations

| File Associations

Administration

| Monitoring

® Current access level : Global Full Access

15. AR MNETAERBHEESECER.

Assign Filber X

Selected Filter

|§.|5.Jways True P |

Actions

16. EFEmikes, AEBTHE.

Assign Filter x

Selected Filter

Always True |

Always True
| Testjack

Actions

—

|r Cancel 1|

17. NENENNAREFERAEN (FitRfd, ERIBKREMNEERMESE) -
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. emﬁgﬂmsﬂ My config set - e e ? o

ﬁ Create

E— Disconnect Q_ Edit
Se

|r-'_‘-jvm Assignment

B Modeling Wizard

Action Assignment

Refresh

| Users

Description

Priority

A group that indudes all users, even anonymous. ..

I N R

100 L4

[ Actions

r ﬁ Filters

- Assignments

- [ System Optimization

" Policies and Profiles

[ security

[ Active Directory Objects

- [ Transformer Settings

- [ Advanced Settings

[ Administration

- [ Monitoring

| Assignments
| 'H, Find 4 L Clear 4
Availabl Assigned:
| Applications =1+ Applications ~
| Printers | > (@ IE browser ]
|__ Registry Entries
L Environment Variables ' JPin To Task _
| Ports & Pin To Start Menu =
| IniFiles
| External Tasks [ Printers
| Folders and Files " Drives
| User DSN |~ Network
| File Associations A Wirtual
-+|__ Registry Entries I
|~ Environment Variables
- Ports
-~ Ini Files v

18. ¥REEEHE > BE > A8 > SuHERED+, ARRERIFE.
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About

emﬁg:ahmsﬂ My config set - ﬁ = ? w

ﬁ Create

%4 Disconnect & edt

Statistics

Refresh || ¥ Restore

| Agents Summary

Total Agents (Al Sites)

Total Agents (Current Site)

Total Agents Last 24 Hours

Total Agents Last Month

i |

B |

[1

@) Logging

| Agents History

Enter text to search...

- [L] Actions

r ﬁ Filters

I ﬁ Assignments

- [| System Optimization

. [l Policies and Profiles

I ﬁ Security

. [L] Active Directory Objects

- [} Transformer Settings

. [L| Advanced Settings

o

| Elear Expired Record:

0 ﬁ Monitoring

¥ Connected to : jack-broker

s

19. ARBEEARE, ARELTXEREFIEZFRFH Workspace U,

p=—

BEIREEX,

R R LU R)ETT

® Currentacc vel '+ Global Full Access

RIEBBITENL, FASERIF Citrix WEM Agent,
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Citrix Workspace Environment Management

Home

i, Configuration set| My config set

4 Delete W Backup

o

W4 Create

[i= Disconnect & Edit =7 Refresh || ¢ Restore
|| ™

| ) | i | |

[ pamnraton R Regsvatn: |

Agents Summary

& Administrators

‘__&. Users Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
Eg Agents 1 1 i 1
(4! Logging

Agents History

- Find Clear

Device Name Device Mode! IP Address Last Known... | Last Connection Synchronization ... | Agent Version

;ﬂ JACK-AGENT [ v domu 10.150.133.101 | My config
Actions

Filters

[ Assignments

System Optimization

Refresh Agent Host Settings...

Refresh Workspace Agent(s)...
Upload Statistics...
Reset Citrix Upm Settings...

Reset Vmware Persona Settings...

| Folicies and Profiles Reset Microsoft Usv Settings...

Security Delete Record...

| Active Directory Objects
Transformer Settings
Advanced Settings

. Administration
Refresh

L Monitoring

20. HETITRERITEN (REEN) , UEIEERENRGEEEN.

A Workspacesettings efresh in progress
nini "

d

FTRAF, NAREFEMISERIAETEN. cEBERE LIEHEERESE,



XML FTEIH5RECE

Workspace Environment Management™ €12 1&:3 XML $TEIMNFIR 4 ECE R P T ENYVIRITHEE,

B2 XML ITEIPIRX e, EEEEFSPIE—MMTEVIRNE, HirBERE ETURE N E
RIS EBRAF TN

p=3 g

INEZFABRERTE Windows FEHERIFTENNL,

XML TENHFIR X 45K

XML XHRE UTF-8 4Ri8, HEBUTEAR XML 4

<?xml version="1.0" encoding="UTF-8"?>

<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/
2001/XMLSchema-instance">

</
ArrayOfSerializableKeyVvaluePairOfStringListOfVUEMUserAssignedPrinter>

BIEP WM XEISEEMAU T EEINRER

SerializableKeyValuePair&lt;string, List&lt;VUEMUserAssignedPrinter>>>

BMKEERAMTAIRT !

<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

<Key>DEVICE1</Key>

<Value>
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<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>

</SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

FMEEREV N ERENE PRI EV BT, \&it;Key> inE TS X % \&lt;Value>
mEEE 5N iRAIEER P imIFTENVITAR VUEMUserAssignedPrinter X553,

<?xml version="1.0" encoding="utf-8"?>

<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://
www.w3.0rg/2001/XMLSchema'">
<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>

<Value>

<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>

</SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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</
ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

VUEMUserAssignedPrinter & 15 /%
FNEBERFTENHER A TE \&It;VUEMUserAssignedPrinter> i3 R ENX, HERUTEM !

\&It;ldPrinter>, XA ERIFTENHIA Workspace Environment Management $TE#| IDo & NTEN
MERNEERER ID, ER : 7 Workspace Environment Management EI2{ZEH| S HE B
XML $TENHFIRIGERE—MTEINIRIE, EBBCH ID, 1% ID £S5 XML FI&RABINACEAIFT
ENHLEY ID R[Elo

\&It;ldSite>, @5 #H % Workspace Environment Management b= iUk 3 ID, 3% ID A5 IMAIL
=B 1D PTfg,

\&It;state>o 1: ?TEH*)-LE,J)H(/L.\) /\EP 1 %T/éﬁb: 0 ‘?—%T—rﬂao
\&It;ActionType>, ATALKH 0,
\&It;UseExtCredentials>, #7070, BEIAZIFERYFER Windows EHE,

\&lt;isDefault>, TNR7 1, MFTEIHLZEIAR Windows $TEIH L. N8R A 0, NIKIFEEENZRIA
FTEN#o

\&lt;IdFilterRule>, AL T 1,

\&It;Revisionld>, AN 1, MIRUUSERTITENEN, ERILEEE 1, LUBRREEMN
FIREFLIBFTENNIRIE,

\&lIt;Name>, Xi& Workspace Environment Management X2 E ARG AFTENN . HLFERAREE

B,

\&It;Description>, X Workspace Environment Management fCI2 EAIR5IBIFTEIM IR, =
EGRI AR ZE,

\&It;DisplayName>, IttIR{ER, REEZE,
\&It;TargetPath>, XZFTEIHHY UNC E&1%,
\&It;ExtLogin>, TFEIEE Windows ZEZEEEEIERR Windows P& HF. o

\&It;ExtPassword>, @S EEE Windows EZEEZIEREAM Windows 1P B,
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\&It;Reserved01>, N ESRIZE, BNUEMAFXERE,

&gt;&lt;VUEMActionAdvancedOption&gt;&1lt;Name&gt;SelfHealingEnabled&lt;/
Name&gt;&lt;Value&gt;0&1t;/Value&gt;&lt; /VUEMActionAdvancedOption

ERVRATESTENN RO BERIE R AL, RFEGHEWL LEAR, FEEETH 0 EESRA L.

FTENH A RTA
LUTFRBIER Pinslit &4 DEVICEL 2 T AmANSEENITENN -

« UNC E&1Z \\server.example.net\HP LaserJet 2200 Series _tAJ HP LaserJet 2200
Series (FAIAFTENMN)

 Canon C5531i Series UNC 1% EAIFTEIH] \\server.example.net\Canon C5531i

Series

=

EXREE PRIt &N DEVICE2 LR EC—& ERFTEI]

» HP LaserJet 2200 Series UNC &2 L \\server.example.net\HP LaserJet 2200

Series

<?xml version="1.0" encoding="utf-8"?>
<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://
www.w3.0rg/2001/XMLSchema'">
<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>

<IdSite>1</IdSite>

<State>1</State>

<ActionType>0</ActionType>
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<UseExtCredentials>0</UseExtCredentials>
<isDefault>1</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>

<Name>HP LaserJet 2200 Series</Name>
<Description />

<DisplayName />

<TargetPath>\\server.example.net\HP LaserJet 2200 Series</
TargetPath>

<ExtLogin />
<ExtPassword />
<Reserved01>&lt;?xml version="1.0" encoding="utf-8"?
&gt;&1t;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&1lt;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt; /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>
</VUEMUserAssignedPrinter>
</Value>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>2</IdPrinter>

<IdSite>1</IdSite>

<State>1</State>
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<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>

<Name>Canon C5531i Series</Name>
<Description />

<DisplayName />

<TargetPath>\\server.example.net\Canon C5531i Series</
TargetPath>

<ExtLogin />

<ExtPassword />

<Reserved01>&1t;?xml version="1.0" encoding="utf-8"?
&gt;&lt;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&1t;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt; /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>

</VUEMUserAssignedPrinter>

</Value></
SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE2</Key>

<Value>

<VUEMUserAssignedPrinter>
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<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>

<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>

<Name>HP LaserJet 2200 Series</Name>
<Description />

<DisplayName />

<TargetPath>\\server.example.net\HP LaserJet 2200 Series</
TargetPath>

<ExtLogin />
<ExtPassword />

<Reserved01>&lt;?xml version="1.0" encoding="utf-8"?
&gt;&1t;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt;/ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>

</VUEMUserAssignedPrinter>

</Value></
SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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</ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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7£ Citrix Cloud #1, Workspace Environment Management fRS B R4 B EEEE T Citrix Cloud
B9 Citrix Virtual Apps™ AR5 28 Lo ERIUERESIEESIE, @it Web FYE 88 MRS IV B X+
EIE WEM 7%,

EHIRO . EEREHEEREMREARS . ZIHARIAN 8284, XWTF AdminPort 654
158,

I8, Workspace Environment Management X2 NMAGLAR : RIBRSMSIENIE, XLf
HREEREEN L,

REENATRITXH. “FIERERIBET.
REEH. “REZHBIIBM.
REBEHRS. “IEARSHIIAFR.
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REBEN. ZEREHHE.
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12, BIEBERSXLIHS A Active Directory, SAEIHSEBEN AT A ERIALN A,

REBIRO . REEHEOWTIRO, BT EECRBRMEMRSET. flil, BTFEFHRENEE
EHS R, WwORIAMEN 49752,
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KBRS, 7E Transformer AFIHEREE VDA SAPIE Windows €& EMIIRS . EHREHIHITE
ERAEEZEH SEREMNRE,

RERS WO . AIEEEDAEMEMIRS2Rm . WwOBIAN 8286, MTF AgentPort a3 H1TE
o

RERSREBRO, “EERDPIHO"RIBR.
RE, “BERNEMARSBYIBF.

REHKP, “EEHARS K/ BB,
RERS]|. “BERhEMARSS3"IBT.
RERSIKF . “EhEEARS K RIIBHR.

FERSIRAO . NEEERSHEEEIBEMEMIRS OISR IEBEEEFSEMEMRS 2RED i
Mo #wmORRIAS 8285, FNF AgentSyncPort ea B 1TE %,

Citrix YFENEARSEBIRO o Citrix Y AIEARS SR A0ME, EALEHIAR S Ma/EE BB b8 T LIS
YL, HSCIBRAMER 27000,

Citrix Cloud Connector™ , RIFHFBRMEFRRITENE Citrix Cloud BENHE, ZEEEA
BRUBRED>—BITEN (m&EE:E) Lo

BoE&, —4H Workspace Environment Management B2 &% Eo
EFEAE, BEMEmiRS3E I8,
BUERE, @& Workspace Environment Management Ao & 1% &R EIREEE,

7£ Workspace Environment Management BYZAHihk A, $IEZERTE SQL Server SEHIHEIER,
7£ Citrix Cloud _E, Workspace Environment Management fR31& B 7Zfi&7E Microsoft Azure SQL
Database ARZH.

BUEPEARSS BRIk, - BUBFE ORI S A T EEES] SQL LA B3 Workspace Environment
Management 3EEIMF

DSN. #IERBH (DSN) S HIEELIN. BR. BUEEKER. BF ID. BRMEMER. 7
IERIEELCIZE DSN f5, AIMENAREFPERZ DSN NEIEEFIFEARER.

HEEMIRSSES o T%E Workspace Environment Management EREERIARS BT E .

EREMRSHFRERKRO, BFEERO"
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BRGMIRSS. REERMENRS S LIRS, BT HSMERAN (SQL Server. Active
Directory) SaiinAftt (BEZHla. REXN) BY. RSUFTARIE

7£ Citrix Cloud £, ER4EMIRSZIEETE Citrix Cloud £3H Citrix B8, SIS fEinA Y
(Azure SQL Database ARs3. EIEESIE) SaiimdAH (fLIE. Active Directory) R%,

EREHARSZIKF, . BRbEHARS BT ERIIBUBERIKS . BIABRT, LKA E vuemUser
SQL #KF , {B7EEHERECIZEHAE, ERILOEFIEERMEMIRS ZERREM Windows iz,

BRISMIRSSIRSS 88 IRV EREMIARSS 25"
ERIEHARS . B EMENIRS ZE IR REEMERRS 2 ERIRS.

f£ Citrix Cloud £, ERIEEMARSIEETE Citrix Cloud EHH Citrix B, TITRSMEmAN
(Azure SQL Database fRS3. BIEHEHISE) SaiimdAtt (LEE. Active Directory) RE%¥,

THREERRA . ERREECIEREERENAFE. REANRET N EEEHSHRRE
Workspace Environment Management it R EBTEL2IAANIRE. BIANERT, LLARK—ERIH
I A BRAYZE,

SRERE . BUBELIERSMERHAT Windows HATIAZ SQL Mk iE#HE SQL 4.

B BhBRS AR, EUENT, IRl Web SN AIEFEREE, RAFEERE SN NARER
HRERE, XARTFEESRARTFRAUER RN AREFNEH.

WEAEERO, [BFWEM M%7,

BARENBMEIE . 7F SQL Server f, —H[EBIEA Windows B4 30IEH SQL Server B3 50IE
B RIIHER, XEEMEMIRS EEDIBEERNIIAVLE,

We[IEARSEZ 2RO, "Citrix FaIIFARSE 28t " AYIBFR.
MBIERDER. LAN. ARS325E0 NAS &% ERYIBEEIZ S,

BRUE . 2SEITHERHERSHAFRZRNENMIE BIMNAESHIESR. DX MSEEF
D) o

SaaS . HHAIIRSR—MIHDRIRE, HPE=ZHiRMEtENAREFFHET Internet FFHEIEMH
BEF

BERSEO. RKLAPIMUERFIERTE Workspace Environment Management R &R IHEE
(BIENEAR. BRIAFTENNL) MORmE. REHRISIFRELUIER R,
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BRS5 EEBIR (SPN). ARSSSLBIRIME—ATIRRT. Kerberos SAIIEEA SPN RS LFI SRS E
FRIKFHE X B

SERE, NAFREERENAREFREASINAE, ZAETE U EMaaiT R TET. Ul
RIVRE T — NI MWRS=ERA R EBRS R E, RELRF MM EFERELIEE (FIaNE
R BUIAFTEINL) o

Bhm. "ECESE" BIIBFF.

SQL AFPMKR . LEHAEIRIZEMN B “vuemUser' By SQL FAFIKF . XEEAMEIMIARSS A FiEEE!
BHREFERIROAKF

#4288, Workspace Environment Management f{I2LIZ RIS B SR EERIIAE,

EHIIREN28, /A subst 5455 DefineDosDevice B 8IE2H) Windows EIIREN2E (tBFR MS-
DOS i&&%M) o EIRENER A X4 BRI B IRTNER S

EBLIP ik (VIP), AN SCRRAIRMAED (3m0) BY 1P ik,
VUEM, EBAFIFIREE, XZ Norskale BIIAARIE, EF=mPrIFELEMA R HI,

vuemUser , 7E8l% Workspace Environment Management #3EZEHAE 8IER SQL kP, X2
Workspace Environment Management ERt4EMARSS B T EBRIBIRENZIAK

WEM Broker, Z“Eiti&iEIRSS" 1B,

WEM i5#28s0 . Ehigksses E SRS ERANMIIRL. ZimARAIAN 8287,  (HARSE
Hio )

WEM UI REBRIHITX . = session agent”BI|BFF.
Windows WP #E#l, LRSS Windows K P Y B 95517RY,

Windows AppLocker, —Iit Windows IhgE, SBIFEIRIEXHHIME—IRRRIEEALEFHLER
AR LGBITRENATERF. WNREEEH AppLocker, MIETLABIERN K D IFEIELE N IR F T To

Windows B{4383E, 7£ SQL Server &7, BIANBMIIEETR, EHRFER Windows AP KA F]
AP WEEEF T SOL Server, SQL Server F 38— S M RIFER 2 ESERFHEIE,

Windows Z£1%, Z“Windows authentication”8Y|B#F.
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